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RESUMEN

El aumento significativo y relevante que € uso de la informacion tiene para las
organizaciones actuales determina que todos los procesos relativos a la produccion,
administracion y gerencia de Tecnologias de Informacion (TI) deben ser Gptimamente
controlados para asegurar la calidad de la informacion, soporte del cumplimiento de
los objetivos del negocio. Los procesos de informacion requieren la aplicacion de
técnicas y medidas de control que garanticen la reduccion de vulnerabilidad a
amenazas generadoras de riesgo que pongan en peligro la estabilidad del sistema
organizaciona y del sistema del negocio. El presente trabajo desarrolla un estudio del
problema de control y seguridad de la informacion y las tecnologias relacionadas,
fundamentandose tedricamente en la investigacion Cobit (Control Objectives for
Information Technology), que resume estos requerimientos siguiendo las mejores
précticas de aceptacion internacional en materia de gobierno de las TI. El estudio
diagnostica e problema en e Banco Sofitasa, una organizacion que fundamenta sus
procesos de negocio en |os procesos de informacion y Tl, con una atainfraestructura
tecnol 6gica, determinandose la factibilidad de aplicacion del Modelo Metodol 6gico
de Auditoria de Informacion y Tecnologias Relacionadas, propuesto como proyecto
factible por la presente investigacion. EIl modelo propuesto, fundamentado en el
Marco Referencial COBIT, intenta principamente la promocion de la cultura de
control y seguridad de Tl en las organizaciones, suministrando una sencilla, préactica
y sistémica manera de evaluar los procesos de Tl, permitiendo determinar indices de
evaluacion de procesos, objetivos de control, riesgos asociados y aplicar guias y
procedi mientos de auditoria para facilitar la emision de los informes de opinion.



INTRODUCCION

Las organizaciones actuales reguieren mantenerse activas y efectivas en la
competencia global; las presiones del entorno, producto del avance tecnoldgico, las
estrategias competitivas, las exigencias de los clientes y todas las variables enddgenas
y exdgenas, determinan un singular juego de oportunidades y amenazas que deben ser
oportunamente valoradas. En todo esto, la informacién y |as tecnol ogias relacionadas
gue la soportan, producto de las operaciones del negocio, poseen un singular y alto
grado de importancia y relevancia como activos de gran valor parala organizacion y
la empresa. Esa informacion y los procesos de Tecnologia de la Informacion que la
planifican y organizan, la generan y administran, y la gerencian y evalUan, deben ser
controlados a través de la implantacion de técnicas de control efectivas, en procura
del cumplimiento de objetivos de control que garanticen la calidad y satisfaccion de

los procesos alineados con |os objetivos del negocio.

La complejidad creciente de las plataformas informaticas, multiples sistemas de
hardware y software, redes globales de comunicacion de datos, comercio y negocio
electronico, capacidad de delinquir de los usuarios, generan nuevas amenazas de
riesgo para los sistemas de informacion del negocio. Por todo esto, es necesario,
como parte de los planes en materia de gobierno de TI, establecer en las
organizaciones una estructura de relaciones y procesos dirigida a controlar la
informacion para alcanzar los objetivos del negocio, adicionando valor mientras se
mantiene un balance equilibrado de los riesgos sobre la Tecnologia de Informacion y

SUS Procesos.

La presente investigacion plantea en e Capitulo I, un estudio del problema de

control y seguridad de lainformacion y las tecnologias relacionadas; en el Capitulo |1
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se presenta un estudio documental de antecedentes de investigacion en esta linea y
bases tedricas, resaltando el papel fundamental de la investigacion adelantada desde
el afo 1996 por la ISACF (Informacién System Audit and Control Foundation) y €l
IT Governance Institute que ha producido € proyecto COBIT, resumiendo las
mejores practicas de aceptacion universal para el tratamiento del problema de control
de TI. En e Capitulo Il se presenta e Marco Metodologico de la presente
investigacion, aplicada como caso de estudio real, a Banco Sofitasa, una
organizacion bancaria de reconocida trayectoria y estructura organizacional, que por
la complgjidad y madurez de sus proyectos informéticos, gobernados desde la
Vicepresidencia de Tecnologia y en coordinacion con la Gerencia de Auditoria de
Sistemas permitio la aplicacion de los instrumentos para la presente investigacion y la
realizacion del diagnostico situacional referido a problema en estudio.

Finalmente, en e Capitulo IV, se presentala propuesta factible de desarrollo del
Modelo Metodologico de Auditoria de Informacion y Tecnologias Relacionadas que
fundamentado en e proyecto COBIT, propone la aplicacion de una serie de métodos
y técnicas a través de varias fases, para el tratamiento del problema de evaluacion y
auditoria, facilitando la comprension y promocion de la estructura COBIT como
modelo practico a seguir. Se incluye, e disefio l6gico y fisico del prototipo
estructural de software que permite visualizar € enfoque metodoldgico para €
desarrollo de una aplicacion orientada al uso de los usuarios finales en las areas
gobierno y auditoriade TI.
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CAPITULOI

EL PROBLEMA

Contexto o Marco Referencial

Para resaltar la relevancia y significado que los procesos de informacion y las
tecnol ogias relacionadas tienen para las organizaciones actuales en procura del logro
de los objetivos del negocio, resulta muy apropiada la mencién de O’ Brien (1998) a
este aspecto: “La tecnologia de la informacion se ha convertido en una necesidad
estratégica, crea en ella, actué con base en ella o conviértase en un acontecimiento
tangencia en lahistoria’.

La revolucion tecnol6gica aplicada a la gestion de la informacion ha crecido a
pasos agigantados en los Ultimos afos. Las organizaciones como sistemas abiertos
gue son, estén relacionadas con su entorno; las empresas y organizaciones estan
sometidas a presiones e influencias de érdenes econdmicos, industriales y sociales en
los que se encuentran inmersas; en consecuencia, si las tendencias tecnologicas y los
entornos econdémicos e industriales cambian, deben adaptarse rapidamente a las
nuevas circunstancias para sobrevivir. Como cita Rodriguez (1998) en la presentacion
de Riattini y Del Peso (1998) “Una de las tendencias actuales més significativas es la
gue nos ha dirigido desde una Sociedad Industrial hacia una [lamada Sociedad de
Informacion”.

Los cambios suceden muy rapido respecto a los procesos de adaptacion de las
organizaciones, estdn afectando a mundo entero, y su comprension es fundamental
para las organizaciones de todo tipo, particularmente en e contexto de los Sstemas
de Informacion (SI) y Tecnologias de la Informacién y las Comunicaciones (TIC).
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Aunque los avances tecnologicos han sido constantes y espectaculares, en los
ultimos veinte afios se ha producido una verdadera revolucién tecnoldgica de gran
impacto para la propia industria informética, asi como de consecuencias importantes
parael resto de los sectores.

En consecuencia, cada vez, un mayor nimero de organizaciones considera que
la informacion y la tecnologia asociada a ella representan sus activos més
importantes. De igual modo que se exige para los otros activos de la empresa, los
requerimientos de calidad, controles, seguridad e informacion sobre los procesos de
datos e informacién y sobre la tecnol ogia relacionada son indispensabl es.

En este sentido, la gerencia debe establecer un sistema de Control Interno
adecuado que minimice los riesgos producidos por la aplicacion de la tecnologia
informatica. Tal sistema debe soportar debidamente los procesos del negocio através
de la garantia de seguridad de los sistemas de informacion. Por lo tanto, € nivel o
estado de la seguridad de informacion y las tecnologias relacionadas en una
organizacion, es un objetivo a evaluar de primer orden. El cumplimiento de este

objetivo, eslafuncion principal delaevaluaciony e control informaticos.

Planteamiento del Problema

El continuo y creciente desarrollo de sistemas de informacion basados en el uso
de computadoras y otras tecnologias de procesos, gestion y comunicacion de
informacion, ha convertido al computador en una herramienta indispensable en las
organizaciones, proporcionandole un control més efectivo sobre sus recursos y
operaciones, como también en la g ecucién propia de esas operaciones. Sin embargo,
€s0S Mismos sistemas tienen cada vez, un mayor nUmero de personas preocupadas
debido a que el control computarizado de los activos, € facil acceso alainformacién
y la creciente dependencia de la tecnologia pueden convertir a las organizaciones en
entes més vulnerables que nunca, cuestionandose en este sentido en qué medida estan
sus sistemas de informacién adecuadamente controlados contra los riesgos

informéticos.
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A pesar de los grandes adelantos tecnoldgicos y de su aplicacion a
procesamiento de datos y gestion de informacion en lo que se ha llamado Tecnol ogias
de la Informacion y las Comunicaciones (TIC), la incorporacion de este importante
recurso a las operaciones y gestion de la informacién en la organizaciones ha
generado una problemética particular que se ha hecho evidente en mditiples
organizaciones arededor del mundo. Como lo cita Rodriguez (1998) presidente de la
Organizacion de Auditoria Informética, Capitulo espafiol de ISACA, (Information
Systems Audit And Control Asociation), en la presentacion de Piattini y del Peso
(1998),

“..la situacion actual de los sistemas de informacion en las organizaciones se
caracteriza frecuentemente por una falta de asimilacion de las nuevas
tecnologias, por una infrautilizacién de los equipos informaticos, por un
descontento generalizado de los usuarios, por una obsolescencia de las
aplicaciones informaticas actuales, por una falta de planificacion de los
Sstemas de Informacion, y por soluciones planteadas parcialmente que, al no
estar integradas, producen islotes de mecanizacion y de procesos manuales, en
muchos casos redundantes e/o incoherentes, dificiles de controlar y caros de
mantener. En definitiva, por una falta de estandares y metodologias, y por una
falta de formacion y cultura generalizada, sobre todo en los aspectos de control
y de seguridad informatica. La auditoria informatica ha aportado soluciones, en
el pasado, para estos problemas, pero se ha realizado frecuentemente, hasta
ahora, solo en grandes empresas y, en la mayoria de los casos, como un
complemento de la auditoria financiera...”

Cada dia, son mayores |as inversiones en tecnol ogias de informacion y mayor la
dependencia del negocio de las estructuras informéticas; los sistemas de control y
seguridad de la informacion exigen mayor rigurosidad en éreas tan diversas como la
planificacion de proyectos, la organizacion de la unidad de informatica, la direccion y
gestion de los recursos informaéticos, la administracion y control de infraestructuras e
instalaciones, € desarrollo y mantenimiento de aplicaciones, la explotacion de los
sistemas de informacién, |as bases de datos, las comunicaciones y redes, la ofimatica,
laseguridad general y particular, los recursos humanos y la calidad.

La globalizacion ha impuesto nuevos retos de competencia, las organizaciones

se deben reestructurar hacia operaciones cada vez méas competitivas y, como

14



consecuencia deben aprovechar los avances de las tecnologias de los sistemas de
informacion para meorar su situacion competitiva. Hoy en dia se habla de
reingenieria de negocios y de procesos, de calidad tota, de procesos distribuidos, de
organizaciones planas, de multiples tipos de sistemas de informaciéon: MIS
(Management  Information  System), EIS/DSS (Executive Information
System)/Decision Support Systems), ERP (Entreprise Resource Planning), CRM
(Customer Relationship Management) y otros, como cambios que generan un
impacto en la manera en que operan las organizaciones privadas y publicas. Estos
cambios estan teniendo y continuaran teniendo implicaciones profundas para la
gestion y paralas estructuras de control en todas las organizaciones.

Todo lo anterior deriva en qué la prevision, el control, la seguridad, y la
reduccion de costos, implicados en |os sistemas de informacion mecanizados son una
estrategia fundamental de las organizaciones actuales. La automatizacion de las
funciones y procesos de la organizacion, por su propia naturaleza, genera una mayor
dependencia de mecanismos de control en las computadoras y redes desde € punto de
vista del hardware y del software. La aplicacion de la informética a proceso del
Nnegocio crea 0 genera unos riesgos informéticos de los que hay que proteger y
preservar a la organizacion con un conjunto de controles, y la calidad y eficacia de
estos controles es & objetivo central a evaluar para poder identificar los puntos
débilesy mgorarlos. Esta es una de las funciones de las Auditoria Informética

Para estar a la altura de las circunstancias, es necesario que los usuarios se
pongan a dia en cuanto a latecnologia y entorno de la Auditoria Informética, y para
acceder a este nuevo paradigma debe tratarse €l problema de minimizar la
complejidad de los procesos de evaluacion y control de los entornos de aplicacion de
las tecnologias de la informacion. En tal sentido, un modelo de registro de planes,
recursos, procesos, riesgos, controles y guias de evaluacion y control de los sistemas
de informacion y sus tecnologias, favorecera y facilitara la funcion de Evaluacion y
Auditoria Informética en la Organizacion. En resumen, se plantean entonces los

siguientes interrogantes:
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¢Conocen los usuarios de Sistemas de Informacion basados en TI, los e ementos
involucrados en € control y seguridad de lainformacion?

¢Existen registros de los planes en materiade aplicacion de T1?

¢Las soluciones de informacion basadas en Tl se adquieren e implementan en funcion

de los objetivos del negocio?

¢Esta controlada la seguridad del servicio de informacion para la gecucion de las

operaciones del negocio?

¢Existen mecanismos de registro y evaluacion de los procesos basados en la
aplicacion de T1?

¢Como acceder de manera sistémicay sencillaa conocimiento y aplicacion, por parte
de los usuarios g ecutivos de negocios, profesionales de Tl y auditores de sistemas de
informacion, de una estructura que facilite la Auditoria de los procesos de

Tecnologia Informética en concordancia con |os objetivos del negocio?

¢Como saber en que medida de control se encuentra la organizacion respecto a la

planificacion, desarrollo, uso y evaluacion delaTI?

16



Objetivos

Objetivo General

Disefiar un modelo metodolégico de evaluacion y Auditoria aplicable a los

procesos de informacion y tecnol ogias relacionadas.

Objetivos Especificos

1. Diagnosticar la necesidad de Evaluacion y Auditoria Informética en una

organizacion.

2. Seleccionar el enfoque metodologico para desarrollar la propuesta de

solucion a problema de evaluacion y auditoriainformética.

3. Diseflar el esquema conceptua del modelo de aplicacion de evauacion,

auditoriay control de procesos de informacion y tecnologias afines.

4. Integrar al modelo de auditoria, técnicas de valoracion cuantitativa que

permitan |a obtencién de val ores de medidas de riesgo y control.

5. Estructurar e disefio l6gico de la herramienta automatizada para la

aplicacién del mode o de auditoria, evaluacion y control propuesto.

Importanciay Justificacion del Estudio

La importancia del estudio que intenta desarrollar e presente proyecto se
fundamenta en cuatro aspectos caracteristicos de la informacién como activo
empresarial y en la conceptualizacion y aplicacion de la estructura de la arquitectura

17



de informacion y de los procesos soportados en Tecnologia de Informacion (TI) en
las organizaciones actual es. Estos aspectos son:

1. El Valor de la Informacion en las Organizaciones. s se parte del
conocimiento previo de qué la Informacion representa un activo de singular valor
para las organizaciones, y que todos los procesos del negocio se sustentan en el
procesamiento de datos y administracion de informacion para soportar la toma de
decisiones y mantener la estabilidad y rentabilidad del negocio, es necesario entender
que la tecnologia relacionada con la informacidn y sus procesos representa un punto
de enfoque de especial importancia para la estabilidad empresarial.

Existen principios generalmente aceptados en las buenas practicas, reconocidas
internacionalmente por los expertos en la materia de Control y Auditoria de
Informacion y Tecnologias relacionadas; por tal razon, toda investigacion que esté
sustentada en €l marco referencial de las mejores practicas y persiga la aplicabilidad
de sus principios, esta dotada de una singular importancia.

Las metodol ogias de Auditoria informética deben cubrir todos los aspectos de la
informacion y de la tecnologia que la soporta. Los Objetivos de Control deben
encararse con referencia a las politicas y estandares de la empresa, € propietario del
proceso del negocio debe asegurar que se provee un sistema de control adecuado para
el ambiente de tecnologia informética.

2. Integracion de los Recursos de los Sistemas de Informacién: e presente
estudio esta orientado a obtener un producto, que permitira aplicar modelos de
evaluacion y control sobre las diferentes actividades y/o tareas, procesos y areas de
aplicaciéon de las Tecnologias de Informacidn bajo € enfoque de aplicacion de los
diferentes objetivos de control formulados para cada ambito integrando |os recursos
y/o componentes de un sSistema de informacidn: personas, datos, software
(programas), hardware (equipos y facilidades), redes y comunicaciones, informacion,
actividades, conocimiento y bases de conocimiento, retroalimentacion (autocontrol),
procedimientos e instalaciones fisicas.

3. Requerimientos de informacion: Los recursos anteriores se integran para

satisfacer 1os requerimientos del negocio en cuanto a la calidad, aspectos financieros
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y seguridad (control de riesgos) sobre los criterios de informacion para optimizar su
uso. Comenzando € andlisis desde los requerimientos amplios de calidad, financieros
y seguridad, se deben contemplar las caracteristicas de la informacion que satisfacen
los criterios de efectividad, eficiencia, confidencialidad, integridad, disponibilidad,
cumplimiento y confiabilidad.

4. La Estructura de Cobertura Global de la TI: los procesos béasicos de
informacion basados en la aplicacion de tecnologia informatica comienzan en las
actividades y tareas necesarias para lograr un resultado mensurable. Las actividades
tienen un concepto de ciclo de vida mientras que las tareas son consideradas mas
discretas. El concepto ciclo de vida tiene requerimientos tipicos de control diferentes
de las actividades discretas. Ejemplos de la primera categoria son las actividades de
desarrollo de sistemas, administracion de la configuracion y administracion de los
cambios. La segunda categoria incluye tareas realizadas en soporte de planeamiento
estratégico de Tecnologia Informatica, evaluacion de riesgos, planeamiento de
calidad, administracion de capacidad y performance. Al mas alto nivel, los procesos
son agrupados naturamente en dominios, su agrupamiento natural es a menudo
confirmado como dominios de responsabilidad en una estructura organizaciona y
estaen lineacon € ciclo de administracion o ciclo de vida aplicable alos procesos de

Tecnologia Informatica

La observancia en todos |os aspectos mencionados anteriormente para € disefio
de un modelo de auditoria, evaluacion y control de los procesos de informacién y de
la tecnologia relacionada con estos procesos, permitird la generacion de una
estructura conceptual y metodol 6gica de facil conocimiento y aplicacion por parte de
los usuarios gecutivos de negocios, profesionales de Tl y auditores de sistemas de
informacion, para saber en que medida de control se encuentra la organizacion
respecto a la planificacion, desarrollo, uso y evaluacion de la Tl y en consecuencia,
fortalecer o corregir los planes de accion en concordancia con los objetivos del

negocio.
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CAPITULO Il
MARCO TEORICO

Antecedentes

En e marco de referencia de estudios precedentes sobre el estudio y/o
aplicacién de model os o enfoques metodol 6gicos de procesos de evaluacion y control
de Auditoria orientada a los sistemas de informacion y a las tecnol ogias relacionadas
con estas areas del conocimiento, hoy conocidas como tecnologias de la informacion
(T1), se pueden encontrar multiples referencias que han dado origen a las hoy
conocidas Metodologias de Auditoria Informatica, de las cuales, se presentara més
adelante una referencia tedrica alas més importantes por su uso y aporte al desarrollo
de esta a&ea del conocimiento denominada Auditoria Informética y como
antecedentes, propiamente dichos, se citaran algunos estudios que se han sustentado
en la aplicacion de dichas metodologias para la solucion de problemas de control y
evaluacion de Tl y otros que han provisto aportes para la creacion, uso y aplicacion
de nuevos enfoques, modelos o herramientas de aplicacion de las metodologias

preexistentes.

Garcia (1990), plantea la problemética de generacion de novedosas formas de
fraudes, delitos informéticos y fracasos de organizaciones como resultado del
creciente uso del recurso computador que incorpora nuevas amenazas y riesgos en €l
tratamiento de la informacién y propone que frente a esta situacion la respuesta no
puede ser no utilizarlo; la solucion debe ser canalizar adecuadamente su utilizacion,
reconociendo, identificando, avizorando estas novedosas formas de fraudes y
generadoras de fracasos. También plantea la existencia de informacion previa en
obras de Auditoria de Sistemas, revistas especializadas, presentaciones de trabajos en
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congresos y seminarios de corte internacional, realizados por importantes figuras del
area, destacando aspectos estadisticos de robos y fraudes por computador vy
contribuyendo a alertar y generar conocimiento en laimportante funcién de Auditoria
de Sistemas. Segun Garcia (ob. cit.) “...Sin embargo, € Auditor no dispone de una
herramienta metodol 6gica que le permita formular y aplicar programas de revision y
auditgje’. Junto a esta necesidad, como base conceptual para conformar la motivacion
de su investigacién y presentacion de su enfoque metodol 6gico, Garcia presenta su
enfogue metodoldgico en seis fases: (a) organizacion y planificacion del programa de
auditoria, (b) identificacion y descripcion de recursos y procesos, (€) simulacion,
identificacion y descripcion de amenazas y riesgos, (d) identificacion y descripcion

de controles, () andlisis de cobertura, y (f) prueba de los controles.

Este trabajo es importante como antecedente porque se ubica en una época, inicio
de la década de los noventa, en la que la Auditoria de Sistemas es incipiente
metodol 0gicamente y presenta una opcion de aplicacion sistémica de evaluacion y
control de l0s recursos, procesos, amenazas Yy riesgos en |os sistemas de informacion
para evaluar los controles existentes y proponer una serie de controles pertinentes de
acuerdo con e grado de requerimientos de control en los sistemas evaluados. Su
aporte, aparte de la intencion metodoldgica, es la clasificacion y aplicacion del
concepto amplio de control en e contexto de los sistemas de informacion. La
desventaja de esta investigacion radica en que para su época, los conceptos de
sistemas de informacion gerencial, la estrategia 'y objetivo del negocio, las tendencias
abiertas de las tecnologias de la informacion y las comunicaciones no son

contempladas ni incorporadas en el estudio.

La ISACF (1996), Information Systems Audit and Control Foundation,
Fundacion para e Control y Auditoria de los Sistemas de Informacion, ha
desarrollado y publicado con e apoyo de IT Governance Ingtitute (Instituto para el
Gobierno de Tecnologias de Informacion) € Proyecto de Investigacion COBIT,
acronimo en ingles de Control Objetives for Information and related Technologies,

(Objetivos de Control para la Informacion y las Tecnologias afines o relacionadas).

21



COBIT ha sido desarrollado como un estandar generalmente aplicable y aceptado
para |las buenas practicas de seguridad y control en Tecnologia de Informacion (TI).
COBIT es la herramienta innovadora para €l gobierno de Tl. COBIT se fundamenta
en los Objetivos de Control existentes de la Information Systems Audit and Control
Foundation (ISACF), meorados a partir de estandares internacionales técnicos,
profesionales, regulatorios y especificos para la industria, tanto existentes como en
surgimiento.

Los Objetivos de Control resultantes han sido desarrollados para su aplicacion
en sistemas de informacién en toda la empresa. El término “ generalmente aplicable
y aceptado” es utilizado explicitamente en e mismo sentido que los Principios de
Contabilidad Generalmente Aceptados (PCGA o GAAP por sus siglas en inglés).
Para propositos del proyecto, “ buenas practicas’ significa consenso por parte de los
expertos. El desarrollo de COBIT hatraido como resultado la publicacion del Marco
Referencial general y de los Objetivos de Control detallados, y e seguirdn actividades
educativas. Estas actividades aseguraran el uso genera de los resultados del Proyecto
de Investigacion COBIT. El desarrollo de COBIT haresultado en la publicacion de:

1. Resumen Ejecutivo: que consiste en una Sintesis Ejecutiva (que proporciona
a la alta gerencia entendimiento y conciencia sobre los conceptos clave y
principios de COBIT) y e Marco Referencial que identifica los cuatro
dominios de COBIT y los correspondientes 34 procesos de Tl

2. Marco Referencial: que describe en detalle los 34 objetivos de control de
ato nivel e identifica los requerimientos de negocio para la informacion y
los recursos de Tl que son impactados en forma primaria por cada objetivo
de control

3. Objetivos de Control: los cuales contienen declaraciones de los resultados
deseados 0 propositos a ser alcanzados mediante la implementacion de 318
objetivos de control detallados y especificos a través de los 34 procesos de

TI definidos en € marco referencid.
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4. Directrices de Auditoria: las cuales contienen los pasos de auditoria
correspondientes a cada uno de los 34 objetivos de control de Tl de ato
nivel para proporcionar asistencia a los auditores de sistemas en la revision
de los procesos de T1 con respecto a los 318 objetivos detallados de control
recomendados para proporcionar a la gerencia certeza 0 una
recomendaciones de mejoramiento

5. Conjunto de Herramientas de Implementacion: el cua proporciona
lecciones aprendidas por organizaciones que han aplicado COBIT rapida 'y
exitosamente en sus ambientes de trabagjo. El Conjunto de Herramientas de
Implementacion incluye la Sintesis Ejecutiva, proporcionando a la ata

gerencia concienciay entendimiento de COBIT.

Las investigaciones y publicaciones sobre COBIT han sido posibles gracias a
contribuciones de multiples organizaciones como Unysis, Unitech Systems, Inc., MIS
Training Institute, Zergo, Ltd., y Coopers & Lybrand. EI Forum Europeo de
Seguridad (European Security Forum —ESF-) amablemente puso a disposicion
material para e proyecto. Otras donaciones fueron recibidas de capitulos miembros
de ISACA detodo & mundo.

En la historia de la investigacion COBIT muchas fuentes han contribuido a
aporte de consolidacion de la misma. Entre ellas tenemos: (a) estandares técnicos de
ISO, EDIFACT, otros; (b) codigos de conducta establecidos por € Council of
Europe, OECD, ISACA, otros; (c) criterios de calificacion para sistemas y procesos
de TI: ITSEC, TCSEC, ISO 9000, SPICE, TICKIT, Common Criteria, otros; (d)
estandares profesionales para control interno y auditoriaz COSO, IFAC, AICPA,
CICA, ISACA, IIA, PCIE, GAO, otros; (€) requerimientos y précticas de foros de la
industria: ESF, 14 y plataformas auspiciadas por gobiernos como IBAG, NIST, DTI;
y (f) requerimientos especificos de industrias emergentes de sectores como banca,
comercio electronico, y manufactura de TI. (Las definiciones de los términos y/o

acronimos citados pueden verse més adelante en la definicion de términos.
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Estos antecedentes del Proyecto de investigacion COBIT son importantes, en
general, por cuanto presentan el basamento estructural de apoyo de los més recientes
trabajos de investigacion y aplicacion en € area de Auditoria en Tecnologias de la
Informacion, y en particular porque sustentan € desarrollo del presente proyecto de
investigacion.

Las referencias especificas a los contenidos conceptuales de COBIT y a su
estructura seran presentadas mas adelante en el contenido de las bases tedricas donde
se ampliaran suficientemente los conceptos necesarios para soportar su aplicacion en
el presente estudio.

MEYCOR Cobit Control Self Assessment (CSA), de Datasec (1999), ha sido
apoyado por € Gobierno de Uruguay en Suramérica. Buscando sacar provecho de la
experiencia de los profesionales en e campo de la cienciay la tecnologia 'y promover
la apertura de negocios estratégicos de mercado en esta area, decide apoyar proyectos
innovadores en e Programa de Desarrollo Tecnologico (PDT) auspiciado por €
Banco Interamericano de Desarrollo (BID).

Después de definir los requerimientos para los procesos de las propuestas, PDT
aprobd un proyecto para soportar € desarrollo de software relacionado con €
gobierno (gestion) de Tecnologias de Informacion (TI) basado en € modelo COBIT
desarrollado por ISACF y e IT Governance Ingtitute. El proyecto de investigacion y
desarrollo fue completado por DATASEC SRL., una firma de consultores y
desarrolladores de software. Después de una intensa investigacion y acumulacion de
experiencia con aplicaciones de COBIT y metodologias de andlisis cualitativo de
riesgos como la francesa MARION vy la inglesa CRAMM, e primer producto de
software basado en COBIT fue llamado MEYCOR Cobit Control Self Assessment
(CSA), es un software gque fue puesto a uso de clientes de la consultoria. Después el
mismo ha sido mejorado, siendo utilizado por varias compafiias en Uruguay y otras
partes. A través de su investigacion y desarrollo, Datasec haimpuesto a Meycor CSA

los siguientes propositos:
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1. Permitir la funcionalidad Cobit no solo para grandes compahias, sino
también para organizaciones de medio y pequefio tamafio.

2. Permitir la entrada en muiltiples niveles de usuarios, a causa de la
flexibilidad de la herramienta, puede ser introducida en las empresas al nivel
de supervisores de operaciones, CIO’s, directores, interventores, expertos de
seguridad IT, auditores y asesores.

3. Generar autométicamente recomendaciones con enlace a graficos que
permitan a la organizacién el monitoreo de sus logros en cada proceso
COBIT.

4. Asegurar una conexion entre objetivos de control con categorias primarias
de seguridad en Tl y a bgo nivel establecer requisitos de seguridad en
multiples plataformas.

5. Incluir lareferencia a guias que permiten la comprobacion de respuestas de

los usuarios considerando €l estado de cada objetivo de control.

Muchas de | as organizaciones que han incorporado actividades de gestion de Tl
han conseguido logros sobresalientes. Entre estas, e Banco de la Republica Oriental
del Uruguay (BROU), la institucion financiera mas importante del pais, con més de
diez empleados CISA’s (Certified Information Systems Audit.) en su plantilla de
personal, apoyados en Cobit ha conseguido un valor significativo.

Ademés de BROU, también se puede citar a Ancap (compafiia de aceites),
Montevideo Stock Exchange, Tribunal de Cuentas y otras organizaciones que han
deposito en e proyecto de Datasec su confianza para darle soporte nacional y seguir
la investigacion y aplicacion de herramientas basadas en la estructura COBIT como
apoyo a la oportunidad otorgada por PDT y e BID, bgo latutela del Ministerio de

Educacién y Culturade Uruguay.
Este antecedente, respalda la importancia de la estructura COBIT en €

tratamiento del problema de control en la aplicacion de la Tecnol ogia de Informacion

en las organizaciones.
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Cubillos (2003), desarroll6 € Modelo de Evaluaciéon de Riesgos AUDIRISK,
titulado “Evaluacion de Riesgos Operacionaes en Procesos de Negocio y Servicios
Automatizados’ en el cua se habla sobre la identificacion y valoracion de riesgos
potenciales y expresa que para valorar o medir €l nivel de exposicion a riesgos
potenciales en cualquier proceso de negocio o de tecnol ogia de informacion o sistema
sujeto a disefio de controles, es necesario tener en mente |os siguientes supuestos:

1. Todos los riesgos aplicables al proceso o sistema sujeto a disefio de controles
no son iguamente importantes, desde € punto de vista del impacto que podrian
causar en caso de llegar a presentarse. Por consiguiente, para ser eficientes y efectivos
en € proceso de disefio de controles, es necesario establecer prioridades para atacar
los riesgos asociados con cada proceso o sistema.

2. Los recursos que se asignen para prevenir o mitigar los riesgos potenciales
(tiempo, financieros, personas y tecnologia) de cada proceso o sistema, deberian
aplicarse con mayor énfasis a los riesgos criticos, es decir, a los que podrian generar
las pérdidas o problemas operacional es méas significativos en caso de presentarse.

3. Para priorizar los esfuerzos de proteccion que requieren los riesgos
potenciales y definir los controles requeridos, es necesaria la participacion de los
funcionarios de niveles estratégico, tactico y operativo que intervienen en € maneo
de las operaciones y la toma de decisiones en el negocio o sistema sujeto a disefio de

controles.

Continda e estudio, explicando que para establecer cuales riesgos pueden
presentarse en cada proceso de negocio o sistema de informacion sujeto a disefio de
controles, es necesario utilizar como punto de partida un model o de riesgos tipicos, de
los varios que difunden y utilizan |as asociaciones internacional es de profesionales en
controles y Auditoria, las firmas de consultoria en seguridad, los analistas de riesgos
y las firmas de auditores. También pueden utilizarse como punto de partida los
diferentes modelos de riesgos existentes como son: (a) € modelo de FitzGerald J.
(1991), (b) e modelo de Robert H. Courtney, publicado por € National Bureau of
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Standard, (c) e modelo propuesto por € Instituto Canadiense de Contadores Publicos
(CICA). (d) & modelo propuesto en e estudio SAC del Instituto de Auditores
Internos de USA (1lA) vy (e) @ modelo AUDIRISK, propuesto por AUDISIS, su
empresa. Este Ultimo utiliza como base e concepto que "riesgo es e valor de las
pérdidas que experimenta una organizacion como consecuencia de la ocurrencia de
una 6 mas causas de riesgo 0 amenazas contra la seguridad”, Cubillos (2003).

El modelo AUDIRISK agrupa e universo de riesgos potenciales en ocho (8)
categorias de riesgos tipicos. Estos son: (a) pérdidas por hurto / fraude, (b) pérdidas
por dafio y destruccién de activos, (¢) pérdidas por sanciones legales, (d) pérdidas
por baja credibilidad publica o pobre reputacion, (e) pérdidas por desventaja
competitiva, (f) pérdidas de ingresos por causas accidentales, (g) pérdidas por exceso
de pagos, por causas accidentales, y (h) pérdidas por decisiones erréneas de la
gerencia. La aplicabilidad de estas categorias de riesgo estd comprobada para
cualquier tipo de organizacion, sin importar el tamafo, el sector a que pertenezcan y
el grado de sofisticaci én tecnol 6gica que presenten sus operaciones automatizadas.

Una ventga que ofrece el reducido nimero de categorias de riesgo de este
modelo es la facilidad y simplicidad de andlisis. Entre mayor niumero de riesgos
utilice e modelo, mayor serala complgidad del andlisis y serd menor laeficienciaen

el trabajo de disefio o revision de controles.

Este modelo, como los referenciados por €, permiten vaorar y justificar €
enfogue y nombre de “ modelo metodolégico” en los trabgjos de investigacion y
desarrollo en esta &rea de aplicacion de metodologias a proceso de Auditoria y
Evaluacion de Tecnologias de Informacion y en general en la Auditoria de Sistemas
Informéticos.

Arima (1990), en sutesisdoctoral delaFacultad de Economia, Administracion
y Contaduria de la Universidad de Sao Paulo, presenta la propuesta de un modelo
metodologico y una herramienta automatizada de Auditoria de sistemas, enmarcado

dentro del ciclo de vida del sistema de informacién de Contabilidad Computarizada
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fundamentado en que el objetivo fundamental de la Auditoria de sistemas es como

cita textualmente en e resumen “... revisar y evauar e control interno de un
determinado sistema de informacion...”. El desenvolvimiento del modelo lo presenta
congtituido en seis etapas, a saber: (a) planeacién del proyecto de Auditoria de
sistemas de informacién, (b) levantamiento de informacion del sistema a ser auditado,
(c) identificacion e inventario de puntos de control, (d) priorizacion y seleccion de los
puntos de control del sistema en Auditoria; (e) revision y validacion de los puntos de
control, y (f) acompafiamiento y/o conclusiones de la Auditoria. La propuesta
automatizada requirio de un andlisis funcional de la metodologia que fue compuesta
de los siguientes médulos: (a) administracion de proyectos de Auditoria, (b)
monitoreo de puntos de control, (c) aplicacién de técnicas de Auditoria, y (d) gerencia
de indicadores de Auditoria. En el modelo metodologico propuesto, los médulos
indicados constituyen los programas de computacion, aplicaciones, que deben
permitir la estructuracion y recuperacion adecuada de informacion del banco de datos
de la Auditoria, de acuerdo con las necesidades de operacionales del area auditada,

también como de la alta administracion rel acionada.

Esta referencia permite observar que la propuesta de un modelo metodoldgico
fundamentado en las variables, relaciones y procedimientos o procesos a desarrollar,
puede plasmarse en una herramienta de software que permita demostrar la validez del
modelo aplicado a cualquier organizacion, dado que todas las organizaciones que

utilizan sistemas de informacion basados en Tl manejan variables similares.

Bases Tedricas

El basamento tedrico de la presente investigacion se fundamenta en los
conceptos y definiciones relativas o referenciadas a marco de aplicacion de las
tecnologias de informacion (T1) en las organizaciones. Si entendemos las TI como €l

conjunto de todos |os elementos necesarios para la generacion, establecimiento, uso y
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evaluacion de sistemas de informacion, y a esto afiadimos todos los e ementos
necesarios para la evaluacion y control de la seguridad de la informacion y la

tecnol ogia relacionada, tendremos todo el marco referencial tedrico reguerido.

Modeo

“Un modelo puede ser definido como la representacion idealizada de un
sistema de la vida real” UNA (1989). El sistema puede existir fisicamente o ser una
idea concebida que espera por su gecucion, como es € caso de un modelo propuesto
para la evaluacion, mediante su aplicacion, de un sistema. En e primer caso, €
objetivo del modelo es proveer los medios para andlizar el comportamiento del
sistema. “En e segundo caso, €l objetivo es definir la estructura de un sistema futuro
gue incluya las interrelaciones funcionales entre sus componentes, y entre el sistema
y su medio ambiente”, UNA (ob. cit).

Los modelos pueden ser iconicos, representan € sistema mediante modelos a
escala como un avién en un tunel de viento. Los modelos analégicos como las
graficas en un plano cartesiano representan las distancias modeladas de los objetos
ubicados relativamente. Los modelos simbdlicos 0 mateméaticos emplean simbolos
para representar las variables de decision dd sistema y las relaciones entre las
variables se representan por medio de funciones.

Un modelo también permite presentar un disefio esquematizado para seguir
procesos por una linea de accién predefinida que permitan evaluar € comportamiento
del sistema estudiado con la aplicacion del modelo, como es el caso de los modelos

metodol 0gi cos.

M etodologia

Segun e diccionario de la Lengua de la Real Academia Espariola (1939)

“método es e modo de decir o hacer con orden una cosa’. Asimismo define la

pal abra metodologia como “conjunto de métodos que se siguen en una investigacion
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cientifica 0 en una exposicion doctrinal”. Esto significa que cuaquier proceso
cientifico debe estar sujeto a una disciplina de proceso definida con anterioridad y
que es llamada metodol ogia.

La informética ha sido tradicionalmente una materia complegja en todos sus
aspectos, por lo que se hace necesaria la utilizacion de metodol ogias en cada doctrina
gue la componen, desde sus disefios de ingenieria hasta el desarrollo del softwarey la
Auditoria de los sistemas de informacion.

Respecto a la aplicacion de metodologias Piattini M., Del Peso E. (1998:45)
expresan “Las metodologias usadas por un profesional dicen mucho de su forma de
entender y hacer su trabgjo, y estan directamente relacionadas con su experiencia
profesional acumulada como parte del comportamiento humano de acierto/error”.

Las metodologias son necesarias para que los equipos de profesionaes en éreas
especificas del conocimiento alcancen resultados homogéneos tal como si 1o hiciera
uno solo, por lo que resulta habitual y practico € uso de metodologias siguiendo las
practicas desarrolladas por los més expertos, para conseguir resultados homogéneos

en equipos de trabaj o heterogéneos.

Auditoria

La Auditoria en su acepcion mas genera y original es definida por €
diccionario General de la lengua Espaiiola VOX como €& “Proceso que recurre d
examen de libros, cuentas y registros de una empresa para precisar si es correcto €
estado financiero de lamisma, y si |os comprobantes estan debi damente presentados”.

Este concepto de Auditoria se gjusta més a la aplicacion del area contable
financiera que alas areas técnicas como la informatica y los sistemas de informacion,
sin embargo, € objetivo de control general de savaguarda de los activos
empresariales esta explicito en é y por tanto es aplicable alainformacion.

Segun Echenique (1985) es frecuente encontrar la palabra auditoria empleada
incorrectamente y considerada como una evaluacion cuyo unico fin es detectar

errores y sefidar fallas; por eso se hallegado a acuiiar la frase “tiene auditoria” como
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sinénimo de que, desde antes de realizarse, ya se encontraron fallas y por lo tanto se
esta haciendo la auditoria. El concepto de auditoria es mas amplio; no solo detecta
errores, Sin0 que es un examen critico que se reaiza con objeto de evauar la
eficienciay eficacia de una seccion o de un organismo.

Un concepto més actualizado y generalizado, aplicable a los diferentes tipos de
Auditoria, esel emitido por Piattini y Del Peso (1998):

“ Conceptualmente la auditoria, toda y cualquier auditoria, esla actividad
consistente en la emision de una opinién profesional sobre si € objeto
sometido a andlisis presenta adecuadamente la realidad que pretende
reflejar y/o cumple las condiciones que le han sido prescritas’ .

En genera, la palabra Auditoria viene del latin auditorius, y de esta proviene
auditor, que tiene la virtud de oir, y €l diccionario o define como “revisor de cuentas
colegiado”. El auditor tiene la virtud de oir y revisar cuentas, pero debe estar
encaminado a un objetivo especifico que es la evaluacion de la eficienciay la eficacia
de las operaciones del negocio, para sefialar cursos alternativos de accion que apoyen
latoma de decisiones que permitan corregir |os errores, en caso de que existan, o bien
mejorar laforma de actuacion.

Esta orientacion de la funcion de auditoria es la que justifica € desarrollo de
metodologias y modelos de aplicacion de evaluacion y auditorias en genera y de
auditorias de informacién, en particular, por cuanto, como se conoce, la informacién
constituye un activo de singular valor paralas organizaciones.

La descomposicion del concepto de Auditoria, permite obtener los elementos

fundamental es presentados en el Cuadro 1.
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Cuadro 1
Elementos Fundamentales del Concepto de Auditoria

Elemento Caracteristica

1) Contenido: Unaopinion

2) Condicion: Profesional

3) Justificacion: Sustentada en determinados procedimientos

4) Objeto: Una determinada infor macién obtenida en un cierto
soporte

5) Finalidad: Determinar si presenta adecuadamente laredidad o ésta
responde a las expectativas que le son atribuidas, es decir, su
fiabilidad

Nota: Andlisis conceptual de elementos tomado de Piattini y Del Peso (1998)

En genera y en todo caso, la auditoria es una funcion que se realiza a posteriori,
respecto a procesos o actividades ya ejecutados o realizadas, sobre las que hay que

emitir una opinion.

Clases de Auditoria

Los elementos 4) y 5) del concepto anterior presentado en € Cuadro 1, distinguen de
gue clase o tipo de Auditoria se trata. El objeto sometido a estudio, sea cua sea su
soporte y lafinalidad con que serediza el estudio, definen e tipo de Auditoriade que
se trata llustrativamente, Piattini y Del Peso (1998) presentan la clasificacion

mostrada en el Cuadro 2, a continuacion:
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Cuadro 2

Clasesde Auditoria

Clase Contenido Objeto Finalidad
Financiera Opinion Cuentas anuales Presentan realidad
Informética Opinidn Sistemas de aplicacion, Operatividad eficiente y

recursos informéticos, seglin normas
planes de contingencia, establecidas
otros
Gestion Opinion Direccion Eficacia, eficiencia,
economicidad
Cumplimiento | Opinion Normas establecidas Las operaciones se

adecuan a estas normas

Nota: Clasificacion tomadade Piattini y Del Peso (1998)

Infor mética

El concepto de informatica es més amplio que e simple uso de equipos de

computo o bien de procesos electronicos. Etimol 6gicamente, la palabra informatica,

deriva del francés informatique. Este neologismo proviene de la conjunciéon de

information (informacion), y automatique (automética). Segun la CIFCA (1983), su

creacion fue estimulada por la intencion de dar una alternativa menos tecnocratica y

menos mecanicista a concepto de proceso de datos.

Hacia principios de los afios setenta ya eran claras las limitaciones de esta

definicion, sobre todo por €l hincapié en el uso de las maguinas. El principa esfuerzo

por redefinir el concepto de informética lo realizo en esa época e IBI, Oficina

Intergubernamental de Informatica, en aquel tiempo Grgano asociado ala UNESCO,

gue formul 6 la definicion: “ Aplicacion racional, sistematica de lainformacién para el

desarrollo econdmico, socia y politico....ciencia de la politica de la informacién”,
IBI-UNESCO (1975).
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Este ultimo concepto tiene especia importancia por € reace y enfoque social
del vaor delainformacion, lo cual redunda en la justificacion de la necesidad de los
procesos de auditoria informética en las organizaciones como mecanismos de control

y aseguramiento de la calidad de lainformacion.

Dato e I nformacién

Es comUn confundir €l concepto de dato con el de informacion. La informacion
es una serie de datos clasificados y ordenados con un objetivo comdn y con un
significado dentro de un contexto particular. El dato se refiere Unicamente a un
simbolo, signo, abstraccién o a una serie de signos, letras o nimeros sin significado
de extension o contexto. El proyecto COBIT, ISACF (1996), considera a los datos en
sentido més amplio como todos los objetos de informacion. Considera informacion
interna y externa, estructurada o no, gréficas, sonidos y otras representaciones
concretas.

En genera lainformacion esta orientada a reducir la incertidumbre del receptor
y tiene caracteristicas de poder duplicarse précticamente sin costo, y no se gasta, no
existe por s misma, sino que debe expresarse en agun objeto explicito (papel, cinta,
video, otros); de otra manera puede desaparecer o deformarse como sucede con la
comunicacion oral, la cua hace que lainformacién deba ser controlada debidamente
por medio de adecuados sistemas de seguridad, confidenciaidad y respaldo,
surgiendo e importante concepto de control de la informacion.

El control de la informacién debe asegurar que esta pueda comunicarse, y para
ello hay que lograr que los medios de seguridad sean llevados a cabo después de un
adecuado examen sobre la forma de transmision, la eficiencia de los canales de
comunicacion, € transmisor, € receptor, € contenido de la comunicacién, la
redundancia y €l ruido. Todos estos aspectos son relevantes en |os procesos de
Evaluacion y Auditoria de la Informacién y de las Tecnologias que soportan €l
proceso de lamisma.
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COBIT (Objetivosde Control paralalnformaciony Tecnologias Relacionadas)

El proyecto de investigacion COBIT de ISACF (1996), representa la base
tedrica fundamental del presente trabajo sobre e modelo metodol 6gico de auditoria
de informacién y tecnologias relacionadas; en este sentido y tal como se present6 en
los antecedentes, los conceptos, aspectos y componentes de la estructura COBIT
representan la piedra angular. Los demés conceptos o bases tedricas que no se
independizan en este trabgjo estédn inmersos en la estructura COBIT que se presenta a
continuacion.

COBIT es una herramienta de gobierno (administracion) de Tl que ha cambiado
laforma en que trabajan los profesionales de Tl vinculando tecnologia informética 'y
précticas de control, COBIT consolida y armoniza estdndares de fuentes globales
prominentes en un recurso critico para la gerencia, los profesionales de control y los
auditores.

COBIT se aplica a los sistemas de informacion de toda la empresa, incluyendo
las computadoras personales, mini computadoras y ambientes distribuidos. Esta
basado en la filosofia de que los recursos de Tl necesitan ser administrados por un
conjunto de procesos naturalmente agrupados para proveer la informacion pertinente
y confiable que requiere una organizacion para lograr sus objetivos. Seguin cita la
propia ISACF en la publicacion oficid del Marco Referencial COBIT (Cobit
FrameWork) su misién es. “Investigar, desarrollar, publicar y promover un
conjunto de objetivos de control en tecnologia de informacion con autoridad,
actualizados, de caracter internacional y generalmente aceptados para € uso
cotidiano de gerentes de empresas y auditores’. COBIT esta dirigido a multiples
usuarios:

1. LaGerencia: para apoyar sus decisiones de inversion en Tl y control sobre

el rendimiento de las mismas, analizar el costo beneficio del control.

2. LosUsuarios Finales: quienes obtienen una garantia sobre la seguridad y €l

control de los productos que adquieren interna'y externamente.
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3. Los Auditores: para soportar sus opiniones sobre los controles de los
proyectos de TI, su impacto en la organizacion y determinar el control
minimo requerido.

4. LosResponsablesde TI: paraidentificar los controles que requieren en sus
&reas. También puede ser utilizado dentro de las empresas por el
responsable de un proceso de negocio en su responsabilidad de controlar los
aspectos de informacion de proceso, y por todos aguellos con

responsabilidades en el campo dela Tl en las empresas.

Las principales caracteristicas de COBIT son: (a) orientado a negocio, (b)
alineado con estandares y regulaciones "de facto", (¢) basado en unarevision criticay
analitica de las tareas y actividades en Tl, (c) alineado con estandares de control y
auditoria como (COSO, IFAC, 1A, ISACA, AICPA), (d) los principios basicos de
COBIT, Gréfico 1, estan fundamentados en el enfoque del control en TI que selleva
a cabo visuaizando la informacion necesaria para dar soporte a los procesos de
negocio y considerando a la informacion como el resultado de la aplicacion
combinada de recursos relacionados con las Tl que deben ser administrados por
procesos de Tl. A continuacion se presentan las bases tedricas de la estructura COBIT

gue fundamentan el desarrollo del presente estudio.

Requerimientos
de Negocio

Procesos de Tl

ﬁ Recursos de Tl

Grafico 1. Relacion delos Principios Basicos de COBIT.
Fuente: Marco Referencial COBIT. ISACF (2000)
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Requerimientos de Informacion COBIT (ob. cit.)

Los requerimientos de la informacion del negocio se definen como los criterios

que la informacion necesita satisfacer para alcanzar 1os requerimientos del negocio.

Estos criterios son: (a) requerimientos de calidad: - calidad, costo y entrega -, (b)

reguerimientos fiduciarios: - efectividad y eficiencia operacional, confiabilidad de los

reportes financieros y cumplimiento de leyesy regulaciones -, y (€) requerimientos de

seguridad: - confidencialidad, integridad y disponibilidad -. Estos requerimientos de

informacion del negocio explicados por COBIT se definen como:

1

Efectividad: La informacion debe ser relevante y pertinente para los
procesos del negocio y debe ser proporcionada en forma oportuna, correcta,
consistente y utilizable.

Eficiencia: Se debe proveer informacion mediante el empleo éptimo de los
recursos (laforma mas productiva'y econémica).

Confiabilidad: proveer lainformacion apropiada para que la administracion
tome las decisiones adecuadas para manegjar la empresa y cumplir con sus
responsabilidades.

Cumplimiento: de las leyes, regulaciones y compromisos contractual es con
los cual es estd comprometidala empresa.

Confidencialidad: Proteccion de la informacion sensible contra divulgacion
no autorizada

Integridad: Refiere alo exacto y completo de lainformacion asi como a su
validez de acuerdo con las expectativas de |la empresa.

Disponibilidad: accesibilidad alainformacién cuando sea requerida por los
procesos del negocio y la salvaguarda de los recursos y capacidades

asociadas ala misma

No todos los anteriores requerimientos de informacion son satisfechos o tienen
impacto en e mismo grado por los diferentes objetivos de control de ato nivel:
COBIT clasifica este grado de relacién como:

1

Primario (P): es e grado a cual €l objetivo de control definido impacta
directamente el requerimiento de informacion de interes.
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2.

Secundario (S): es el grado a cual e objetivo de control definido satisface
anicamente de forma indirecta o en menor medida € requerimiento de
informacion de interés.

Blanco (vacio): podria aplicarse; sin embargo, los requerimientos son
satisfechos més apropiadamente por otro criterio en este proceso y/o por
Otro proceso.

Recursosde Tl COBIT (op. cit.)

COBIT establece los siguientes recursos en Tl necesarios para acanzar |os objetivos

de negocio:

1

Recurso Humano: Por la habilidad, conciencia y productividad del
personal para planear, adquirir, prestar servicios, dar soporte y monitorear
los sistemas de Informaci on.

Datos: Todos los objetos de informacion. Considera informacion interna 'y
externa, estructurada o no, gréficas, sonidos y otros objetos.

Aplicaciones. entendido como los sistemas de informacién, que integran
procedi mientos manuales y sistemati zados.

Tecnologia: incluye hardware y software béasico, sistemas operativos,
sistemas de administracion de bases de datos, de redes, telecomunicaciones,
multimedia, etc.

I nstalaciones: Incluye |os recursos necesarios para alojar y dar soporte alos

sistemas de informacion.

L os procesos de negocio requieren de informacion, la cua a su vez es producida

por un conjunto de recursos de TI. Con € fin de asegurar que los requerimientos de

negocio para la informacion son satisfechos, deben definirse, implementarse y

monitorearse medidas de control para estos recursos y procesos asociados. Estas

relaciones se presentan en el Gréfico 2 en la pagina siguiente.
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Grafico 2: Informacion, Recursosde Tl y Procesos del Negocio.
Fuente: Marco Referencial COBIT. ISACF (2000)

Procesosde TI (ob. cit.)

La estructura de COBIT se define a partir de una premisa simple y pragmética:
"Los recursos de las Tecnologias de la Informacion (T1) se han de gestionar mediante
un conjunto de procesos agrupados de forma natural para que proporcionen la
informacion que la empresa necesita para a canzar sus objetivos' (ob. cit.). COBIT se
divide en tres niveles: Dominios, Procesos y Actividades:
1. Dominios: Agrupacion natural de procesos, norma mente corresponden a un
dominio o unaresponsabilidad organizacional .
2. Procesos: Conjuntos o0 series de actividades unidas con delimitacion o
cortes de control.
3. Actividades. Acciones requeridas para lograr un resultado medible.
Se definen 34 objetivos de control generales, uno para cada uno de los
procesos de las Tl. El Gréfico 3 muestra la relacion entre dominios,
procesos y actividades.
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Gréfico 3. Relacion de Dominios, Procesosy Actividades COBIT.
Fuente: Marco Referencial COBIT. ISACF (2000)

Dominios COBIT (ob. cit.)

Dominio: Planificacion y Organizacion (PO). Este dominio cubre la estrategiay las
tacticas y se refiere a la identificacion de la forma en que la tecnologia de
informacion puede contribuir de la mejor manera a logro de los objetivos del
negocio. Ademas, la consecucion de la vision estratégica necesita ser planeada,
comunicada y administrada desde diferentes perspectivas. Finalmente, deberan
establecerse una organizacion y una infraestructura tecnologica apropiadas. Los
procesos de este dominio son:

PO1: Definiciéon de un plan estratégico. Lograr un balance optimo entre las
oportunidades de tecnologia de informacion y los requerimientos de Tl de negocio,
para asegurar sus logros futuros. Su realizacion se concreta a través un proceso de
planeacion estratégica emprendido en intervalos regulares dando lugar a planes a
largo plazo, los que deberan ser traducidos periodicamente en planes operacionales

estableciendo metas claras y concretas a corto plazo, teniendo en cuenta:
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1. Ladefinicion de objetivos de negocio y necesidades de Tl, la alta gerencia
sera laresponsable de desarrollar e implementar planes alargo y corto plazo
que satisfagan lamision y las metas generales de la organizacion.

2. El inventario de soluciones tecnoldgicas e infraestructura actual, se debera
evaluar los sistemas existentes en términos de: nivel de automatizacion de
negocio, funcionalidad, estabilidad, complgjidad, costo y fortalezas y
debilidades, con el proposito de determinar €l nivel de soporte que reciben
los requerimientos del negocio de |os sistemas existentes.

3. Los cambios organizacionales, se debera asegurar que se establezca un
proceso para modificar oportunamente y con precision el plan alargo plazo
de tecnologia de informacion con € fin de adaptar los cambios a plan a
largo plazo de la organizacion y los cambios en las condiciones dela Tl

4. Estudios de factibilidad oportunos, para que se puedan obtener resultados
efectivos

PO2: Definicion de la arquitectura de informacion. Satisfacer los

requerimientos de negocio, organizando de la mejor manera posible los sistemas de
informacion, a través de la creacion y mantenimiento de un modelo de informacién
de negocio, asegurandose que se definan los sistemas apropiados para optimizar la
utilizacion de estainformacion, tomando en consideracion:

1. La documentacion deberd conservar consistencia con las necesidades
permitiendo a los responsables llevar a cabo sus tareas eficiente y
oportunamente.

2. El diccionario de datos, €l cual incorporaralas reglas de sintaxis de datos de
laorganizacion y debera ser continuamente actualizado.

3. Lapropiedad delainformacion y la clasificacion de severidad con € que se
establecera un marco de referencia de clasificacion genera relativo a la
ubicacion de datos en clases de informacion.

PO3: Determinacion de la direccion tecnolégica. Aprovechar  maximo la

tecnologia disponible o tecnologia emergente, satisfaciendo los requerimientos de
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negocio, a través de la creacion y mantenimiento de un plan de infraestructura

tecnol 6gica, tomando en consideracion:

1

La capacidad de adecuacion y evolucion de la infraestructura actual, que
deberd concordar con los planes a largo y corto plazo de tecnologia de
infformacién y debiendo abarcar aspectos tales como arquitectura de
sistemas, direccion tecnolégicay estrategias de migracion.

El monitoreo de desarrollos tecnolégicos que serdn tomados en
consideracion durante € desarrollo y mantenimiento del plan de
infraestructura tecnol 6gica.

Las contingencias (por gemplo, redundancia, resistencia, capacidad de
adecuacion y evolucion de la infraestructura), con lo que se evaluara
sisteméticamente & plan de infraestructura tecnol 0gica.

Planes de adquisicion, los cuades deberan reflgar las necesidades

identificadas en el plan de infraestructuratecnol 6gica.

PO4. Definicion de la organizacion y de las relaciones de Tl. Prestacion de

servicios de Tl. Esto se redliza por medio de una organizacion conveniente en nimero

y habilidades, con tareas y responsabilidades definidas y comunicadas, teniendo en

cuenta

1

El comité de direccion e cua se encargara de vigilar la funcion de servicios
de informacion y sus actividades.

Propiedad, custodia, la Gerencia deberé crear una estructura para designar
formamente a los propietarios y custodios de los datos. Sus funciones y
responsabilidades deberan estar claramente definidas.

Supervision, para asegurar que las funciones y responsabilidades sean
|levadas a cabo apropiadamente

Segregacion de funciones, con la que se evitara la posibilidad de que un

solo individuo resuelva un proceso critico.
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5. Losrolesy responsabilidades, la gerencia deberé asegurarse de que todo €l
personal debera conocer y contar con la autoridad suficiente para llevar a
cabo las funciones y responsabilidades que |e hayan sido asignadas

6. La descripcion de puestos, debera delinear claramente tanto la
responsabilidad como la autoridad, incluyendo las definiciones de las
habilidades y la experiencia necesarias para € puesto, y ser adecuadas para
su utilizacion en evaluaciones de desemperio.

7. Los niveles de asignacion de personal, deberan hacerse evaluaciones de
regueri mientos regularmente para asegurar para asegurar una asignacion de
personal adecuada en el presentey en el futuro.

8. El personal clave, la gerencia debera definir e identificar a personal clave
de tecnologia de informacion.

PO5: Mangjo de la inversion. Tiene como findidad la satisfaccion de los
reguerimientos de negocio, asegurando e financiamiento y el control de desembolsos
de recursos financieros. Su realizacion se concreta a través presupuestos periodicos
sobre inversiones y operaciones establecidas y aprobados por €l negocio, teniendo en
cuenta:

1. Las dternativas de financiamiento, se deberan investigar diferentes

alternativas de financiamiento.

2. El control del gasto real, se deberd tomar como base € sistema de
contabilidad de la organizacion, mismo que debera registrar, procesar y
reportar rutinariamente los costos asociados con las actividades de la
funcion de servicios de informacion

3. La justificacion de costos y beneficios, debera establecerse un control
gerencia que garantice que la prestacion de servicios por parte de la funcion
de servicios de informacion se justifique en cuanto a costos. Los beneficios
derivados de las actividades de T deberan ser analizados en formasimilar.

PO6: Comunicacion de los objetivos y directivas de la alta gerencia.
Asegura e conocimiento y comprension de los usuarios sobre las aspiraciones del

alto nivel (gerencia), se concreta a través de politicas establecidas y transmitidas ala



comunidad de usuarios, necesitandose para esto estandares para traducir las opciones

estratégicas en reglas de usuario practicas y utilizables. Toma en cuenta:

1

Los cddigo de ética / conducta, e cumplimiento de las reglas de ética,
conducta, seguridad y estandares de control interno debera ser establecido
por laAlta Gerenciay promoverse através del ggemplo.

Las directrices tecnol dgicas

El cumplimiento, la Gerencia debera también asegurar y monitorear la
duracion de laimplementacion de sus politicas.

El compromiso con la calidad, la Gerencia de la funcién de servicios de
informacién debera definir, documentar y mantener una filosofia de calidad,
debiendo ser comprendidos, implementados y mantenidos por todos los
niveles de lafuncion de servicios de informacion.

Las politicas de seguridad y control interno, la alta gerencia debera asegurar
que esta politica de seguridad y de control interno especifique el propdsito y
los objetivos, la estructura gerencial, el acance dentro de la organizacion, la
definicion y asignacion de responsabilidades para su implementacion a
todos los niveles y la definicion de multas y de acciones disciplinarias

asociadas con lafalta de cumplimiento de estas politicas.

PO7: Administracion de recursos humanos. Maximizar las contribuciones

del persona a los procesos de TI, satisfaciendo asi |os requerimientos de negocio, a

través de técnicas solidas para administracién de personal, tomando en consideraci on:

1

El reclutamiento y promocion, deberd tener como base criterios objetivos,
considerando factores como la educacion, la experiencia y la
responsabilidad.

Los requerimientos de calificaciones, €l persona debera estar calificado,
tomando como base una educacion, entrenamiento y o0 experiencia
apropiados, seglin se requiera

La capacitacion, los programas de educacion y entrenamiento estarén
dirigidos aincrementar los niveles de habilidad técnicay administrativa del

personal.



4.

La evaluacion objetiva y medible del desempefio, se deberd asegurar que
dichas evduaciones sean llevada a cabo regularmente seglin los estandares
establecidos y las responsabilidades especificas del puesto. Los empleados
deberan recibir asesoria sobre su desempefio 0 su conducta cuando esto sea

apropiado.

PO8: Asegurar e cumplimiento de los requerimientos externos. Cumplir

con obligaciones legales, regulatorias y contractuales. Para ello se redliza una

identificacion y andlisis de los requerimientos externos en cuanto a su impacto en Tl,

llevando a cabo las medidas apropiadas para cumplir con €élos y se toma en

consideracion:

1

o c 0D

7.
8.

Definicion y mantenimiento de procedimientos para la revision de
requerimientos externos, para la coordinacion de estas actividades y para e
cumplimiento contindo de los mismos.

Leyes, regulaciones y contratos

Revisiones regulares en cuanto a cambios

Busqueda de asistencialega y modificaciones

Seguridad y ergonomia con respecto a ambiente de trabajo de los usuarios y
el personal delafuncion de servicios deinformacion.

Privacidad

Propiedad intel ectual

Flujo de datos externosy criptografia

PO9: Evaluaciéon de riesgos. Asegurar €l logro de los objetivos de Tl y

responder a las amenazas hacia la provision de servicios de Tl. Para ello se logra la

participacion de la propia organizacion en la identificacion de riesgos de Tl y en €

andlisis de impacto, tomando medidas econdémicas para mitigar 10s riesgos y se toma

en consideracion:

1

Identificacion, definicion y actualizacion regular de los diferentes tipos de
riesgos de Tl de manera de gque se pueda determinar como |os riesgos deben
ser manejados a un nivel aceptable.
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Definicion de alcances, limites de los riesgos y la metodologia para las
evaluaciones de los riesgos.

Actudizacién de evaluacion de riesgos

Metodol ogia de evaluacién de riesgos

Medicién de riesgos cualitativos y/o cuantitativos

Definicion de un plan de accidn contra los riesgos para asegurar que existan
controles y medidas de seguridad econdmicas que mitiguen los riesgos en
forma continGia.

Aceptacion de riesgos dependiendo de la identificacion y la medicion del
riesgo, de la politica organizacional, de la incertidumbre incorporada al
enfoque de evaluacién de riesgos y de que tan econdmico resulte

implementar proteccionesy controles.

PO10: Administracion de proyectos. Establecer prioridades y entregar

servicios oportunamente y de acuerdo al presupuesto de inversion. Paraello seredliza

unaidentificacion y priorizacion de los proyectos en linea con € plan operacional por

parte de la misma organizacion. Ademés, la organizacion debera adoptar y aplicar

solidas técnicas de administracion de proyectos para cada proyecto emprendido y se

toma en consideraci on:

1

3.

Definicion de un marco de referencia general para la administracion de
proyectos que defina e acance y los limites del mismo, asi como la
metodologia de administracion de proyectos a ser adoptada y aplicada para
cada proyecto emprendido. La metodologia debera cubrir, como minimo, la
asignacion de responsabilidades, 1a determinacion de tareas, la redizacion
de presupuestos de tiempo y recursos, 10s avances, |os puntos de revision y
las aprobaciones.

El involucramiento de los usuarios en e desarrollo, implementacion o
modificacion de los proyectos.

Asignacion de responsabilidades y autoridades a los miembros del personal

asignados d proyecto.
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Aprobacion de fases de proyecto por parte de los usuarios antes de pasar ala
siguiente fase.

Presupuestos de costos y horas hombre

6. Planes y metodologias de aseguramiento de calidad que sean revisados y

7.
8.

acordados por las partes interesadas.
Plan de administracion de riesgos para eliminar o minimizar 10s riesgos.

Planes de prueba, entrenamiento, revision post-implementacion.

PO11: Administracion de calidad. Satisfacer los requerimientos del cliente.

Para ello se redliza una planeacién, implementacion y mantenimiento de estandares y

sistemas de administracion de calidad por parte de la organizacion y se toma en

consideracion:

1

Definicion y mantenimiento regular del plan de cdidad, € cua debera
promover lafilosofia de mejora continuay contestar a las preguntas béasicas
de qué, quién y como.

Responsabilidades de aseguramiento de calidad que determine los tipos de
actividades de aseguramiento de calidad tales como revisiones, Auditorias,
inspecciones, etc. que deben realizarse para acanzar los objetivos del plan
genera de calidad.

Metodologias del ciclo de vida de desarrollo de sistemas que rija €l proceso
de desarrollo, adquisicién, implementacion y mantenimiento de sistemas de

informacion.

4. Documentacion de pruebas de sistemas y programas

5. Revisionesy reportes de aseguramiento de calidad

Dominio: Adquisicion e Implementacion (Al). Parallevar a cabo la estrategia de

TI, las soluciones de TI deben ser identificadas, desarrolladas o adquiridas, asi como

implementadas e integradas dentro del proceso del negocio. Ademas, este dominio

cubre los cambios y e mantenimiento realizados a sistemas existentes. Sus procesos

son:
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Al1: Identificacion de soluciones automatizadas. Asegurar € mejor enfoque

para cumplir con los requerimientos del usuario. Para ello se realiza un andisis claro

de las oportunidades alternativas comparadas contra los requerimientos de los

usuarios y toma en consideracion:

1

Definicion de requerimientos de informacién para poder aprobar un
proyecto de desarrollo.

Estudios de factibilidad con lafinalidad de satisfacer |os requerimientos del
negocio establecidos para el desarrollo de un proyecto.

Arquitectura de informacion para tener en consideracion € modelo de datos
al definir solucionesy analizar lafactibilidad de las mismas.

Seguridad con relacion de costo-beneficio favorable para controlar que los
costos no excedan |os beneficios.

Pistas de Auditoria para ello deben existir mecanismos adecuados. Dichos
mecanismos deben proporcionar la capacidad de proteger datos sensitivos
(g. Identificacion de usuarios contra divulgacion o mal uso)

Contratacion de terceros con e objeto de adquirir productos con buena
calidad y excelente estado.

Aceptacion de instalaciones y tecnologia a través del contrato con el
Proveedor donde se acuerda un plan de aceptacion para las instalaciones y

tecnologia especifica a ser proporcionada.

Al2: Adquisicion y mantenimiento de software de Aplicacion. Proporciona

funciones automatizadas que soporten efectivamente a negocio. Para ello se definen

declaraciones especificas sobre requerimientos funcionales y operacionales y una

implementaci én estructurada con entregables claros y se toma en consideraci on:

1

Requerimientos de usuarios, para redizar un correcto andisis y obtener un
software claro y f&cil de usar.

Requerimientos de archivo, entrada, proceso y sdlida

Interfase usuario-maquina asegurando que el software sea fécil de utilizar y
que sea capaz de auto documentarse.

Personalizacion de paquetes
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5.

Redlizar pruebas funcionales (unitarias, de aplicacion, de integracion y de
carga y estrés), de acuerdo con € plan de prueba del proyecto y con los
estandares establecidos antes de ser aprobado por |0s usuarios.

Controles de aplicacion y requerimientos funcionales

Documentacion (materiales de consulta y soporte para usuarios) con el
objeto de que los usuarios puedan aprender a utilizar el sistema 0 puedan

sacarse todas aquellas inquietudes que se les puedan presentar.

Al3: Adquisicion y mantenimiento de la infraestructura tecnologica.

Proporcionar las plataformas apropiadas para soportar aplicaciones de negocios. Para

ello se redlizara una evaluacion del desempefio del hardware y software, la provision

de mantenimiento preventivo de hardware y la instalacion, seguridad y control del

software del sistemay toma en consideracion:

1

Evauacion de tecnologia para identificar el impacto del nuevo hardware o
software sobre el rendimiento del sistema general.

Mantenimiento preventivo del hardware con el objeto de reducir la
frecuenciay el impacto de fallas de rendimiento.

Seguridad del software de sistema, instalacion y mantenimiento para no
arriesgar la seguridad de los datos y programas ya almacenados en el

mismo.

Al4: Procedimientos de Desarrollo y Mantenimiento. Asegurar el uso

apropiado de las aplicaciones y de las soluciones tecnol 6gicas establecidas. Para ello

se redliza un enfoque estructurado del desarrollo de manuales de procedimientos de

operaciones para usuarios, requerimientos de servicio y material de entrenamiento y

toma en consideracion:

1

Manuaes de procedimientos de usuarios y controles, de manera que los
MiSMOoSs permanezcan en permanente actualizacion para € mejor desempefio
y control delos usuarios.

Manuales de Operaciones y controles, de manera que estén en permanente

actuaizacion.
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3.

Materiales de entrenamiento enfocados al uso del sistema en la préctica

diaria

Al5: Instalacién y aceptacion de sistemas. Verificar y confirmar que la

solucion sea adecuada para € propésito deseado. Para ello se realiza una migracion

de instalacién, conversion y plan de aceptaciones adecuadamente formalizadas y

toma en consideracion;

1

Capacitacion del persona de acuerdo d plan de entrenamiento definido y
los materiales rel acionados.

Conversion / carga de datos, de manera que los elementos necesarios del
sistema anterior sean convertidos a sistema nuevo.

Pruebas especificas (cambios, desempefio, aceptacion final, operacional)
con €l objeto de obtener un producto satisfactorio.

Acreditacion de manera que la Gerencia de operaciones y usuaria acepten
los resultados de las pruebas y € nivel de seguridad para los sistemas, junto
con €l riesgo residual existente.

Revisiones post implementacion con € objeto de reportar s e sistema

proporciono |os beneficios esperados de la manera mas econdémica.

Al6: Administracion de cambios. Minimizar la probabilidad de

interrupciones, alteraciones no autorizadas y errores. Esto se hace posible a través de

un sistema de administracion que permita e andlisis, implementacion y seguimiento

de todos los cambios requeridos y llevados a cabo a la infraestructura de Tl actual y

toma en consideracion;

1
2.

Identificacion de cambios tanto internos como por parte de proveedores
Procedimientos de categorizacion, priorizacion y emergencia de solicitudes
de cambios.

Evaluacién del impacto que provocaran los cambios.

4, Autorizacién de cambios

Manejo de liberacién de manera que la liberacion de software este regida
por procedimientos formales asegurando aprobacion, empaque, pruebas de

regresion, entrega, etc.
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6. Distribucion de software, estableciendo medidas de control especificas para
asegurar la distribucion de software correcto a lugar correcto, con

integridad y de manera oportuna.

Dominio: Entrega y Soporte (DS: Delivery & Support). En este dominio se hace
referencia a la entrega de los servicios requeridos, que abarca desde |las operaciones
tradicionales hasta €l entrenamiento, pasando por seguridad y aspectos de
continuidad. Con €l fin de proveer servicios, deberan establecerse los procesos de
soporte necesarios. Este dominio incluye e procesamiento de los datos por sistemas
de aplicacion, frecuentemente clasificados como controles de aplicacion. Comprende
los siguientes procesos:

DS1: Definicion de niveles de servicio. Establecer una comprension comin del
nivel de servicio requerido. Para ello se establecen convenios de niveles de servicio
gue formalicen los criterios de desempefio contra los cuales se medirdlacantidad y la
calidad del servicio y setoma en consideracion:

1. Convenios formaes que determinen la disponibilidad, confiabilidad,
desempefio, capacidad de crecimiento, niveles de soporte proporcionados al
usuario, plan de contingencia / recuperacion, nivel minimo aceptable de
funcionalidad del sistema satisfactoriamente liberado, restricciones (limites
en la cantidad de trabgo), cargos por servicio, instalaciones de impresion
central (disponibilidad), distribucion de impresion central y procedi mientos
de cambio.

2. Definicién de las responsabilidades de los usuarios y de la funcion de
servicios de informacion

3. Procedimientos de desempefio que aseguren que la manera y las
responsabilidades sobre las relaciones que rigen e desempefio entre todas
las partes involucradas sean establecidas, coordinadas, mantenidas y
comunicadas a todos |os departamentos af ectados.

4. Definicion de dependencias asignando un Gerente de nivel de Servicio que

sea responsable de monitorear y reportar los alcances de los criterios de
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6.
7.
8.

desempefio del servicio especificado y todos los problemas encontrados
durante el procesamiento.

Provisiones para elementos sujetos a cargos en los acuerdos de niveles de
servicio para hacer posibles comparaciones y decisiones de niveles de
Servicios contra su costo.

Garantias de integridad

Convenios de confidencialidad

Implementacion de un programa de mejoramiento del servicio.

DS2: Administracion de servicios prestados por terceros. Asegurar que las

tareas y responsabilidades de las terceras partes estén claramente definidas, que

cumplan y continlen satisfaciendo los requerimientos. Para ello se establecen

medidas de control dirigidas a larevision y monitoreo de contratos y procedimientos

existentes, en cuanto a su efectividad y suficiencia, con respecto a las politicas de la

organizacion y toma en consideracion:

1

2.

Acuerdos de servicios con terceras partes a través de contratos entre la
organizacion y € proveedor de la administracion de instalaciones este
basado en niveles de procesamiento requeridos, seguridad, monitoreo y
requerimientos de contingencia, asi como en otras estipulaciones segun sea
apropiado.

Acuerdos de confidencialidad. Ademas, se debera calificar a los terceros y
el contrato debera definirse y acordarse para cada relacion de servicio con
un proveedor.

Requerimientos legales regulatorios de manera de asegurar que estos
concuerde con los acuerdos de seguridad identificados, declarados y
acordados.

Monitoreo de la entrega de servicio con € fin de asegurar & cumplimiento

de los acuerdos del contrato.

DS3: Administracion de capacidad y desempefio del sistema. Asegurar que

la capacidad adecuada esta disponible y que se esté haciendo €l mejor uso de ella para

alcanzar e desempefio deseado. Para ello se redizan controles de manego de
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capacidad y desempefio que recopilen datos y reporten acerca del mangjo de cargas

de trabgo, tamafio de aplicaciones, mango y demanda de recursos y toma en

consideracion:

1

Requerimientos de disponibilidad y desempefio de los servicios de sistemas
deinformacién

Monitoreo y reporte de los recursos de tecnologia de informacion

Utilizar herramientas de modelado apropiadas para producir un modelo del
sistema actual para apoyar € prondstico de los requerimientos de capacidad,
confiabilidad de configuracidn, desempefio y disponibilidad.

Administracion de capacidad estableciendo un proceso de planeacion parala
revision del desempefio y capacidad de hardware con €l fin de asegurar que
siempre exista una capacidad justificable econdmicamente para procesar
cargas de trabajo con cantidad y calidad de desempefio

Prevenir que se pierda la disponibilidad de recursos mediante la
implementacion de mecanismos de tolerancia de fallas, de asignacion

equitativos de recursos y de prioridad de tareas.

DS4: Aseguramiento de la Calidad del Servicio. Mantener € servicio

disponible de acuerdo con los requerimientos y continuar su provision en caso de

interrupciones. Para ello se tiene un plan de continuidad probado y funcional, que esté

alineado con el plan de continuidad del negocio y relacionado con los requerimientos

de negocio y toma en consideracion:

1. Panificacion de Severidad
2. Plan Documentado

3.
4
5

Procedimientos Alternativos

. Respaldo y Recuperacion

. Pruebasy entrenamiento sistemético y singulares

DS5: Establecimiento de pautas para la seguridad de sistemas. Salvaguardar

lainformacién contra uso no autorizados, divulgacion, modificacién, dafio o pérdida.

Para ello se realizan controles de acceso |6gico que aseguren que €l acceso a sistemas,

datos y programas esta restringido a usuarios autorizados y toma en consideracion:
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el acceso l6gico junto con €l uso de losautenticacion y Autorizacion,
recursos de Tl debera restringirse a través de la instrumentaciéon de
mecanismos de autenticacion de usuarios identificados y recursos asociados
con las reglas de acceso

2. Perfiles e identificacion de usuarios estableciendo procedimientos para
asegurar acciones oportunas relacionadas con la requisicion,
establ ecimiento, emisidn, suspension y suspension de cuentas de usuario

3. Administracién de llaves criptogréficas definiendo implementando
procedimientos y protocolos a ser utilizados en la generacion, distribucion,
certificacion, amacenamiento, entrada, utilizacion y archivo de llaves
criptograficas con e fin de asegurar la proteccion de las mismas

4. Manegjo, reporte y seguimiento de incidentes implementado capacidad para
la atencion de los mismos

5. Prevencion y deteccion de virus taes como Caballos de Troya,
estableciendo adecuadas medidas de control preventivas, detectivas y
correctivas.

6. Firewalls s existe una conexion con Internet u otras redesde Utilizacion
publicas en la organizacion

DS6: Identificacion e imputacion de costos. Asegurar que |0s usuarios estén

haciendo un uso efectivo de la tecnologia y estén conscientes de los riesgos y
responsabilidades involucrados. Para ello se realiza un plan completo de
entrenamiento y desarrollo y se toma en consideracion:

1. Curriculo de entrenamiento estableciendo y manteniendo procedimientos
para identificar y documentar las necesidades de entrenamiento de todo €l
personal que haga uso de |os servicios de informacion

2. Campafias de toma de conciencia, definiendo los grupos objetivos,

identificar y asignar entrenadores y organizar oportunamente las sesiones de
entrenamiento
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3. Técnicas de toma de conciencia proporcionando un programa de educacion
y entrenamiento que incluya conducta ética de la funcion de servicios de
informacion
DS7: Educacion y capacitacion de los usuarios. Asegurar un conocimiento
correcto de los costos atribuibles a los servicios de Tl. Para ello se redliza un sistema
de contabilidad de costos que asegure que éstos sean registrados, calculados y
asignados alos niveles de detalle requeridos y toma en consideracion:
1. Los elementos sujetos a cargo deben ser recursos identificables, medibles y
predecibles paralos usuarios
2. Procedimientos y politicas de cargo que fomenten el uso apropiado de los
recursos de computo y aseguren € trato justo de los departamentos usuarios
y sus necesidades
3. Tarifas definiendo e implementando procedimientos de costeo de prestar
servicios, para ser analizados, monitoreados, evaluados asegurando al
mismo tiempo la economia
DS8: Asistencia 'y asesoramiento a los clientes de T1. Asegurar que cualquier
problema experimentado por los usuarios sea atendido apropiadamente. Para ello se
realiza un Burd de ayuda que proporcione soporte y asesoria de primera linea 'y toma
en consideraci on:
1. Consultas de usuarios y respuesta a problemas estableciendo un soporte de
unafuncion de burd de ayuda
2. Monitoreo de consultas y despacho estableciendo procedimientos que
aseguren que las preguntas de los clientes que pueden ser resueltas sean
reasignadas al nivel adecuado para atenderlas
3. Andisisy reporte de tendencias adecuado de las preguntas de los clientes y

su solucion, de los tiempos de respuesta y laidentificacion de tendencias
DS9: Administracion de la configuracion. Dar cuenta de todos los

componentes de TI, prevenir alteraciones no autorizadas, verificar la existenciafisica

y proporcionar una base para e sano manegjo de cambios. Para ello se realizan

55



controles que identifiquen y registren todos los activos de Tl asi como su localizacién
fisica y un programa regular de verificacién que confirme su existencia y toma en
consideracion:

1. Registro de activos estableciendo procedimientos para asegurar que Sean
registrados Unicamente elementos de configuracion autorizados e
identificables en € inventario, a momento de adquisicion

2. Administracién de cambios en la configuracion asegurando que los registros
de configuracion reflggen € status rea de todos los elementos de la
configuracion

3. Chequeo de software no autorizado revisando periédicamente las
computadoras personales de la organi zacion

4. Controles de amacenamiento de software definiendo un &ea de
almacenamiento de archivos para todos | os elementos de software validos en
las fases del ciclo de vida de desarrollo de sistemas

DS10 Administracion de problemas e incidentes. Asegurar que los problemas

e incidentes sean resueltos y que sus causas sean investigadas para prevenir que
vuelvan a suceder. Para ello se necesita un sistema de manejo de problemas que
registre y dé seguimiento a todos los incidentes, ademés de un conjunto de
procedimientos de escalamiento de problemas para resolver de la manera mas
eficiente los problemas identificados. Este sistema de administracién de problemas
debera también realizar un seguimiento de las causas a partir de un incidente dado.

DS11 Administracion de datos. Asegurar que los datos permanezcan

completos, precisos y vdidos durante su entrada, actuaizacion, salida y
almacenamiento. Lo cua se logra a través de una combinacion efectiva de controles
generales y de aplicacion sobre las operaciones de Tl. Paratal fin, la gerencia debera
disefiar formatos de entrada de datos para | os usuarios de manera que se minimicen lo
errores y las omisiones durante la creacion de los datos.

Este proceso debera controlar los documentos fuentes (de donde se extraen los datos),
de manera gque estén completos, sean precisos y se registren apropiadamente. Se

deberan crear también procedimientos que validen los datos de entrada y corrijan o
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detecten los datos erroneos, como asi también procedimientos de vaidacion para
transacciones erroneas, de manera que éstas no sean procesadas. Cabe destacar la
importancia de crear procedimientos para el amacenamiento, respaldo y recuperacion
de datos, teniendo un registro fisico (discos, disquetes, CDs y cintas magnéticas) de
todas las transacciones y datos manejados por la organizacion, abergados tanto
dentro como fuera de la empresa.

La gerencia debera asegurar también la integridad, autenticidad y confidencialidad de
los datos amacenados, definiendo e implementando procedimientos paratal fin.

DS12: Administraciéon de las instalaciones. Proporcionar un ambiente fisico
conveniente que protejaal equipo y a personal de Tl contra peligros naturales (fuego,
polvo, calor excesivos) o falas humanas lo cual se hace posible con lainstalacion de
controles fisicos y ambientales adecuados que sean revisados regularmente para su
funcionamiento apropiado definiendo procedimientos que provean control de acceso
del persona alasinstalacionesy contemplen su seguridad fisica.

DS13: Administracion de las operaciones. Asegurar que las funciones
importantes de soporte de Tl estén siendo llevadas a cabo regularmente y de una
manera ordenada. Esto se logra a través de una programacion de actividades de
soporte que sea registrada y completada en cuanto a logro de todas las actividades.
Para dlo, la gerencia deberd establecer y documentar procedimientos para las
operaciones de tecnologia de informacion (incluyendo operaciones de red), los cuales

deberan ser revisados periddicamente para garantizar su eficienciay cumplimiento.

Dominio: Monitoreo (M). Todos los procesos de una organizacion necesitan
ser evaluados regularmente a través del tiempo para verificar su calidad y suficiencia
en cuanto a los requerimientos de control, integridad y confidencialidad. Este es,
precisamente, el ambito de este dominio. Este dominio comprende los siguientes
procesos:

M1: Monitoreo del proceso. Asegurar €l logro de los objetivos establecidos
paralos procesos de Tl. Lo cual selogra definiendo por parte de la gerencia reportes

e indicadores de desempefio gerencides y la implementacion de sistemas de soporte

57



asi como la atencién regular a los reportes emitidos. Para ello la gerencia podra
definir indicadores claves de desempefio y/o factores criticos de éxito y compararlos
con los niveles objetivos propuestos para evaluar el desempefio de los procesos de la
organizacion. La gerencia debera también medir el grado de satisfaccion del los
clientes con respecto a los servicios de informacion proporcionados para identificar
deficiencias en los niveles de servicio y establecer objetivos de mejoramiento,
confeccionando informes que indiquen e avance de la organizacion hacia los
objetivos propuestos.

M2: Evaluacion de la adecuaciéon del control interno. Asegurar € logro de
los objetivos de control interno establecidos para los procesos de TI. Para ello la
gerencia es la encargada de monitorear la efectividad de los controles internos a
traves de actividades administrativas y de supervision, comparaciones,
reconciliaciones y otras acciones rutinarias., evaluar su efectividad y emitir reportes
sobre ellos en forma regular. Estas actividades de monitoreo continuo por parte de la
gerencia deberdn revisar la existencia de puntos vulnerables y problemas de
seguridad.

M3: Obtencion de aseguramiento independiente. Incrementar 1os niveles de
confianza entre la organizacion, clientes y proveedores externos. Este proceso selleva
a cabo a intervalos regulares de tiempo. Para ello la gerencia debera obtener una
certificacion o acreditacion independiente de seguridad y control interno antes de
implementar nuevos servicios de tecnologia de informacion que resulten criticos,
como asi también para trabgjar con nuevos proveedores de servicios de tecnologia de
informacion. Luego la gerencia debera adoptar como trabajo rutinario tanto hacer
evaluaciones periddicas sobre la efectividad de los servicios de tecnologia de
informacion y de los proveedores de estos servicios como asi también asegurarse el
cumplimiento de los compromisos contractuales de los servicios de tecnologia de
informacion y de los proveedores de estos servicios.

M4: Provisiéon de auditoria independiente. Incrementar los niveles de
confianza y beneficiarse de recomendaciones basadas en mejores préacticas de su

implementacion, lo que se logra con e uso de Auditorias independientes
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desarrolladas a interval os regulares de tiempo. Para ello la gerencia deberé establ ecer
los estatutos para la funcion de Auditoria, destacando en este documento la
responsabilidad, autoridad y obligaciones de la Auditoria. El auditor deberd ser
independiente del auditado, esto significa que los auditores no deberdn estar
relacionados con la seccion o departamento que esté siendo auditado y en lo posible
debera ser independiente de |a propia empresa. Esta Auditoria debera respetar la ética
y los estdndares profesionales, seleccionando para ello auditores que sean
técni camente competentes, es decir que cuenten con habilidades y conocimientos que

aseguren tareas efectivas y eficientes de Auditoria.

Segin COBIT, la funcién de Auditoria debera proporcionar un reporte que
muestre los objetivos de la auditoria, periodo de cobertura, naturaleza y trabago de
Auditoriarealizado, como asi también la organizacion, conclusién y recomendaciones
relacionadas con € trabajo de Auditoriallevado a cabo.

Los 34 procesos propuestos se concretan en los objetivos de control de ato nivel

detall ados anteriormente.
GobiernodeTI (IT Governance)

El Marco referencial COBIT y & IT Governance Institute definen e Gobierno
de TI como una estructura de relaciones y procesos dirigida a controlar la
organizacion para alcanzar los objetivos del negocio adicionando vaor mientras se
mantiene un balance equilibrado de los riesgos sobre la Tecnologia de Informacion y
SUS procesos.

Control

Se define como "las normas, estandares, procedimientos, usos y costumbres y

las estructuras organizativas, disefladas para proporcionar garantia razonable de que
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los objetivos empresariales se acanzaran y que los eventos no deseados se preveran o

se detectaran y corregiran” (ob. cit.)

Objetivos de Control

Se define como "la declaracion del resultado deseado o propuesto que se ha de
alcanzar mediante la aplicacion de procedimientos de control en cualquier actividad
de TI" (ob. cit.). Los objetivos expuestos en cada uno de los 34 procesos asociados a
los 4 dominios explicados anteriormente corresponden a Objetivos de Control
Generales o de Alto Nivel. Complementariamente, para cada uno de los 34 procesos,
se definen de 3 a 30 Objetivos Detallados de Control Especificos asociados con cada
uno de los procesos de TI. En la version de COBIT(1996) €l numero de Objetivos
Detallados de Control llegaba a 304; posteriormente en la Ultima version
COBIT(2000), € numero de estos objetivos llega a 318 con la incorporacion de
nuevos criterios de control sobre los procesos definidos. Estos objetivos estan
contenidos en e documento del IT Governance Institute y ISACF denominado
“Objetivos de Control Detallados’ que complementa a documento “Marco
Referencial” que contiene alos Objetivos de Control de Alto Nivel.

La distribucion de Objetivos de Control por cada proceso de Tl asociado a los
diferentes dominios esta definida asi: (a) Planificacion y Organizaciéon — 100
Objetivos -, (b) Adquisicién e Implementacion — 68 Objetivos, (c) Entrega'y Soporte
— 126 Objetivos, y (d) Monitoreo con 24 Objetivos para un total de 318 en la version
de COBIT(2000).

Todos los objetivos de control han sido definidos de una manera genérica, sin
depender de la plataforma o arquitectura técnica, aceptando el hecho rea de que
diferentes ambientes de Tl pueden requerir la cobertura separada de objetivos de
control.

El Gréfico 4, en la pagina siguiente, muestra la navegacion en cascada de los
objetivos de control que facilita su aplicacion. Un resumen de los 318 Objetivos de

Control Especificos, Version COBIT(2000), se presentaen € (Anexo D).
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Gréfico 4. Navegacion en cascada de Objetivos de Control.
Fuente: Marco Referencial COBIT. |SACF(2000)

Considerando

En la pagina siguiente, el Grafico 5, indica por proceso y dominio de Tl, cuales
criterios de informacion tienen impacto (P)rimario, (S)ecundario o (Vacio) de los 34
objetivos de control de alto nivel, asi como una relacién de cuales recursos de Tl son

aplicables.
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Criterios de Informacién Recursos de Tl

DOMINIO PROCESO
Planeacion y Definir un plan estratégico de sistemas PlS EE'E [E] IZII
Organizaci()n Definir 11 amuitectura de infonmacicn P1S|S[S 5] 5]
Determinar |a direccidn tecnolégica Pls [=] I
Definirla organizacidn y sus relaciones HE [E]
Administrar las inversiones (en T1) Pl P 3 EE‘E E
Comunicar la direccidn y objetivos de la gerencia P S [E]
Administrar los recurses humancs PP E
Asegurar el apego a disposiciones exlernas P ElS E [Ei] IZII
Evaluar rissgos S[S|P[P]P[S]S HAD|HA] &
Administrar proyectes PIP E ] =] L)
Administrar calidad PlP P 5 5] EI
Adquisicion e Al Identificar soluciones de automatizacicn Pls El =] =)
Implementaci(':-n Al2 Adquirir y mantener software de aplicacion PP S S[s [ [Ei]
A3 Addquirir y mantener 1a arquiteetura tecnol dgica PP S 5]
A4 Desarrollar y mantener procedimientos P{P S S5 E [E] =1 =]
Al5 Instalar y acreditar sistemas de informacidn P 3]s M| = IZII
Al6 Administrar cambios Pl P PP AREEEEE
Entrega de servicios y Definir niveles de sarvicio P[PIS[S]sS[S]s Eﬂlﬂ ] IZII
Soporte Administrar servicics de terceros PIPIS[S]S|S[8 H|HH| A EA
Administrar desempefio y eapacidad PP g B EE
Asegurarcontinuidad de servicio Pl{s P M| B &
Garantizar la seguridad de sistemas PIP|IS|S|S EEIE [E] IZT'
[dentificar v asignar costos P P & EIE Hl &
Educar y capacitar a usuarios Pls E
Apoyar y orientar a clientes p H| &
Administrar la configuracién P 3 3 | [E] =1 =]
Administrar problemas e incidentes PP g El e EE E)|
Administrar 13 informacién P P =
Administrar las instalaciones PP =
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Grafico 5. Relacion de Procesos (Objetivos de Control de Alto Nive), Criterios
de Informacion y Recursosde TI.
Fuente: Marco Referencial COBIT. |SACF(2000)
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Estructura COBIT (ob. cit.)

En resumen, la estructura conceptual de COBIT se enfoca desde tres puntos de
vista: (a) los recursos de las Tl, (b) los criterios empresariales que deben satisfacer la
informacién y (c) los procesos de Tl.

Estos tres puntos estratégicos constituyen las dimensiones conceptuales de la
estructura COBIT y se muestran en el Grafico 6, conocido como Cubo COBIT, y en
el  Gréfico 7, que presenta su estructura globa con los procesos de TI definidos

dentro de los cuatro dominios de agrupacion natural de estos procesos.
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Grafico 6. Cubo COBIT. Dimensiones Conceptuales de COBIT.
Fuente: Marco Referencial COBIT. |SACF(2000)
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Gréfico 7: Procesos de TI definidos dentro de los Cuatro Dominiosy su relacion
con los Criterios de Informacion y los Recursosde Tl.
Fuente: Marco Referencial COBIT. ISACF(2000)



Guiasde Auditoria COBIT (ob. cit.)

Conjunto de pautas para analizar, valorar, apreciar, interpretar, reaccionar e
implementar procesos que permitan alcanzar las metas y objetivos mediante la
auditoria constante y consistente de los procedimientos. Las Guias de Auditoria
perfilan, esbozan y sugieren actividades para desarrollar auditoria de cada uno de los
34 Objetivos de Control de Alto Nivel, mientras sustancian €l riego de los objetivos
de control no satisfechos. Las guias de auditoria, comprenden fundamentalmente
cuatro actividades:

1. Obtener y comprender: las actividades del negocio y los controles

existentes en €l lugar de gecucién. Para ello deben redizarse entrevistas a
los gerentes apropiados y al persona de staff para obtener y comprender: (a)
Los requerimientos del negocio y los riesgos asociados, (b) La estructura de
la Organizacion, (c) Los roles y responsabilidades, (d) Las politicas y
procedimientos, (e) Leyesy regulaciones, (f) Medidas de control en € sitio,
(g9) Informes gerencides, (h) Indicadores Claves de Desempefio (KPI: Key
Performance Indicators).

2. Evaluar los Controles: (@) valorar la efectividad o grado en e cua €
objetivo de control es alcanzado. Bésicamente decidiendo gque, en que caso
y como evaluarlo. (b) Evaluar la medida de control para los procesos objeto
de estudio identificando los criterios y mejores practicas estandares de la
industria, Factores Criticos de Exito (CSF: Critical Success Factors) de las
medidas de control y aplicacion de juicios de auditoria profesional.

3. Conformidad de valoracién: (a) asegurar que las medidas de control
establecidas corresponden a la prescripcion  consistentemente  y
continuamente y concluir sobre el apropiado ambiente de control. (b)
Obtener directa o indirectamente evidencia para los items y periodos que
aseguren que los procedimientos han sido cumplidos. (c) Determinar el
nivel de pruebas sustantivas y trabgjo adiciona requerido para asegurar que

los procesos de Tl son adecuados a los objetivos del negocio.
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4. Confirmar y verificar riesgos. (a) desarrollar la confirmacion del riesgo
del objetivo de control no cumplido por €l uso de técnicas analiticas y/o
fuentes dternativas de consulta. El objetivo es soportar la opinién y
promover ala gerencia parala accion. (b) Los auditores deben ser creativos
en encontrar y presentar la informacion sensitiva y confidencia. (c)
Documentar la debilidad de los controles, amenazas y vulnerabilidades. (d)
Identificar y documentar el actual y potencial impacto de los riesgos
asociados.

Definicion de Términos

AICPA Instituto Americano de Contadores Publicos Certificado. (American Institute
of Certified Public Accountants)

CCEB Ciriterios comunes para seguridad en tecnologia de informacién. (Common
Criteria for Information Technology Security)

CICA Ingtituto Canadiense de Contadores. (Canadian Institute of Chartered
Accountants)

CISA Auditor Certificado de Sistemas de Informacion. (Certified Information
Systems Auditor)

COSO Comité de Organizaciones Patrocinadoras de la Comision de Intercambio.
"Tradeway" (Committee of Sponsoring Organisations of the Tradeway Commission).
DRI Ingtituto Internacional de Recuperacion de Desastres. (Disaster Recovery
Institute International)

DTI Departamento de Comercio e Industria del Reino Unido. (Department of Trade
and Industry of the United Kingdom)

EDIFACT Intercambio Electronico de Datos para la Administracién, el Comercio y
lalndustria (Electronic Data I nterchange for Administration, Commerce and Trade)
EDPAF Fundacion de Auditores de Procesamiento Electronico de Datos (Electronic

Data Processing Auditors Foundation), ahora | SACF.
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ESF Foro Europeo de Seguridad (European Security Forum), cooperacion de 70+
multinacionales europeas principalmente con e propdsito de investigar problemas de
seguridad y control comunesde TI.

GAO Oficina General de Contabilidad de los EUA. (U.S. General Accounting Office)
I4 Ingtituto Internacional de Integridad de Informacion. (International Information
Integrity Institute), asociacion similar a ESF, con metas similares, pero con base
principal mente en los Estados Unidos y dirigida por €l Instituto de Investigaciones de
Stanford (Stanford Research Institute)

IBAG Grupo Consultivo de Negocios Infosec (Infosec Business Advisory Group),
representantes de la industria que asesoran d Comité Infosec. Este Comité esta4
compuesto por funcionarios de |os gobiernos de la Comunidad Europea y asesora ala
Comision Europea sobre cuestiones de seguridad de TI.

IFAC Federacion Internacional de Contadores. (International Federation of
Accountants)

ITA Instituto de Auditores Internos. (Institute of Internal Auditors)

INFOSEC Comité Consultivo parala Comision Europea en Materia de Seguridad TI.
(Advisory Committee for IT Security Matters to the European Commission)

ISACA Asociacion para la Auditoria y Control de Sistemas de Informacion.
(Information Systems Audit and Control Asociation)

ISACF Fundacion para la Auditoria y Control de Sistemas de Informacion.
(Information Systems audit and Control Foundation)

ISO Organizacion de Estdndares Internacionales. (International Standards
Organisation)

I SO9000 Estandares de manegjo y aseguramiento de la calidad definidos por 1SO.
ITIL Biblioteca de Infraestructura de Tecnologia de Informacion. (Information
Technology Infrastructure Library)

ITSEC Criterios de Evauacion de Seguridad de Tecnologia de Informacion
(Information Technology Security Evaluation Criteria). Combinacion de los criterios
de Francia, Alemania, Holanda y Reino Unido, soportadas consecuentemente por la

Comision Europea (ver también TCSEC, el equivalente en los Estados Unidos).
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NBS Departamento Naciona de Estandares de los Estados Unidos (National Bureau
of Standards of the U.S)

NIST (antes NBS) Instituto Nacional de Estandaresy Tecnologia. (National Institute
of Standards and Technology), con base en Washington D.C.

NSW Nueva Gaes del Sur, Australia. (New South Wales, Australia)

OECD Organizacion para la Cooperacion y €l Desarrollo Econdémico. (Organisation
for EconomicCooperation and Devel opment)

OSF Fundacién de Software Publico (Open Software Foundation)

PCIE Consgo Presidencia de Integridad y Eficiencia. (President’s Council on
Integrity and Efficiency)

TCSEC Ciriterios de Evaluacion de Sistemas Computarizados Confiables. (Trusted
Computer System Evaluation Criteria), conocido también como "The Orange Book".
Criterios de evauacion de seguridad para sistemas computarizados definidos
originamente por el Departamento de Defensa de los Estados Unidos. Ver también
ITSEC, e equivaente europeo.

Tickl T Guia parala Construccion y Certificacion de Sistemas de Administracion de
Cdidad. (Guide to Software Quality Management System Construction and
Certification)
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CAPITULO 11
MARCO METODOLOGICO

Tipo de Investigacion

El estudio que se redlizara consiste en una investigacién que se ubica en la
modalidad conocida como Proyecto Factible, la cua segin Barrios (1998), consiste
en la investigacion, eaboracion y desarrollo de una propuesta de un modelo
operativo, en este caso, modelo metodol 6gico, viable para la solucion de problemas,
requerimientos 0 necesidades de organizaciones o grupos sociaes; referido a la
formulacion de politicas, programas, tecnologias, métodos o procesos. Estos aspectos
serén cubiertos en e ambiente de aplicacion de Sistemas de Informacion y las
Tecnologias Relacionadas con los procesos de informacion en las organizaciones
actuales.

Disefio dela I nvestigacion

El disefio de la investigacion es considerado por Balestrini (1998:118) como
“... @ plan global que integra de un modo coherente y adecuadamente correcto,
técnicas de recogidas de datos a utilizar, andlisis previstos y objetivos...”. Esta
investigacion se sustenta en fuentes mixtas por originarse en investigacion
documental (referencias de materiales impresos y de informacion publicada en
paginas web, documentos y/o bibliografia existente que sirven de base al estudio y a
fundamento tedrico, principamente toda la informacion relacionada con las
publicaciones COBIT) y de campo (a través de la cual se adquieren conocimientos y
datos que no estén plasmados en ninguna bibliografia sino que se obtienen estando en
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el lugar donde se desarrollaran las actividades, procesos 0 hechos que fundamentan
los conocimientos empiricos).

La investigacion documenta se centra en el estudio del problema de control de
la informacion y las tecnologias que la soportan dentro de las organizaciones. La
investigacion de campo esta centrada en el andlisis sistemético del problema en una
organizacion especifica; en este estudio se tomard como representante de larealidad a
la empresa Banco Sofitasa, con € proposito de interpretar €l problema del control de
lainformacién en sus procesos, haciendo uso de métodos de diagnostico y evaluacion
relacionados con la estructura COBIT.

Poblacién

Una poblacion es definida por Martinez (2000: 711) como “...conjunto de unidades o
elementos que representan una caracteristica comun”. En este caso de estudio, la
poblacién esta representada por los niveles directivos de la més alta gerencia en
materia de Tecnologia de Informacion y Auditoria de Sistemas dentro de la
Organizacion objeto de estudio. Esto representa en cierta forma una limitante para e
levantamiento de informacion pero también asegura la calidad de la informacion
recogida por cuanto los usuarios propietarios de los datos requeridos para la
investigacion representan a su vez las unidades organizacionales que gobiernan la
tecnologia de informacion y su evaluacion, seguridad y control. La naturaleza de los
cargos gerenciales determina una confidencialidad particular de los datos de los
procesos a estudiar, por su acceso restringido y su valor estratégico y funcional. Esto
determina que la poblacion objeto de estudio este limitada a un nimero muy reducido
de personas por la jerarquia de su ubicacion dentro de la organizacion; las unidades
organizacionales hacia las cuales esta orientada la aplicacion de las técnicas de
recol eccion de datos son la Vicepresidencia de Tecnologia y la Gerencia de Auditoria
de Sistemas del Banco Sofitasa, sede San Cristébal, Estado Téchira. El personal
autorizado para suministrar |os datos esta limitado alos cargos directivos en cada una

de las areas seleccionadas o cual no excede las 3 0 4 personas, alo sumo 2 por cada
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area, los cuales no suministraran los datos en forma independientemente sino lo haran
en un workgroup para suministrar informacion de consenso sobre los importantes

aspectos de Gobierno de TI.

Muestra

Una muestra es definida por Martinez (2000:715) como “...una parte de la
poblacién o subconjunto de elementos que resulta de la aplicacion de agun proceso,
generalmente de seleccion aleatoria, con el objeto de investigar todas o parte de las
caracteristicas de estos elementos.”

Por las caracteristicas expuestas para la poblacién en estudio, € muestreo
aleatorio o0 probabilistico no tiene aplicacion, dado € reducido tamafio de la
poblacién, la cual ademés, unida en un workgroup, representa una unidad homogénea
de informacion consensuada; en consecuencia, se opta por aplicar 1os instrumentos de
recoleccion de datos a grupo directivo como una sola unidad de informacion tomada
como muestra bajo € enfoque de opinidon de expertos, en este caso directivos de
Tecnologia de Informacion en la organi zacion objeto de estudio, en cuyo caso seleda
un tratamiento de censo, definido por Martinez (2000:714) como “la enumeracion

total de una poblacién en un tiempo dado”

Técnicas e I nstrumentos de Recoleccion de Datos

Las técnicas de recoleccion de datos son distintas formas o maneras de obtener
la informacién, son gemplos de técnicas; la observacion directa, la encuesta en sus
dos modalidades (entrevista o cuestionario), el andlisis documental, andlisis de
contenido entre otras. Los instrumentos segin Perdomo (1983:20) “... son €
conjunto de elementos 0 medios de que se sirve € investigador en busqueda del
conocimiento”. Los instrumentos de recoleccion de datos son los medios materiales

gue se emplean para recoger y amacenar la informacion, son egemplos de
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instrumentos; los formatos de cuestionario, guias de entrevista, listas de cotegjo
(checklist), entre otros.

En e presente estudio, se emplean e andisis documental y de contenidos de las
referencias bibliogréficas y en linea para la sustentacion de las bases tedricas de
interés para la investigacion. En el estudio de campo dentro del Banco Sofitasa,
especificamente en la Vicepresidencia de Tecnologia, se desarrollaron entrevistasy se
aplicaron cuestionarios en € grupo de trabgo bajo los formatos estructurados de
listas de cotgjo. La entrevista segiin Tamayo y Tamayo (1986:117) es la “ Obtencién
directa de respuestas de un sujeto por parte del investigador, el cua las anota’, la
entrevista es del tipo estructurada, ya que facilita la comunicacion entre €
investigador y el entrevistado a través de la aplicacion de un cuestionario predefinido
organizado en forma de listas de chequeo o comprobacion, de esta forma se obtienen
datos directos de las personas que forman parte del proceso, debido a que se tienen
preguntas previamente formuladas. Las listas de cotgo o técnicamente como son
conocidas en e ambito de la Auditoria Informatica, checklist, son instrumentos
estructurados que permitiran valorar las respuestas por pesos de preguntas en escala o
por valores duales o binarios (dicotomicos) para obtener de forma més precisa los
valores de las variables del estudio.

Paralarecoleccion de datos se han utilizado tres instrumentos denominados: (a)
“Checklist para Identificar las Necesidades de Servicios en Evaluacion y Auditoria
de Informacién y Tecnologias Relacionadas’ (Anexo A), (b) “Autoevaluacion del
Gobierno de los Procesos de Tecnologia de Informacion” (Anexo B), y (c) “Matriz de
Evaluacion de Procesos de Tecnologia de Informacion y Grupos de Riesgos
Asociados’ (Anexo C). El primer instrumento tiene como objetivo determinar un
andlisis diagnostico de la situacion actual de la organizacion respecto d
requerimiento de servicios de evaluacion y auditoria de la informaciéon y las
tecnologias relacionadas. El segundo permite valorar la importancia o relevancia de
los 34 procesos COBIT y su desempefio en alineacién con |os objetivos del negocio.
Estos valores de relevancia y desempefio, permiten establecer una relacion de riesgo

de cada proceso; a su vez se identifica por cada proceso, la unidad organizaciona
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gjecutora, € estado de auditoria y la formalidad estructurada del proceso. El tercer
instrumento tiene por finalidad verificar la correspondencia o afinidad de los riesgos
estimados por el negocio para los procesos COBIT y la clasificacion estdndar de los

grupos de riesgos establecidos por las mejores practicas en materia de evaluacion de

riesgos.

Andlisiselnterpretacion de los Datos

Los datos y/o informacion que se recopilé con la aplicacion de las técnicas e
instrumentos se organizaron y codificaron para su andlisis e interpretacion segun el
tipo de cada uno de €llos; en e caso de las checklist, los datos se clasifican de
acuerdo a la categoria de contenido y/o tipo de pregunta, asignandosele una
calificacion o cuantificacion segun e tipo de dato. En €l caso de las matrices de
evaluacion, agunos items se valoran por respuestas en escala numérica de (1-5) y
otros por valores ambiva entes o binarios tipo marcaje X.

En las entrevistas de aplicacion de los instrumentos, ademés de llevar el control
de las respuestas del grupo de trabgjo entrevistado, también se anotaron los
comentarios y observaciones que pudieron realizar los integrantes del grupo de
expertos, segin su experiencia, afinidad y conocimiento del tema, para
posteriormente contrastar la informacion estructurada con la informacién
complementaria y enriquecer e contexto de aplicacion del andlisis situacional.
Complementariamente, e estudio diagnostico se enriquecié con informacién
proveniente de documentos de la organizacién pertinente sobre normas,
procedimientos, politicas de seguridad y control de la informacién y las tecnologias
relacionadas.

Especificamente, el andlisis de cada uno de los instrumentos aplicados permitio
obtener los siguientes resultados clasificados por categorias de contenido y éreas de
interes. En @ Instrumento 1, “ Checklist para Identificar las Necesidades de Servicios
de Evaluacion y Auditoria de Informacion y Tecnologias Relacionadas’, se

clasifican los contenidos en | as siguientes categorias de datos:
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1. Recurso Humano asignado al area de I T: 40 personas clasificadas como
tecnologos, ingenieros, especialistas en telecomunicaciones y otros como
operadores, transcriptores y persona de apoyo; o que permite definir a la
organizacion como de tamafio medio respecto alafuncion de I T.

2. Plataformas de Hardware y Software: 4 plataformas de sistemas
operativos interconectadas en red, 3 motores de bases de datos, 500 equipos
activos de red, servicio de Internet con acceso controlado por perfil de
usuario e Intranet para mensgjeria interna, servidor Exchange de correo
electronico, Firewalls ubicados en diferentes segmentos de la red, 8
servidores de archivos, 2 Mainframes, 500 Microcomputadoras y un Data
Warehouse en implementacion en la actualidad. Esta arquitectura de
Hardware y Software determina que en la organizacion hay una alta
complgjidad de los procesos de Tl.

3. Sistemas de Informacion y Aplicaciones. principamente cabe resaltar
aqui, los 3 grandes sistemas y sus modulos componentes principales, (@)
SIAF — Sistema Integral de Administracion Financiera, con los modulos de
Crédito, Contabilidad, Fideicomiso, Cuentas Corrientes, Cuentas de Ahorro,
Cobranza y Politica Habitacional -, (b) UNICARD — Sistema de Tarjetas de
Crédito -, y (c) SBE — Sistema de Cajeros Automaticos-. Se observa aqui, la
relevancia de los sistemas de gestion financiera por la propia naturaleza de
la organizacion que define |os objetivos del negocio.

4. Portafolio de Aplicaciones en Produccion y su Importancia: Esta
categoria de datos se valora bgjo tres aspectos y modalidades: relevancia (1-
Menor relevancia, 5-Mayor), Herramientas de Desarrollo, y existencia de
programas fuentes. Los resultados obtenidos permiten determinar en el
primer aspecto que todas las aplicaciones son de relevancia para la
organizacion ubicadas en el rango 4 y 5 (Altaimportancia, es obvio que de
ellas depende la informacién sensitiva del negocio), en e segundo aspecto
se observa que aproximadamente € 66 % de las aplicaciones son
desarrolladas en OS400 y e resto 34% en LINC, esto favorece la
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estandarizacion y compatibilidad de los procesos porque no hay mdltiples
herramientas de desarrollo. En e tercer aspecto, todas las aplicaciones
poseen programas fuentes, lo que significa un aseguramiento de los
procesos de mantenimiento de aplicaciones y ausencia de riesgos por
procesos de “ caja negra” , sin conoci miento de cédigo 16gico.

. Actividades de Procesamiento de Datos. Esta categoria de datos, de valor
ambivalente (marcaje X) permite conocer que en la organizacion, todas las
actividades de procesamiento de datos se desarrollan o gecutan y gque todo
el ciclo de aseguramiento de procesos se toma en cuenta, garantizando la
continuidad de |las operaciones, a saber: (a) Captura de datos, (b) Control de
entradas y salidas, (¢) Proceso y actualizacion de archivos, (d) Ayuda de
escritorio, (€) Soporte a usuarios, (f) Mantenimiento de hardware, (Q)
Administracion de bases de datos, (h) Administracion de seguridad 10gica,
(i) Planeacion estratégica de sistemas, (j) Administracion de contratos con
terceros, (k) Definicion e implementacion de politicas de seguridad
corporativas, (I) Andlisis y disefio de sistemas, (m) Construccion de
programas, (n) Mantenimiento de aplicaciones y (0) Aseguramiento de la
calidad. El cumplimiento de todas estas actividades reduce la vulnerabilidad
de los procesos a eventuales riesgos, quedando pendiente la valoracion de
cada una de estas actividades.

. Servicios Contratados con Terceros: De las 16 actividades o servicios de

procesamiento de datos enumeradas en € punto anterior, solo 3 son
desarrolladas con participacion de terceros externos (Outsourcing) (@)
Mantenimiento de hardware, (b) Programacion de aplicaciones, y ()
Planeacion de contingencias en sistemas de informacion, es decir solo el
18,75% de los procesos, estas actividades son controladas por
procedimientos internos documentados y estructurados lo que reduce la
vulnerabilidad de riesgos.

. Servicios de Control Internoy Seguridad de Sistemas de interés: Segun

los datos obtenidos en esta categoria, se determina el interés de la direccion
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de Tl y la direccion de Auditoria de Sistemas de la organizacion en los
servicios de (a) Asesoria para la implantacion de estandar COBIT (Control
Objectives for Information and Related Technology), (b) Aseguramiento de
la calidad del software, y (c) Capacitacion en controles y seguridad en
sistemas de informacion. Esta opinion evidencia € requerimiento de la
organizacion en e conocimiento y aplicacion de estandares y las mejores
précticas en materia del gobierno de las Tl en alineacion con los procesos
del negocio.

8. Servicios de Auditoria de Sistemas de interés: Las respuestas en esta
categoria de datos, estan en concordancia con las del punto anterior y
complementan la justificacion del requerimiento de la organizacion en los
servicios de (@) Auditoria a plan de contingencias de sistemas de
informacion (Aseguramiento de la continuidad del negocio) y (b) Asesoria

paraimplantar el enfoque de Auditoriade Sistemas orientada al riesgo.

En e Instrumento 2, * Autoevaluacion del Gobierno de los Procesos de
Tecnologia de Informacion”, se clasifican los contenidos en las categorias definidas
por COBIT para los 4 dominios y los 34 procesos (Objetivos de Control de Alto
Nivel) organizando los datos en 4 grupos de parametros de evaluacion por cada
proceso: (a) Pesos de Relevanciay Desemperio, (b) Unidad Organizacional Ejecutora
del Procesamiento, (c) Estado del Proceso respecto a Auditoriay Formalizacién, y (d)
Unidad Organizacional Responsable del Gobierno del proceso. Cada uno de los 4
parametros suministra informacién particular sobre e diagnostico situacional de los
procesos de Tl en alineacion con los objetivos del negocio de la Organizacién. Cada
parametro es evaluado de forma particular y combinada. A continuacion se exponen
los criterios de evaluacion de cada grupo de pardmetros y |os resultados obtenidos:

1. Relevancia y Desempefio: particularmente, la relevancia mide la calidad o

condicion de importanciay significacion del proceso de Tl en funcion de su
contribucion a logro de los objetivos del negocio. Cada proceso es

autoevaluado en la escala de (1 — 5) siendo la interpretacién cudlitativa de
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los valores de este rango, la mostrada en el Cuadro 3. Particularmente, el
desempefio mide € nivel y calidad de cumplimiento (performance) esperado
de lagecucion del proceso de Tl en el rango (0 —5), siendo lainterpretacion

lamostrada en € Cuadro 4.

Cuadro 3
Valoracion derelevancia de los procesosde Tl

Relevancias
Relevancia Descripcion
No Relevante
Poco Relevante
Medianamente Relevante
Relevante
Muy Relevante

QW IN|F-

Fuente: propia

Cuadro 4
Valoracion del desempefio delos procesosde T

Desempefios
Desempefio | Descripcion Comentario
0 No existe Proceso no Aplicado o no Definido
1 Inicial Proceso Ad-hoc y Desorganizado
2 Regular Proceso Rutinario de Curso Regular
3 Definido Proceso Documentado y Comunicado
4 Gerenciado | Proceso Monitoreado y Evaluado
5 Optimizado | Proceso bagjo las Mg ores Practicasy
Automatizado

Fuente: propia (enfoque de valoracion basado en el modelo de madurez que
el Software Engineering Institute defini¢ parala madurez de la capacidad de
desarrollo de software)

En forma combinada, estos dos valores, relevancia 'y desempefio, permiten
estimar un indicador de fortaleza o debilidad respecto a la vulnerabilidad de

riesgo del proceso. Por jemplo, un proceso valorado con relevancia 5 (muy
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relevante) y con desempefio 3 (apenas documentado y comunicado, no
monitoreado ni evaluado, no gecutado bajo las mejores practicas) es un
proceso altamente vulnerable con un alto indicador de riesgo. En cambio, un
proceso con relevancia 2 o 3 (poco o medianamente relevante) y desempefio
3 (definido) es un proceso estable, muy poco vulnerable a riesgos. De
acuerdo con este andlisis valorativo de relevancia y desempefio se

obtuvieron los resultados por Dominio COBIT presentados en e Cuadro 5.

Cuadro5

Evaluacion del Gobierno delosProcesosde Tl por Dominio

PROCESOS | REL. [ DES. | RIESGO
DOMINIO: PO — Planificacion y Organizacion (11 Procesos)
5: PO2,PO3,P0O9,PO10,PO11 4 4 1 : Moderado
3: PO4,PO5,PO7 4 5 1,25: Bgjo
1: PO1 5 3 |06 Alto(*)
1: PO8 5 4 0,8: Alto
1: PO6 5 5 1: Moderado
DOMINIO: Al — Adquisicion e Implementacion (6 Procesos)
6: Todos | 4 | 4 |1 Moderado
DOMINIO: DS — Entregay Soporte (13 Procesos)
1. DS6 4 3 0,75: Alto
9: DS1,DS5,DS7 aDS13 4 4 1. Moderado
1. DS2 4 5 1,25. Bgjo
1. DHA 5 4 0,8: Alto
1. DS3 5 5 1: Moderado
DOMINIO: M — Monitoreo (4 Procesos)
4: Todos | 4 | 4 |1 Moderado

Nota: Fuente Propia. Datos tomados del Instrumento No. 2. Los procesos identificados por
su homenclatura COBIT son agrupados y contados en cada dominio por grupos de puntagjes
de Relevancia y Desempefio iguales. El riesgo autoevaluado se estima como la razén entre
el desempefio y larelevancia: < 1: Alto, 1: Moderado, > 1: Bgjo.

De acuerdo con los datos obtenidos en e Cuadro 5, puede observarse que la
autoevaluacion determina a proceso PO1L: Planificacion y Organizacion
como el proceso més critico con riesgo Alto, con la mayor relevancia (5) y
el menor desempefio (3). Complementariamente, deben considerarse otros
indicadores de vulnerabilidad de riesgo como la provision o ausencia de
auditoria (interna y/o externa) del proceso y e grado de formalizacion del
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proceso (existencia de contratos, convenios, acuerdos de niveles de servicio,
documentacion formal).

Procesamiento: esta categoria de contenido en € Instrumento 2, permite
determinar la Unidad Ejecutora del Proceso de Tl entre las unidades de
Tecnologia, Otras unidades, Terceros o No Informado obteniéndose los
siguientes resultados:

Cuadro 6

Unidades Ejecutoras de Procesos de T|

DOMINIOS PROC. TI OTR. | EXT.
PO: Planificacion y Organizacion 11 11 4 1
Al: Adquisicion e Implementacion 6 6 2 3
DS: Entrega y Soporte 13 13 5 3
M: Monitoreo 4 4 2 1
Total Procesos Ejecutados 34 34 13 6

Nota: Fuente Propia. Datos tomados del Instrumento No. 2. Los 34 procesos definidos por
COBIT son eecutados con participacion directa de la Vicepresidencia de TI, El
procesamiento de 13 procesos es compartido con otras unidades y 6 procesos comparten su
€jecucion con terceros externos.

Puede observarse en esta categoria de datos que la Vicepresidencia de
Tecnologia gecuta todos los procesos y comparte la gecuciéon con las
unidades usuarias en los procesos PO7 a PO10, Al5, Al6, DS1, DS3 a DS,
M1y M2, particularmente estos dos Ultimos con la Gerencia de Auditoria de
Sistemas. Los procesos €jecutados por terceros son PO4, “Definicién de la
Organizacion y de las relaciones de T1”, que merece una referencia especial
por cuanto en la actualidad, el Banco Sofitasa, adelanta estudios sobre la
alineacién del negocio con la estrategia de Tl a través de procesos de
Outsourcing con firmas especializadas en consultoria del &rea. El andlisis de
la g ecucion de procesos permite observar que en la organizacion existe una
conciencia especial respecto al valor de aplicacion del concepto de
Gobierno de Tl.

Estado: en esta categoria de contenido del Instrumento 2, se evidencia la
aplicacion de procedimientos y programas de Control Interno en todos los
procesos de Tl (Auditoria Interna) y solo 9 procesos poseen o han recibido
Auditoria Externa, lo cua deja una brecha o vacié importante en la
aplicacion de procedimientos de Evaluacion y Auditoria bajo enfoques de
Gobierno de Tl por parte de terceros que puedan apreciar con objetividad €l
estado actual de la Organizacion en estos procesos. Finamente, en esta
categoria, se obtiene informacion sobre € estado de formalizacion del
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proceso, determinandose qué de los 34 procesos, solo 24 poseen
documentacion formal. En el caso de procesos que hayan sido val orados con
Relevancia (4 o0 5), la ausencia de formalizacion implica un ato grado de
vulnerabilidad de riesgos, mayor alin cuanto mas bajo sea la valoracion del
desempefio; segun esta relacion los procesos POL: “Definicion de un plan
estratégico de Tl y DS6: “ldentificacion e imputacion de Costos’, no
formdizados y con (53) y (43) de Reevancia y Desempefio
respectivamente representan los Procesos de Tl (Objetivos de Control de
Alto Nivel) de estado critico respecto a riesgo, y por lo tanto, los procesos
sobre los que habria que apuntaar procedimientos de Evauacion y
Auditoria. Los valores obtenidos se representan a continuaci on:

Cuadro 7

Estado delos Procesosde Tl respecto a Auditoriay Formalizacion

DOMINIOS PROC. | AUI AUE | FOR.

PO: Planificacion y Organizacion 11 11 1 7
Al: Adquisicion e Implementacion 6 6 3 5
DS: Entregay Soporte 13 13 2 8
M: Monitoreo 4 4 3 4
Totales: 34 34 9 24

Nota: Fuente Propia. Datos tomados del Instrumento No. 2. Todos los procesos tienen
Auditoria Interna, solo 9 han recibido Auditoria Externa'y hay 24 procesos formalizados.
En el dominio PO, uno de los procesos no formalizados es el PO1 y en el dominio DS, no
estaformalizado el proceso DS6.

Responsables del Gobierno de TI: en esta categoria de contenido del
Instrumento 2, se identifican los responsables del Gobierno de Tl para cada
uno de los procesos y de acuerdo con los resultados puede calcularse la
distribucion de responsabilidad de los procesos de Tl en las unidades
organizacionales responsables, obteniéndose los resultados por dominio
presentados en € Cuadro 8.
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Cuadro 8

Unidades responsables del Gobiernode Tl

Unidades Responsables PO Al DS M TOT.
Direccion Ejecutiva 2 2
Gerenciade Tl 6 5 10 21
Gerenciade Auditoria de Sistemas 1 1 1 4 7
Gerencia de Recursos Humanos 1 1
Gerencia de Seguridad 2 2
Gerencia de Riesgos 1 1
TOTALES 11 6 13 4 34

Nota: Fuente Propia. Datos tomados del
responsabilidad del Gobierno de Tl paralos 34 procesos COBIT.

Instrumento No. 2. Distribucién de

De estos resultados se determina que € 61.7 % del Gobierno de los
procesos de TI, son responsabilidad de la Vicepresidenciade T, & 20.5 %
son responsabilidad de la Gerencia de Auditoria de Sistemas, la Direccion
Ejecutivay la Gerencia de Seguridad, cada una con € 6% y un 2.9% parala
Gerencia de Riesgos y la Gerencia de Recursos Humanos.

Con € Instrumento 3, “Matriz de Evaluacion de Procesos de Tecnologia de

Informacion y Grupos de Riesgos Asociados” se encuentra una ratificacion por parte
de la direccion de tecnologia del Banco Sofitasa, de la clasificacion establecida por
las referencias COBIT para los 34 procesos y los grupos de riesgos asociados. Lo
importante aqui, es poder establecer la relacion especifica entre los procesos PO1 y
DS6, diagnosticados como los procesos con mas alta vulnerabilidad de riesgo, y los
riesgos particulares asociados a estos procesos. Estas relaciones se presentan en €

Cuadro 9.
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Cuadro 9.

Riesgos asociados a los Procesos PO1y DS6 por Grupo de Riesgos

PROCESO DIRECCION INTER/INTRA SOLUCIONES CLIEN/SERV.

Nimero> [0 0| 0|0]|0 0/]0J1]1 1]1]1)1]1)1|1|2]2|2]|2

o
o
'_\

deRiesgo |1/2|3|4|5|6|7|8(9|0]1|2|3|4|5|6|7|8]|9]0|1]2|3

PO1 | X X X X X X X

DS6 X X

Nota: Fuente Propia. Datos tomados del Instrumento No. 3. Abstraccién de | os riesgos asociados alos
procesos POl y DS6, determinados como mas vulnerables en la autoevauaciéon diagnostica del
Gobiernode TI.

De acuerdo con los resultados de la autoevaluacion del Gobierno de Tl paralos
procesos definidos por COBIT y los grupos de riesgos asociados se determinan las
siguientes relaciones:

1. Riesgos del Proceso PO1: (a) De Direccion, 01- Iniciativas de Tl alineadas
con la estrategia del negocio, 03 - Utilizacion de la Tl para obtener ventajas
competitivas; (b) De Soluciones Empresariales, 13 — Fracaso a acanzar los
requerimientos de usuario, 15 - Incompatibilidad con la infraestructura
técnica; y (c) De Arquitectura Cliente / Servidor, 18 - Fracaso en los
requerimientos de coordinacion, 20 - Incompatibilidad con lainfraestructura
técnica, 23 - Elevados costos de propiedad.

2. Riesgos del Proceso DS6: (a) De Direccién, 05 - Reduccion de costos de la

propiedad de TI; y (b) De Soluciones Empresariales, 17 - Implementacion
costosa/complega
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CAPITULO IV

PROPUESTA: MODELO METODOLOGICO DE EVALUACION Y
AUDITORIA DE INFORMACION Y TECNOLOGIASRELACIONADAS

Definicién del M odelo M etodol 6gico.

El Modelo Metodolégico de Evaluacion y Auditoria de Informacion y Tecnologias

Relacionadas considerala definicion y aplicacion de los siguientes elementos:

N o o &

El Marco Referencial COBIT (COBIT Framework) con capacidad definible
de relaciones abiertas entre los elementos. procesos, requerimientos o
criterios de informacion y recursos de T1.

El conjunto de Objetivos de Control Especificos relacionados con € Marco
Referencial COBIT.

El conjunto de las Guias de Auditoria COBIT por Objetivo de Control de
Alto Nivel.

El Plan de Evaluacion y Auditoria definido por €l usuario del modelo.

Los alcances a ser cubiertos por e proceso de Evaluacion y Auditoria.

La evaluacion de los procesos (Objetivos de Control de Alto Nivel).

La evauacion de los Objetivos de Control Especificos detalados por
proceso.

La informacion detallada resultado de la aplicacién de las Guias de
Auditoria por proceso que sustentan € Informe de Evaluacion y Auditoria.
La opinion del Auditor sobre la aplicaciéon y resultados del Plan de

Evauacion y Auditoria con las observaciones y recomendaciones.

10. Laemisién del Informe de Evaluacion y Auditoria.
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Para la definicion del Modelo Metodologico de Evaluacion y Auditoria de
Informacion y Tecnologias Relacionadas, a continuacion se detalla cada uno de los
elementos enumerados anteriormente; luego se presenta un esquema genera de la
aplicaciéon del modelo propuesto reflggando con un diagrama de Flujo de Datos, los
diferentes procesos, entidades interfaces, almacenes de datos y flujos de datos.
Seguidamente, se presentan el disefio [6gico conceptua de la aplicacion de software
propuesta para la gecucion y validacion del modelo con datos de prueba para €
Dominio PO: Planificacion y Organizacion, proceso POL: Definicion de un Plan
Estratégico de Tl.

Elementos del M odelo

1. Marco Referencial COBIT (CObIT Framework). Como se explicd en las
bases tedricas de la presente investigacion, €l Marco Referencia COBIT
presentado por ISACF y e IT Governance Institute(2000), es el fundamento
tedrico y estructura de la presente propuesta de aplicacion metodol dgica.
En resumen, se toman en cuenta: (a) 4 Dominios de procesos de Tl: 1-PO:
Planificacion y Organizacion, 2-Al: Adguisicion e Implementacion, 3-DS.
Entregay Soporte, 4-M: Monitoreo; (b) 34 Procesos u Objetivos de Control
de Alto Nivel organizados por dominio de correspondencia: 1-PO: 11
procesos, 2-Al: 6 Procesos, 3-DS: 13 procesos, M: 4 procesos, (C) 7 criterios
de informacion de negocio:  1-Efectividad, 2-Eficiencia, 3-
Confidencialidad, 4-Integridad, 5-Disponibilidad, 6-Cumplimiento, 7-
Integridad; y (d) 5 Recursos de Tl: 1-Personas, 2-Datos, 3-Aplicaciones, 4-
Tecnologia, 5-1nstalaciones.

2. Objetivos de Control Detallados por proceso de T1. Los 318 Objetivos de
Control Especificos organizados por cada dominio y proceso COBIT son
tomados en cuenta dentro de la Base de Conocimiento del modelo. La carta
resumen de este conjunto de Objetivos de Control es presentada en €
(Anexo D), en e documento titulado COBIT 3rd. Edition Control
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Objectives emitido por e Comité Directivo de COBIT — ISACA y d IT
Governance Institute.

. Guias de Auditoria COBIT. Para los €efectos de aplicacion de los
Procedimientos de Auditoria posteriores a la evaluacion de los procesos de
TI, el modelo contempla la referencia, observacion y aplicacion de las guias
de auditoria organizadas por proceso.

. Plan de Evaluacién y Auditoria. El modelo permite definidor el Plan de
Evaluacion y Auditoria a ser desarrollado, indicando e periodo de la
auditoria, los usuarios Auditor, Supervisor y Revisor, y las fechas de
seguimiento. Este plan permitira su vinculacion con la definicion de
alcances del proceso de Evaluacion y Auditoria

. Alcance del Plan de Evaluacion y Auditoria. El modelo permite definir e
alcance, especificando el marco de aplicacion del Plan de Evauacion y
Auditoria a través de los dominios, procesos (Objetivos de Control de Alto
Nivel), criterios de informacion, recursos de T1 por proceso y Objetivos de
Control Especificos detallados por proceso.

. Evaluaciéon de los procesos (Objetivos de Control de Alto Nivel). La
evaluacion de los procesos seleccionados en el alcance, asociados a sus
correspondientes dominios, se logra a través de la relacion de dos variables
denominadas Relevancia (mide el grado de significancia e importancia del
proceso asignado por consenso entre el Gobierno de Tl y & Auditor) y
Desempefio (valora el grado de desempefio del proceso tomando en cuenta
el modelo de madurez para la capacidad de desarrollo de software definido
por e Software Engineering Institute. Estas escalas se representan en los
Gréaficos8y 9. Andliticamente, el indice de madurez del proceso se calcula

mediante larelacion (1):

1) IM=D/R
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Donde e Indice de Madurez (IM), representa una relacion directamente
proporcional a Desempefio (D) e inversamente proporcional ala Relevancia
(R). El dominio de D es [0,5], el dominio de R es [1,5] obteniéndose un
rango de[0,5] paralM.

Una vez obtenidos los IM por cada uno de los procesos correspondientes al
Dominio evaluado (en caso de la evaluacion total del dominio), se obtienen
los indices de evaluacién del dominio a partir de sus procesos, con las
siguientes expresiones analiticas:

(2 SR=XR (Sumatoria de Relevancias del Dominio)
3 SRM =5* NP (Sumatoria de Relevancias Maxima,
NP: NUmero de procesos del Dominio)
4 SD=%2D (Sumatoria de Desempefios)
(5) SDM =5* NP (Sumatoria de Desempefios Maxima)
(6) IR=SR/SRM (Indice de Relevancias)
(7 ID=SD/SDM (Indice de Desempefios)
(8) IMD=ID/IR (Indice de Madurez del Dominio)
9 SIM=XIM (Sumatoriade IM de los procesos
del Dominio)
(20 PIM = SIM / NP (Promedio de IM del Dominio)
(11) MD=PIM * IMD  (Madurez del Dominio)

Finalmente, de acuerdo con su IM (Formula 1), los procesos del dominio se
clasifican en procesos criticos (Riesgo Alto) si IM < 1, procesos estables
(Riesgo Moderado) si IM = 1, y procesos aceptables si IM > 1. Cuanto mas
cercaesté e valor IM de cero, mas critico y mayor vulnerabilidad a riesgos
tendrd. Cuanto més sea IM mayor que uno, méas aceptable y seguro serd
respecto a amenazas gque generen vulnerabilidad al riesgo. Estas mismas

interpretaciones valen para el andlisis del valor MD del dominio total.
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No Gerencia Optimiza

Existe Inicial Regular Definido do do
0 1 2 3 4 5

Modelo de 0 | Proceso no Aplicado o no Definido
Evaluacion 1 | Proceso Ad-hocy Desorganizado

del d A0 d 2 | Proceso Rutinario de Curso Regular

esempeno ae 3 | Proceso Documentado y Comunicado
los Procesosde Tl 4 | Proceso Monitoreado y Evaluado
5 | Proceso bajo las Meores Practicasy Automatizado

Grafico 8: Escala de evaluacion del desempefio de procesos de Tl basada
en e modelo de madurez definido por e Software Engineering Institute
para la capacidad de desarrollo de software.

No Poco Medio Muy
Relevante Relevante Relevante Relevante Relevante
1 2 3 4 5

Escala de valoracién de Relevancia de los Procesos y Objetivosde Tl

Grafico 9: Fuente propia. Escala de valoracién de Relevancia de los
procesos y objetivos de Tl
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7. Evaluacion de los Objetivos de Control Especificos. La evaluacion de los
objetivos control especificos detallados por cada proceso seleccionado en el
alcance, se obtiene mediante la aplicacion de dos variables denominadas
Relevancia (mide el grado de significancia e importancia del cumplimiento
del objetivo de control especifico, para e cumplimiento del objetivo de
control de ato nivel de proceso) y Valoracion (asigna € grado de
cumplimiento o ausencia del objetivo de control especifico parael proceso).
La escala de Relevancia es la misma utilizada para la evaluacion de los
procesos y mostrada en e Grafico 9. La escala para la Vaoracion se
representa en € Gréfico 10. Anaiticamente, e valor del Indice de
Evaluacion asociado a objetivo de control esta determinado por el

producto:

(12) IE=R*V

Donde € Indice de Evaluacion (IE), representa una relacion directamente
proporcional ala Relevancia (R) y alaValoracion (V). El dominio de R es

[1,5], €l dominio de V es[0,1] obteniéndose un rango de [0,5] para lE.

Una vez obtenidos los |E por cada uno de los objetivos correspondientes al
proceso evaluado (en caso de la evaluacion total del proceso), se obtienen
los indices de evaluacion del proceso a partir de sus objetivos de control

especificos, con las siguientes expresiones analiticas:

(13) SR=XR (Sumatoria de Relevancias del Proceso)

(14 SRM =5* NO (Sumatoria de Relevancias Maxima,
NO: Numero de Objetivos del Proceso)

(25) IR=SR/SRM (Indice de Relevancias del Proceso)
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(16) SIE=X IE (Sumatoria de |E de los Objetivos del

Proceso)
a7 PIE=SIE/NO (Promedio de |E del Proceso)
(18) ICP=PIE/ 5,00 (Indice de Control del Proceso - % de

Control del Proceso)

Finalmente, de acuerdo con su |E (Formula 12), los objetivos especificos del
proceso se clasifican en objetivos criticos (Riesgo Alto con Debilidades de
Control) si IE < PIE, objetivos estables (Riesgo Moderado) si IE = PIE y
objetivos aceptables (Riesgo Bgo con Fortalezas de Control) s IE > PIE.
Cuanto més cerca esté € valor IE de cero, més critico y generador de
vulnerabilidad ariesgos por lafata de control. Cuanto mas sea |E cercano a
5,00, més efectivo sera e control respecto a amenazas que generen
vulnerabilidad a riesgo. Estas mismas interpretaciones valen para € andlisis
del vaor ICP ddl proceso total.

Ausente Deficiente Regular Bueno Excelente

[
>

0,00 0,25 0,50 0,75 1,00

Escala de evaluacion de Objetivos de Control Especificosde Tl

Grafico 10: Fuente propia Escada de evaluacion de los Objetivos de
Control especificos de los procesos de Tl
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8.

10.

Informacion de aplicacion de las Guias de Auditoria. Con referenciaen las
Guias de Auditoria COBIT, documentadas en e modelo por cada proceso del
alcance del plan de auditoria, se registran los resultados de aplicacion y
desarrollo de los procedimientos de auditoria que sustentan el Informe de
Evauacion y Auditoria. EIl modelo permite el registro de la informacion de:
(8) Obtencion y comprension del negocio mediante el detalle de entrevistas,
personas, fechas, tematica, comentarios, referencias a instrumentos,
cuestionarios, checklist e investigacion documental pertinente a alcance de la
auditoria, determinacion de informacion sensitiva, indicadores claves de
desemperio. referencias a documentos, andlisis de entrevistas y observaciones
complementarias, (b) Resultados de la evaluacion de los controles de Alto
Nivel (Procesos por Dominio) y de los Objetivos de Control Especificos por
proceso con los indicadores de evaluacion obtenidos por la aplicacion de los
métodos del modelo y estudio de los factores criticos de éxito mediante la
aplicacion de los principios de auditoria profesional; (¢) Conformacion de la
valoracion de la evaluacion y auditoria mediante examenes de pruebas de
cumplimiento y sustantivas , correspondencia con las prescripciones,
determinacion de evidencias y justificativos de las eval uaciones con referencia
a los papeles de trabajo de la auditoria; (d) Confirmacion y verificacion del
riesgo con el desarrollo de actividades anditicas y/o complementarias con
fuentes de consulta satisfactorias como soporte de la opinidn, documentaci én
sobre debilidades, amenazas y vulnerabilidades identificando y documentando
las situaciones de impacto de los riesgos actuales y futuros detectados.
Opinion del Auditor. El modelo facilita el registro de informacion sobre la
aplicacion y resultados del Plan de Evaluacion y Auditoria por cada proceso
(Objetivo de Control de Alto Nivel) asociado a la definicion del acance,
indicando las observaciones y recomendaciones para el Informe de Auditoria.
Emision del Informe. La emision del informe de Evaluacion y Auditoria en
cumplimiento del plan, incorporando € resumen de informacion contenida en

el registro de opinion anterior.
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DFD DE CONTEXTO DEL MODELO METODOLOGICO DE AUDITORIA DE TI

AUDITORIA
EXTERNA
DE TI
ALTA GERENCIA UNIDAD DE
DEL NEGOCIO GOBIERNO DE Tl
Planes de Auditoria
Planes de NegoCio sl MODELO METODOLOGICO ~f}—————Planes de Tl
DE AUDITORIA DE
INFORMACION Y
TECNOLOGIAS
Operaciones del NegoCio s RELACIONADAS ~f}—Planes de Control Interno
OTROS UNIDAD INTERNA
USUARIOS DE
DE TI AUDITORIA DE TI

Grafico 11. Fuente propia, DFD contextual (Nivel 0) del Modelo Metodol 6gico de Evaluacion 'y
Auditoriade TI
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DEL NEGOCIO

KNOW HOW
DEL NEGOCIO
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INFORME Y
OPINION DE
AUDITORIA

Grafico 12. Fuente propia, DFD (Nivel 1) del Modelo Metodol 6gico de Evaluacion y Auditoriade T
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Disefio dela Propuesta de Software para la I mplantacion del Modelo

Seguidamente, se presentan el disefio 16gico conceptua de la aplicacion de
software propuesta para la ejecucion y validacion del modelo. A continuacién y en
este orden se presenta e modelo [6gico de datos a nivel de entidades, el disefio fisico
de la base de datos (denominada COBIT), el modelo relaciona de la base de datos, €
disefio de formularios de captura y consulta, e informes de datos y resultados de los
procesos de evaluacion de procesos (Objetivos de Control de Alto Nivel) y Objetivos
de Control Especificos por proceso. Para la implantacion fisica de los componentes
de software expuestos en el presente modelo se ha utilizado como herramienta de
desarrollo e implantacion el software Microsoft Access 2000. La muestra de disefio
presentada no intenta representar la totalidad formal de una aplicacion para el usuario
final, sino la representacion factible del modelo de software que puede desarrollarse
para satisfacer los requerimientos de aplicacion ded Modelo Metodologico de
Auditoria de Informacion y Tecnologia Relacionada. Para facilitar su comprension y
visualizacion, se adimentaron las estructuras con datos de prueba para el Dominio PO:
Panificacion y Organizacion, proceso PO1: Definicion de un Plan Estratégico de TI,
considerando la importancia de las actividades, tareas y objetivos del proceso de
planificacion estratégica de Tl parala aineacion de los objetivos del negocio con los
procesos de TI. También como referencia a resultado diagnostico del presente caso
de estudio, en €l cual los procesos PO1 y DS6 resultaron ser autoeva uados como |os
procesos mas sensibles a riesgo por parte del grupo de trabagjo entrevistado. Es
importante, mencionar en esta parte, que los datos de prueba que se presentan a
continuacion en e modelo de software, no corresponden estrictamente a la realidad
del caso de estudio, los cudes, por la confidenciadlidad y sensibilidad de la
informacion parala seguridad de la organizacion Banco Sofitasa, no son utilizados en

toda su dimension.
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Modeo L 6gico Conceptual de Datos
Entidades
Representacion del Marco Referencia COBIT (COBIT Framework):

1. Dominios: Dominios COBIT

2. Procesos: Procesos (Objetivos de Control de Alto Nivel) por dominio

3. Criterios: Criterios o requerimientos de informacion del negocio indicando tipo
de criterio (P)rimario, (S)ecundario

4. Recursos: Recursosde Tl

5. Procesos-Criterios: Criterios de informacion asociados a procesos

6. Procesos-Recursos. Recursos asociados a procesos

Representacion del Marco de Control:
7. Objetivos: Objetivos de Control Especificos detallados por proceso

8. Guias-Auditoria: Guias de Auditoria por proceso

Representacion del Modelo integrado a Marco Referencial y de Control:

9. Planes: Registro de planes o revisiones de evaluacion y auditoria

10. Alcances. Registro de procesos y objetivos asociados a plan de auditoria con
indicacion de la evaluacion por objetivo detallado

11. Evaluacion: Registro de procesos asociados a plan de auditoria con indicacién
de laevauacion por proceso (Objetivo de Alto Nivel)

12. Relevancias. Escala de valores de significancia e importancia de procesos y
objetivos detallados por proceso

13. Desempefio: Escala de valores del nivel de desempefio o madurez de |os procesos
u objetivos de control de alto nivel.

14. Valores. Escala de valoracion dd cumplimiento o ausencia de objetivos de

control detallados por proceso
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Disefio Fisico de Entidades (M S Access-2000)

El disefio fisco de las entidades para e modelo propuesto se implantd
utilizando & manejador de bases de datos de Microsoft Access 2000. Las tablas
definidas en el modelo |6gico de datos se disefiaron fisicamente en una base de datos
de nombre cobit.mdb como puede observarse en el Grafico 12. Para los efectos de
identificacion del disefio fisico de las tablas contenidas en esta base de datos, todos

los esquemas gréficos de las tablas son referidos a Gréfico 12.

Abrir [ Disefin SNuevo | 2 Bp e S
Objetos Mombre | Tipa
Tahlas Crear una tabla en vista Disefio
Coms... E,?,_l Crear una tabla utiizando el asistente
[#[|  Crear una tabla introduciendo datos
Form... falcances Tabla
B mfor... Critetios Tabla
E Paginas Desempefios Tabla
7 Macros Dominios Tabla
) Evaluacion Tabla
@ Madu... Guias-Auditoria Tahla
GrUpos Objetivos Tahla
(%] Favo... Flanes Tabla
Procesos Tabla
Procesos-Criterios Tabla
Procesos-Recursos Tabla
Recursos Tahla
Relevancias Tabla
Yalores Tabla
4| | r

Gréfico 13. Implantacion del disefio fisico de la base de datos del modelo
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B Dominios : Tabla M=] Ed

Mombre del campo Tipo de datos Descripoion -
%% M Dorninio Texto Zodigo del dominio
Mombre_Dominio Textn Descripcicn del dominio ;I

Mombre del campo Tipo de daktos Descripion -
B | Caminio Textn Codign de dominio
% |Proceso Texto Zodign de proceso
| |Mombre_Proceso Texto Descripcion de proceso
| |Requerimiento Mo Requerimientos de informacian
| |Posibilidad Memo Se posibilita par. ..
Caonsideracion e Tarna en consideracidn, .. ﬂ

B Criterios : Tabla M=] 3

Mombre del campo Tipo de datos Descrpion -
&M Criterio Texka Murmero de crikerio
Mambre_Criterio Texta Descripoidn de criterio LI

B Recursos : Tabla _ O] x|

Mombre del campo Tipo de datos Descripion -
% |Recurso Texto Murmero de recurso
P | Mombre_Recurso Texto Descripoion de recurso ;I

B Procesos-Criterios : Tabla =] 3

Mombre del campo Tipo de datos Descripcion -
Proceso Textn Codigo de proceso
Criterio Texka Mumero de crikerio
Tipo-Criketio Tewtn Tipa de criterio (Pirimaria - (S)ecundario ;I
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B Procesos-Recursos : Tabla =] B3

Mombre del campo Tipo de datos Descrprion -
H Proceso Texto Zodign de proceso
Recurso Texta Mumern de recursao j

B Objetivos : Tabla _ O] x|
Y

Mombre del campo Tipo de datos Descripoion
% [Proceso Texto Zodign de proceso
|F | Obijetivo Textn Codigo de objetivo de contral
| |Mombre-Obietivo Memo Descripcion del obejtivo de conkrol
B [ Descripcidn-Conkral Memo Descripcion de técnicas de conkrol j

B Guias-Auditoria : Tabla M=] 3
s

Mombre del campo Tipo de datos Descrpcion

|7 |Procesa Texto Zodign de proceso
Entreviskando-A Memo Relacidn de personal a entrevistar
Obteniendo Memo Informacian que debe obtenerse
Considerando-Si Memo Consideraciones sobre la informacian
Examinando-Cue Memo Examenes que deben hacerse

| |Desarrollanda Merno Actividades que deben desarrallarse

P | Identificando Memo Identificacion de situaciones de riesgo i

Mombre del campo Tipo de datos Descrpion -
| Y Flan-Auditaria Texto Codigo del plan de auditoria
Empresa Textn Descripoidn de la empresa auditada
Auditor Texto Mombre del auditor responsable
SuUperyisor Texto Mombre del supervisor inkerno
| |Fecha-Inicio Fecha/Hora Fecha de inicio del plan
Fecha-Final Fecha/Hora Fecha de finalizacion del plan
Fecha-Sequimniento Fecha/Hora Fercha de la ultima revisidn
Revisar Texko Mombre del revisor ;I
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B Alcances : Tabla M=] B3
s

Mombre del campo

Tipo de datos

Descripoion

EH Flan
% |Proceso
% | Obijetiva
| [ walor

| |Relevancia

Texto
Texka
Texto
Mmero
Mimero

Cadigo del plan de auditoria

Cadigo del proceso a auditar

Cadigo del objetivo a evaluar
Yaloracidn del objetivo evaluado
Relevancia asiganada al objetivo il

B Evaluacion : Tabla _ O] x|

Mombre del campo

Tipo de datos

Descripion -

KL
% |

Flan

Proceso
Relevancia
Desempelio
Entrevistas
Obtenciones
Consideraciones
Examenes
Desarrollos
Identificaciones
Qpinion

Texka
Texto
Mmera
MUmero
Mermo
Mero
Mermo
Mema
Mermo
Mema
Mermo

Codigo del plan de auditoria

Codigo del proceso evaluado

Relevancia asignada al procesa

Mivel de desempenio asignado al proceso

Detalle de entrevistas realizadas

Detalle de la informacion obtenida

Detalle de las consideraciones komadas en cuenta
Examenes aplicados v papeles de trabajo
Actividades desarrolladas

Detalle de situariones ed riesgo identificadas
Resumen de opinidn del auditor para el informe ;I

B Relevancias : Tabla _ O] x|
Y

Mombre del campo

Tipo de datos

Descripion

u

Relevancia
Descripcion

mmeEro
Texto

Codigo de relevancia de procesos v objetivos
Descripcion de relevancia

B Desempeiios : Tabla _ O] x|
Fe

Mombre del campo

Tipo de datos

Descriprion

i

Desempelio
Descripcion
Zarnenkaria

MUmero
Texto
Texka

Codigo del nivel de desemperfio de procesos
Descripcion breve del desemperio
Comentatio amplio del nivel de desemperio j

B Yalores : Tabla _ O] x|

Mombre del campo

Tipo de datos

Descripion -

u

Walor
Descripcion

MmEro
Texto

Yalor de evaluacidn de objetivos de contral

Descripion de la waloracion de evaluacion =
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Disefio Relacional dela Base de Datos

=" Relaciones

Procesos-Criterios

Darninic Proceso
Proceso Criteria

m Marnbre_Procesa Tipo-Criterio
Requerimiento
Fsi

Consideracion —
Proceso

Recurso

Dbjetivos

Proceso

-
Marmbre-Cbjetivo
Descripcidn-Conkral

vaorcs
Yalor

Descripcion

Relevancias

Relevanda
Descripcion

Desemperios

Desempeno
Descripcion
Comentario

Criteno
Mornbre_Critetio

Marmbre_Dorinia

Requrso
Mombre_Recurso

Planes |
Plan-Audioria
Empresa

Auditor

Supervisor
Fecha-Inicio
Fecha-Final

Fecha-Seguimiento m

Rewisor Plan

Relevancia
Desempenio
Entrevistas
Obtenciones
Consideraciones
Examenes
Desarrollos
Identificaciones
Cpinidn

Guias-Auditotia

Proceso
Entrevistando-a
Obteniendo
Considerando-5i
Examinando-Que
Desarrallando
Identificando

ki M

Gréfico 14: Disefio relaciona de labase de datos del modelo
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Disefio de Entrada y Salida

Para los efectos de captura de datos de los registros de prueba del modelo se
disefiaron formularios de entrada y consulta de datos y en e caso de datos extensos
para ciertas categorias de informacion se disefiaron informes que permiten visualizar
y comprender la gjecuciéon del modelo de auditoria 'y control. Los datos de prueba se
relacionaron con e domino PO: Planificacion y Organizacion, proceso PO1:
Definicion de un Plan Estratégico de T, para € cua se asignaron en el alcance del
modelo los 11 objetivos de control detallados y especificos a proceso en evaluacion.

En los formularios que se presentan a continuacion, se han hecho abstracciones
de agunos registros de entrada para las diferentes categorias de datos e
inmediatamente a continuacion se presenta un formulario de consultasi son pocos |os
registros contenidos en la categoria de datos, o un informe si los datos de |a categoria
Son extensos para ser presentados en una consulta. El objeto de las presentaciones
siguientes, formularios e informes, es visuadizar en la practica las diferentes
relaciones de datos del modelo propuesto y los mecanismos de evaluacion y
procedimientos de auditoria desde la fase de planificacion hasta la fase de opinion
pasando por lafase de evaluacion y examen.

El orden de exposicién de los elementos de entrada y salida se corresponde con
el orden de gecucion del modelo segin e DFD propuesto en € Grafico 11 que se
resume en los siguientes procesos generaes: (1) Mantenimiento del Marco
Referencial COBIT (COBIT Framework): Dominios, Procesos, Criterios, Recursos,
Mantenimiento de Objetivos de Control Detallados y Guias de Auditoria; (2)
Mantenimiento de Planes de Auditoria; Definicidn de Alcance de la Auditoriaanivel
de Procesos y Objetivos; (3) Evauacion de Procesos por Dominio; (4) Evaluacion de
Objetivos de Control Especificos Detallados por Proceso; (5) Aplicacion de Auditoria
segun las Guias y Procedimientos y Emitir € Informe y Opinion. (Este ultimo

proceso consta del registro de lainformacion y opinion paraaimentar el informe).
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Gréfico 15: Formatos de Entrada / Salida

H Dominios !EI E

Dominio PO

Mombre Dominio |Flanificacian v Organizacidn

Reqgistro: Hl 1 || 4 bk |H |He| de 4

gzl Dominios Consulta : Consulta de seleccion =]
Diaminio Mombre Dominio
Al Adguisicion e Implementacion
[ Entrega v Soporte
Pyl bonitoren

F'I-mmr acidn v Qrganizacian

Fle-;ustrn:u I || |H |H*| de ¢
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B3 Criterios

Criteno

Mombre_Criterno

=10} x|

1

Efectividad

Registro; LILI

1 ov | v1]r#| de 7

g=f Criterios Consulta : Consulta de seleccion [l [=] EY

| Criterio ‘ Mombre Criterio -
2 Eficiencia

3 Confidencialidad |
4 Integridad

5 Dizponibilidad

b Cumplimiento

7 Integridad -

Registro: 14 < || 1 k| rr|rs]| de 7
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H Recursos !E[

Recurso 1

Mombre Recurso |FPerzonas

Feqgistro: HI 1 || 1k IH IHEI de 5

Fecurso Mombre Recurso -
AN Personas
2 Diatos
3 Aplicaciones
4 Tecnologia
= Instalaciones -
Reqistro: H| 1 || 1k |H IHfl de 5
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B Dominios-Procesos

b
D ominio I PO

Hombre_Dominio |F'Ianifiu:an:iu:'un y Organizacian

Procesos:

- 10] x|

Control sobre el proceso de Tl de:

4 |Definiu:i-iun de un Flan Estrategico de TI
que satisface los requerimientos de neqocio de: |PO1

Lograr un balance dptimo entre las oportunidades de
Tecrologia de Informacian v loz requermientos de Tl de
hegocio, a3 como para asegurar sus logros fukuros.,

se hace posible a través de: (Declaracion de Control)

IIn proceso de planeacion estratégica emprendido en
intervalos regulares dandao lugar a planes a largo plazo.
Log planes a largo plazo deberadn ger traducidos
periddicamente en planes operacionales estableciendo

¥ toma en consideracion: {Practicas de Control)

- definicidn de objetivo: de negocio v necesidades de TI

- inwentanio de soluciones tecnoldgicas e infraestuctura
actual

- zervicios de vigilancia techoldgica

registro: M [ 1 v |rile#] de 11 1] I
Reqistro: Hl 4 ” 4k |p| I}-*-I de 4

o
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E Dominios-Procesos

»
D ominio I PO

Hombre_Dominio |F'Ianifin:au:iufun y Organizacian

Procesos:

=10] x|

Control sobre el proceso de Tl de:

» |.-i‘-.dministra|:iniun de calidad

PO11

que satisface los requerimientos de neqocio de:

Satizfacer loz requenmientoz del cliente

se hace posible a traves de: (Declaracion de Control)

La planeacion, implementacian y mantenimiento de
estandares v ziztemas de admimztracion de calidad por
parte de la arganizacion

v toma en consideracion: {Practicas de Control)

- estiuctura del plan de calidad

- responhzabilidades de aseguramiento de la calidad

- metodologia del ciclo de wida de desarrollo de sistemas
- pruebaz y documentacian de sistemas y programas

.

Reqistro: H|4||—11 b enr#] de 11 1] |
Registrao: H| 4 || 4 F |p| |He| de 4

5
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E Dominios-Objetivos =] E3

> Crornirio IW
Mombre_Dominio IP‘Ianifi-:ar:in:'ln w Organizacidn
Procesos:
FProcezo Mombre_Proceso 1=
b IP‘D'I IDefini-:i-:'-n de un Flan Eztrategico de Tl
|F"I:IE |Defini-:i-:'-n de la Arquitectura de Informacidn ;l
registro: 14| < [T 1 e |ri]r#] de 11
Objehvos:
Objetivo Mombre-Objetivo 1=
> I'I N Tecnologia de Informacian como parte del Plan de la

Organizacidn a carto v largo plazo.

Descripcion del Objetivo de Control

La alta gerencia zera la rezponzable de dezarrollar & implermentar planes a largo u
corto plazo que zatizfagan la mizidn v las metaz de la organizacian. A este respecto,
la alta gerencia deberd azegurar que loz problemas de techologia de informacidn,
azi como lag oportunidadesz, sean evaluados adecuadamente v reflejadoz en loz
planesz a largo v corto plazo de la organizacian.

I'I 2 Flan a largo plazo de Techologia de Informacian

Registra: 14 | < ||| 1 k| r1]r%] de &

Reqgistro: Hl A II 4k |H |H+c-| de 4
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B Dominios-Objetivos =] 3

> Crorminio IF'I:I

Mombre_Dominio IF'Ianifi-:a-:i-:'-n » Qrganizacian

Procesos:

|»

Procezo Mombre_ Proceszo

» |F"I:I‘I |Definin:i-iun de un Plan Eztrategico de TI

|F"I:I2 |Defini-:i-i-n de la Arquitectura de Informacicn ;l
Reqistro: Hl 4 || 1 * |H |H*| de 11
Objetivos:

1

Objetivae MHombre-Objehivo

|1 5 Planeacian a corto plazo para la Funcion de Servicios
de lnformacian

Deszcripcion del Objetivo de Control

La Gerencia de la funcian de servicioz de informacian deberd azegurar que el plan a

largo plazo de techologia de informacidn zea traducido regularmente en planes a

corto plazo de techologia de informacian. Eztos planesz a corto plazo deberan

azegurar que =2 asignen los recursosz apropiados de la funcidn de servicios de

technologia de informacidn con una base conzistente con el plan a largo plazo de

tecnologia de informacion. Los planes a corto plazo deberan ser reevaluados v J
rmndificadnz neriddicamente sennn se considere necezarin resznnndiendn a las

» |1 B Ewaluacidn de Sistemas Existentes

=

Registra: 14| « || & ke |r%] de &

Reqgistro: HI 4 II 4 Bk |H |HE| de 4
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ES Criterios de Informacion por Proceso

4 Dominio IF"EI

Mombre-Dominio |F"Ianifin::an:iniun y Organizacian

Procesos:

=10 x|

Proceso Mombre Proceso

» |F'I:I1 |Definici|fun de un Plan Estrategico de T

Criterioz de Informacion:

|FOZ2  |Definicidn de la Arquitectura de Informacisn

Reqgistro: H| 4 || 1k |H |HE| de 11

Reqistro: H| 1 ” 3|k |H |H9| de 3

Criterio | Mombre-Criterio Tipo-Criterio
|1 Efectividad
2 Eficiencia

Registro: H| 4 || 4 » |p| |H¢.| de 4
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B3 Criterios de Informacion por Proceso

4 D ominio IF'I:I

Mombre-Dominio |Plar'|ifin::an::i|:'un y Organizacidn

Proceszos:

=] E3

Proceso MNombre_Procezo

L3

|F'EIE| |Evaluac:i-:’un de riesgos
|PO10 [Administracion de provectos
Reqgistro: H| 1 || 9k |H |H9| de 11

Criternioz de Informacion:

i 1

Criterio | Maombre-Criterio

Tipo-Criteria

Efectividad
Eficiencia
Confidencialidad
Integridad
Disponibilidad
Cumplimiento

7 Integridad

F.legisl:rn: H| 1 || 1 |H |H9| de 7

oM e R =

L7 L™ ™ ™ Lo

LI —

j
B

Registro: H| 4 || 4 F |p| |H¢.| de 4
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Criterios de Informacion por Proceso

Dominio/ Procesos Requerimiento

Criterios Tipo

PO Planificacion y Organizacion

PO1

Definicién de un Plan Estrategico de Tl

Lograr un balance 6ptimo entre las
oportunidades de Tecnologia de

Informacién y los requerimientos de Tl de
negocio, asi como para asegurar sus logros

futuros.

1
2

Definicién de la Arquitectura de Informacion

Organizar de lamejor maneralos sistemas

deinformacién

A W N P

Determinacion de ladireccion tecnol 6gica

Aprovechar |atecnologia disponible o
tecnol ogia emergente

1
2
Definicion delaorganizacion y de lasrelaciones de Tl
Prestacién de serviciosde Tl
1
2

Manejo delainversiéon

Asegurar € financiamiento y el control de
desembol sos de recursos financieros

Comunicacion de ladireccion y aspiraciones de lagerencia

Asegurar € conocimiento y comprensién
del usuario sobre dichas aspiraciones

110

Efectividad

Eficiencia

Efectividad
Eficiencia
Confidencialidad
Integridad

Efectividad

Eficiencia

Efectividad

Eficiencia

Efectividad
Eficiencia
Integridad

Efectividad

Cumplimiento

nw 0w 0w T

S
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Dominio/ Procesos

PO7

PO10

PO11

Reguerimiento

Administracion de recursos humanos

Maximizar |as contribuciones del personal
alosprocesosde Tl

Aseguramiento del cumplimiento de requerimientos

Evaluacion de riesgos

Cumplir con obligaciones legales,
regulatorias y contractuales

Asegurar € logro delos objetivosde Tl y
responder alas amenazas haciala
provisién de servicios de Tl

N o o~ W N P

Administracion de proyectos

Administracién de calidad

Establecer prioridades y entregar servicios

Criterios  Tipo

Efectividad

Eficiencia

Efectividad
Cumplimiento
Integridad

Efectividad
Eficiencia
Confidencialidad
Integridad
Disponibilidad
Cumplimiento
Integridad

oportunamente y de acuerdo a presupuesto

deinversion
1

Satisfacer los requerimientos del cliente
1

2
4
7

111

Efectividad

Eficiencia

Efectividad
Eficiencia
Integridad
Integridad

w W T T T 0 n

»w T TV T
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B Recursos por Proceso !IEI E
* | Dominio [FO =

Mombre_Dominio |F'Ianifin:an:iufun y Organizacian

Procesos:
Proceszo Mombre_Proceso 1=
» |F'EI'I |Definin:infun de un Plan Estratégico de TI
[P0z |Definicidn de la Arquitectura de Informacian |

Reqistra. HI 1 II 1k IH IHEI de 11

Procezosz-Recurzos:

Fecurso Maombre Fecurso
b1 Fersonas
2 Datos
3 Aplicaciones i
4 Tecnologia
] Instalaciones
#*

registro: 14| <[ 1 v |mir#|des -
Registro: H| 4 || 4 » |p| |Hc-| de 4
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B Recursos por Proceso !EI E
4 Dominio PO ﬂ

Mombre Dominio |Flanificacian y Organizacian

Procesos:
Procezo Mombre_Procezo =
|F'EI1 |Definic:infnn de un Plan Estrateqico de T
|PO2  |Definicién de la Arquitectura de Informacin j

Reqgistro: HI 1 II A IH IH&I de 11

Procesoz-Recursos:
Fecurso Mambre Recurso

b2 Datos
5 lnstalaciones

Reqistra: H| 1 || 4 ¥ |p| |HE| de 4
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Recursos por Proceso

Dominio/ Procesos Posibilidad Recur sos

PO Planificacion y Organizacion

PO1

Definicién de un Plan Estratégico de Tl
Un proceso de planeacion estratégica emprendido en
interval os regulares dando lugar a planes alargo plazo.
Los planes alargo plazo deberén ser traducidos peri édicamente en
planes operacional es estableciendo metas claras y concretas a corto
plazo

Personas

Datos

Aplicaciones

Tecnologia

a A W N P

Instalaciones

Definicién de la Arquitectura de Informacion
La creacion y mantenimiento de un model o de informacion
de negocios y asegurando gue se definan sistemas
apropiados paraoptimizar la utilizacién de estainformacion
2 Datos
5 Instalaciones
Determinacion de la direccion tecnol 6gica

La creacion y manteni miento de un plan de
Infraestructura tecnol égica
3 Aplicaciones

4 Tecnologia

Definicién delaorganizacion y de las relaciones de Tl

Una organizacion conveniente en niimero y habilidades, con tareas
y responsabilidades definidas y comunicadas

1 Personas
Manejo delainversién
Presupuestos periddicos sobre inversiones y operacion
establ ecidos y aprobados por € negocio

1 Personas

2 Datos

3 Aplicaciones
4

Tecnologia

Paginal de 2
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Dominio/ Procesos Posibilidad Recur sos

PO6 Comunicacion deladirecciony aspiraciones delagerencia

politicas establecidas y transmitidas ala comunidad de

usuarios; ademés, se necesita estédndares paratraducir

las opciones estratégicas en reglas de usuario précticas utilizables
1 Personas

PO7  Administracién de recursos humanos
Técnicas solidas para administracion de personal
1 Personas
PO8  Aseguramiento del cumplimiento de requerimientos externos
Laidentificacion y andlisis de los requerimientos
externos en cuanto a su impacto en Tl, y llevando a cabo
|as medidas apropiadas para cumplir con ellos

1 Personas
2 Datos
5 Instalaciones

PO9 Evaluacién deriesgos
La participacion de la propia organizacion en la
identificacién deriesgosde Tl y en el andlisis de
impacto, tomando medidas econdémicas para mitigar |0s riesgos
Personas

1

2 Datos

3 Aplicaciones
4 Tecnologia

PO10 Administracién de proyectos
Identificacion y priorizacién de los proyectos en linea
con € plan operacional por parte delamisma
organizacién. Ademas, la organizaci én debera adoptar y aplicar
sélidas técnicas de administracion de proyectos para cada proyecto
emprendido
1 Personas
2 Datos
3 Aplicaciones
4 Tecnologia
PO11 Administracién de calidad
La planeacion, implementacion y mantenimiento de
estandares y sistemas de administracion de calidad por

Personas
Datos
Aplicaciones

Tecnologia
Instalaciones

a b W N

Pégina2 de2
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B Planes de Auditoria =] 3
2
Modelo Metodologico de Evaluacion y Auditoria de Tl - Basado en CObIT

Plan-Auditoria |2I:II]4-EIB-'I

Empresa |Banu:-:| #-DATOS DE PRUEBA SIM WVALOR REAL -
Auditor |.-’-'-.uu:|itu:|r 1
Supervizor |.-’-'-.uu:|itu:|r Jefe

Fecha-Inicio I 1/02/2004
Fecha-Final I /08,2004
Fecha-5eguimiento I 15/08/2004

Revizor |Gerente de Auditaria

Reqistro: HI 4 II 1k IH IH9| de 3

Plan-Auditoria Empresa Auditar Supemisar Fecha-Inicio | Fecha-Final | Fecha-Segu Fevisor
b | 2004-08-1 Banca - DATOS DE PRUEBA SIN WALOR REAL - Auditar 1 Auditar Jefe 01/05/2004) 310852004 15/03/2004 Gerente de Auditari
. 2004-12-1 Corparacian Sur del Lago Azul Auditar 3 Auditar Jefe 03/01/2005 Gerente de Auditori
2005-01-1 Technolagy Caonsulting Auditar 1 Gerente de Riesgo  15/01/2005 Auditor de Sistema:

Reqistro: HI 4 || 1k IPI |H+| de 3
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H Planes-Procesos

[=] £

4 Modelo Metodoldgico de Evaluacion y Auditoria de TI - Basado en CObIT
Empreza |Earn::u % - DATOS DE PRUEBA SIN VALOR REAL -
Plan-Auditoria |2EIEI4-EIB-1 Fecha-Inicio I 01/08/2004
Auditor |.f3.u|:|it|:ur 1 Fecha-Final I 31./08/2004
Supervizor |f-‘-.u|:|itn:|r Jelte Fecha-5 equimiento I 15/08/2004
Revizor |Gerente de Auditonia
Alcances a Mivel de Procesos: [Objetivos de Control de Alto Hivel)
Proceszo Relevancia Dezempeno -
F[P E 3[Défirido
Definician de un Plan E shateqico de TI Muy Relevante Procesos Documentados v Comunicados
PO2 B 4 |Gerenciadn
Definicion de la Arquitectura de Infarmacian Relevante Procesos Monitoreados y Evaluados
P03 B 4 |Gerenciadn
Determinacion de la direccion techoldgica Relevante Procesos Monitoreados v Evaluados
PO3 BE 4 |Gerenciadn

Azeguramienta del cumplimiento de requenmientos extermos

iy Relevante

Frocesoz Monitoreados v Evaluados

| v

Registra; 14| 4 || 1 v v ]e#|de 11

—
«

o

Reqiskro; I1| 1 || 1} |H |H*| de 3
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Evaluacion de Procesos

Plan 2004-08-1 Empresa Banco X - DATOS DE PRUEBA SIN VALOR -
Auditor:  Auditor 1 Fecha-Inicio 01/08/2004
Fecha-Final 31/08/2004
Indicede
Dominio/ Proceso Relevancia Desempefio Madurez

Dominio: PO - Planificacién y Organizacion

PO1 Definicion deun Plan Estratégico 5 Muy Relevante 3 Definido 0,6
deTI
Procesos Documentados y Comunicados
PO2 Definicion dela Arquitecturade 4 Relevante 4 Gerenciado 1
Informacion
Procesos Monitoreados y Evaluados
PO3 Determinacion deladireccion 4 Relevante 4 Gerenciado 1
tecnol dgica

Procesos Monitoreados y Evaluados
PO4 Definicion delaorganizaciony de 4 Relevante 5 Optimizado 1,25
laselacionesde Tl
Procesos bgjo las Mg ores Practicas y

Automatizados

PO5 Mangodelainversiéon 4 Relevante 5 Optimizado 1,25
Procesos bgjo las Mg ores Practicas y
Automatizados

PO6 Comunicacion deladirecciony 5 Muy Relevante 5 Optimizado 1

aspiraciones de lagerencia
Procesos bgjo las Mg ores Practicas y
Automatizados
PO7  Administracién de recursos 4 Relevante 5 Optimizado 1,25
humanos

Procesos bajo las Meores Practicas y
Automatizados
PO8 Aseguramiento del cumplimiento 5 Muy Relevante 4 Gerenciado 0,8
de requerimientos externos
Procesos Monitoreados y Evaluados

PO9 Evauacion deriesgos 4 Relevante 4 Gerenciado 1
Procesos Monitoreados y Evaluados

PO10 Administracion de proyectos 4 Relevante 4 Gerenciado 1
Procesos Monitoreados y Evaluados

PO11 Administracion de calided 4 Relevante 4 Gerenciado 1

Procesos Monitoreados y Evaluados

Pagina 1de?2
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Evaluacion de Procesos

Plan 2004-08-1 Empresa Banco X - DATOS DE PRUEBA SIN VALOR -
Auditor:  Auditor 1 Fecha-Inicio 01/08/2004
Fecha-Final 31/08/2004
Indicede
Dominio/ Proceso Relevancia Desempefio Madurez

Dominio: PO - Planificacién y Organizacion

Totalesdel Dominio: 43/55 43/55 11,15
Indices del Dominio: 0,78 0,78 1,00
Promedio del Dominio: 1,01
Madurez del Dominio: 1,01

Resumen: (indicesde M adur ez de Procesos)
Procesos Criticos. (Riesgo Alto)
PO1 =0,6; PO8=0,8

Procesos Estables: (Riesgo M oder ado)
PO2, PO3, PO6, PO9, PO10, PO11

Procesos Aceptables: (Riesgo Bajo)
PO4, PO5, PO7

Pagina 2de?2
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|
H B2 Planes-alcances _ O] x|

’ Modelo Metodologico de Evaluacion y Auditoria de Tl - Basado en CObIT
Empresa: [Banco X - DATOS DE PRUEBA SIN VALOR REAL -

Plan-Auditoria I2004-DB-1 Fecha-Inicio I m/08/2004
Auditor |.-’-'-.uditnr 1 Fecha-Final I 31./08/2004

Supervisor |.-’-'-.u|:1it|:|r Jefe Fecha-5eguimiento I 15/08/2004

Revisor |Gerente de Auditaria

Alcances a Nivel de Objetivoz de Control Especificos:

Proceso ﬂ
IF'EI1 IDefiniciuﬁn de un Plan Estrategico de T

Objetivo de Control Especifico: Relevancia Valoracion
» |1 4 Cambioz al Plan a largo plazo de Tecnologia de Informacian | 2 |F'|:u:|:| Relevante 0,00 |Auzente

1.3 Plan a largo plazo de Techologia de Infarmacidn - Enfoque | 4 |Helevante 0,25 |Deficiente

u E structura
|1 2 Plan a largo plazo de Tecnalogia de Infarmacidn | 3 |Medianamente Relevante 0,50 |Regular
-
Registra: 14] < || 1 v [ri]p#] de & 4| | ]
Reqistro: I4| 1 || 1k |H |H9| de 3
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Valoracion de Objetivos de Control Detallados por Proceso

Plan 2004-08-1 Empresa Banco X - DATOSDE PRUEBA SIN VALOR -
Auditor:  Auditor 1 Fecha-Inicio 01/08/2004
Fecha-Final 31/08/2004
Proceso: PO1 Definicién de un Plan Estrategico de Tl
Indicede
Objetivos. Relevancia Valoracién Evaluacion
1.1 Tecnologiade Informacion como parte del 5 Muy 0,75 Bueno 3,75
Plan de la Organizacién acorto y largo plazo.
1.2 Planalargo plazo de Tecnologiade 3 Medianamente 0,50 Regular 1,50
Informacién
1.3 Planalargo plazo de Tecnologiade 4 Relevante 0,25 Deficiente 1,00
Informacién - Enfoque y Estructura
1.4 Cambiosa Plan alargo plazo de Tecnologia 2 Poco 0,00 Ausente 0,00
de Informacion
1.5 Planeacién acorto plazo parala Funcion de 5 Muy 1,00 Excelente 5,00
Servicios de Informacion
1.6 Evaluacién de Sistemas Existentes 5 Muy 0,75 Bueno 3,75
Totales del Proceso: 24/30 15,00
Promedio Valoracién de Control del Proceso: 0,8 2,50
Indice de Control del Proceso: (Promedio/ Maximo Control) - 2,50/5,00= 05 = 50%
Resumen: (Valoracion de Objetivos de Control detallados)
Objetivos por debajo del Promedio: (Criticos) - Debilidades
1.2:250-1,50=1,00
1.3:250-1,00=1,50
1.4: 250-0,00=2,50
Objetivosen el Promedio: (M oderados) - Estables
Objetivos por encima del Promedio: (Aceptables) - Fortalezas
11:375-250=1,25
15:500-2,50=2,50
16:375-250=1,25
Paginaldel
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B3 Dominios-Guias !E[ E

>

Dominio IF'D IF'Ianificacién 1y Organizacion

Modelo Metodologico de Evaluacion y Auditoria de TI
Basado en CObIT

-~

Proceso  [PO1  [Definicion de un Plan Estrategico de Tl

Los Objetivos de Control de Alto Nivel ¥ los Objetivos de Control Especificos son Auditados por:

Entrevistando a:

Obteniendo:

Considerando si:

Examinando que:

Desarrollando:

Identificando:

Obtencion ¥ Comprension del negocio:

Chief Executive Officer - CEO - Director Ejecutivo -
Chief Operations Officer - COO0 - Director de Operaciones

Chief Financial Officer - CFO - Directar Financiero

Chief Information Officer - CIO - Director de |nformacidan ;I

Paliticas: y procedimientos relacionados con la planificacidn de procesos
Roles v rezsponsabilidades de las gerenciaz de direccion

Planes y objetivos organizacionales a corto p largo plazo

Planes v objetivoz de Tl a corto v largo plazo

Ewvaluacion de los Controles:

Paliticaz de Tl w/o del negocio v procedimientos dingidos por una planificacion estructurada que conzidere una
metodologia orientada a farmular ¢ modificar los planes cubren por lo minimo:

- Migidn de la Organizacian p Metas

- Iniciativaz de Tl para zoportar la mizion y metas de la organizacian

- Oportunidades para laz iniciativas de TI

- Estudios de factibilidad de ed las iniciativas de TI

- Furshiaride da rasans da las iniciasbvas da T

Conformacion de la VYaloracion:

- Laz agendas de las reuniones del comité de planificacion y direccion reflejan los procesos de palnificacion

- Existeuna metodologia de planificacidn v cumple con las prescripciones

- Laz iniciativas de Tl relevantes zon incluidaz en oz planes a corta v largo plazo, [cambios ed hardware, planificacion
de capacitacion, arquitectura de informacian, desarrollo de nuewos sistemas o su obtencion, planes de recuperacion
de desastres, instalacidon de nuevas plataformas de proeczamiento, etc. ]

oz dmimisbiuese da T emmerkaem loe mlamee = mmrbe o laeme mlzoe o mmescidar ses remnarciraizebes moees eoschaseide

Confirmacion ¥ Yerificacion del Riesgo:

- Benchmarking de log planes estrategicos de Tl contra organizaciones similares y/o estandares internacionales
apropiados y reconocidos

- Las mejores practicas de la industria

- Una revision detallada de los planes de Tl para asegurar que las iniciativas de Tl reflejan la misian p metas de la

- Fallas de Tl para alcanzar la mizidn v metas de la organizacion

- Fallas de Tl para relacionar loz planes a corto plazo con los planes a largo plazo
- Fallaz en loz proyectos de Tl para cumplin los planes a corto plazo

- Fallas de Tl para cumplir loz lineamientos de costo y tiempo

Registro: 14 « || 4 > ri]r#]de 4
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B3 Planes-Guias - |O] =|
-

» Modelo Metodolbgico de Evaluacion ¥ Auditoria de Tl - Basado en CObIT =
Plan de Auditoria |2EIEI4-EIEI-'I Empresa Banco = -DATOS DE PRUEBA SIMN WALOR REAL -
Auditor Auditor 1

Evaluacion-Guias
Proceso |F'EI1 |Definici6n de un Plan Estratégico de TI ﬂ

Motas para el Informe de Auditoria
} | Obtencion ¥ Comprension del negocio:

Entrevistas: DETALLE DE EMTREYISTAS, PERSONAS, FECHAS, TEMATICA, COMENTARIOS, REFEREMCIAS A
IMSTRUMENTOS, CUESTIOMARIOS, CHECELIST

Le LIv|

Informacidn DETERMINACION DE IMFORMACIOM SEMSITIVA, INDICADORES CLAVES DE DESEMPEND,
Obtenida: REFEREMCIAS & DOCUMEMTOS, AMALISIS DE ENTREWISTAS, OBSERVACIONES COMPLEMENTARIAS

Ewvaluacion de los Controles:

Observaciones: RESULTADOS DE LAS EVALUACIONES COM INDICADORES DE VALORACIOM POR OBJETNOS DE COMTROL
DE ALTO MIWEL Y OBJETIWOS ESPECIFICOS DETALLADOS, RESULTADOS DE LA APLICACIAON DE LOS
METODOS DE AUTOEYALUACION, WaL0RACION v ESTUDIO DE LOS FACTORES CRITICOS DE EXITO
MEDIANTE L& APLICACION DE AUDITORLA PROFESIOMAL

Conformacion de la Yaloracion:

Examenes: PRUEEAS DE CUMPLIMIEMTO % SUSTAMTINAS , CORRESPOMDEMCILA COM LAS PRESCRIPCIOMES.
DETERMIMACION DE EVIDEMCIAS Y JUSTIFICATINOS DE LAS EMALUACIOMES COMN REFEREMCIA A LOS
PAPELES DE TRABAID DE LA AUDITORLA

Confirmacion y Yerificacion del Riesgo:

Actividades ACTVIDADES AMALITICAS v/o COMPLEMENTARIAS COM FUEMTES DE CONSULTA SATISFACTORIAS COMO
Desamolladas: SOFDRTE DE L&A OPIMION, DOCUMERNTACION SOERE DEEILIDADES. AMENAZAS Y WULMERABILIDADES
Situaciones IDENTIFICACION v DOCUMENTACIOM DE IMPACTO DE LOS RIESGOS ACTUALES ¥ FUTUROS DETECTADOS

Identificadas:

-
Reqgistra: I4| A || 1 _k |PI|P*| de 11 “| | “l LI
Registra: 14| <« || 1 b |vr[r#]de 3
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B Proceso-Opinion !EE
4 Modelo Metodolbégico de Evaluacion ¥ Auditoria de Tl - Basado en CObIT
Empresa [Banco - DATOS DE PRUEBA SIN VALOR REAL -

Plan-Auditoria IEEIEI#-EIE-'I Fecha-Inicio I 01./08/2004
Auditor |.-'1‘-.u|:|it|:|r 1 Fecha-Final I 340852004

Supervizor |.-'3.u|:|it|:|r Jefe Fecha-5eguimiento I 15/08/2004

Revizor |Gerente de Auditaria

Opinion de Evaluacion de Procesos:
D ominio IF"EI IF"Ianifiu:an:iufun y Organizacian ﬂ

Proceso: [PO1  |Definicién de un Plan Estratégico de T

Opinion de -
Auditoria: OFINION DE AUDITORIA DEL PROCESO POY: DEFINICION DE UM PLAM
ESTRATEGICO DE TI

- OPINION DEL AUDITOR SOBRE EL PROCESD PARA EL INFORME DE AUDITORIA -

: i hl
Registro: 14| 4 ” 1w e e de 11 1 | _"I—I
Reqiskro: H| 4 || 1k IH |H9| de 3
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CONCLUSIONES

En las Organizaciones empresariales es evidente la existencia del problema de
control de la informacion y las tecnologias relacionadas con su proceso. Por €l
singular valor que tiene la informacién como activo del negocio, se hace necesariala
implantacion de un entramado de medidas de control que garanticen el cumplimiento
de los criterios de calidad de la informacion resumidos en: efectividad, eficiencia,
confiabilidad, confidencialidad, integridad, disponibilidad

Laestructura COBIT (Control Objectives for Informacion Technology) presenta
lareferencia més reconocida y aceptada internaciona mente para el uso de las mejores
précticas en el tratamiento del problema de control de los procesos de Tl. Su conjunto
de elementos permite & disefio de soluciones bajo un enfoque integral de los procesos
de informacion alineados con los objetivos del negocio en 1o que se conoce y se

promueve como Gobierno de TI.

Se hace posible la difusién, promocion y aplicacion de la estructura COBIT en
las organizaciones, a través de disefios metodolégicos sistémicos de fécil
conocimiento y uso para promover la culturade control y seguridad de lainformacion
entre los directivos del negocio, los gerentes administrativos y de gestion, los
directores de TI, los auditores de sistemas y los usuarios de las aplicaciones

informaticas para lograr organizaciones mas eficientesen €l uso delaTI.

Con la aplicacion de la estructura COBIT, los andlisis cudlitativos y
cuantitativos, obtenidos en la evauacion anivel de procesosde Tl (Objetivos de Alto
Nivel) y a nivel de Objetivos de Control Especificos detallados por cada proceso,

permiten concluir que existe evidentemente, una relacion bien definida entre
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dominios, procesos y objetivos detallados que permite la integracion de estos
elementos en un modelo metodoldgico de evaluacion y auditoria para generar

métodos de va oracion de riesgos y control.

El Modelo Metodoldgico de Auditoria de Informacion y Tecnologias
Relacionadas propuesto, permite su aplicacion a través de herramientas de software
aplicativo de uso sencillo e interactivo. Siguiendo € disefio propuesto, pueden

desarrollarse y mejorarse versiones de aplicacion de la estructura COBIT.
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RECOMENDACIONES

El disefio 16gico propuesto que permitio € desarrollo del prototipo presentado
para la aplicacion del modelo, puede mejorarse y enriquecerse con la definicion de
otras relaciones de datos y procesos. Pueden desarrollarse aplicaciones de software
instalables en configuraciones de escritorio, para su uso Stand Alone o pueden
desarrollarse aplicaciones bajo arquitectura cliente/servidor para facilitar 10s procesos
colaborativos de evaluacion y auditoria en ambientes de Workgroup y Groupware, 10
gue redundaria en mejorar la cultura organizacional respecto a control y seguridad de
los procesos de T1.

Una linea de investigacion y desarrollo metodologico de aplicaciones, bagjo el
enfoque COBIT, debe considerar después de los elementos contemplados en €
presente trabgo, variables conducentes a considerar las guias gerencides COBIT,
Management Audit Guidelines, que contemplan la extension y aplicacion integral del
concepto de Gobierno de Tl con laincorporacion del modelo de madurez, definido
con los siguientes elementos: Factores Criticos de Exito (Critical Success Factors -
CSFs), Indicadores Claves de Objetivos (Key Goal Indicators — KGIs) e Indicadores
Claves de Desempefio — KPIs). Estos elementos entregan un marco de referencia
especial para responder a las necesidades de la gerencia en materia de planificacion y
evaluacion de los procesos de Tl.
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CHECKLIST PARA IDENTIFICAR LASNECESIDADES
DE SERVICIOSEN EVALUACIONY AUDITORIA DE INFORMACION
Y TECNOLOGIASRELACIONADAS

Nombre de la Empresa:

Cargo defuncionario: Fecha:

Nombre de la Unidad de Tecnologia de Sistemas de | nfor macion:

1. Recurso Humano asignado a la Funcién de Sistemas de I nfor macién.
11 Cantidad de personas en el area de Tecnologia de Informacién:

12 Perfil del personal de sistemas.

Perfil Cantidad

Tecndlogos en Sistemas

Ingeni eros de Sistemas o Informaticos

Especialistas en Tel ecomunicaciones.

Otros (Indique)

2. Plataformas de Hardwarey Softwar e utilizadas.

Platafor ma Descripcién

Sistemas Operativos

Motores de Bases de Datos

Otras Herramientas de
Desarrollo

Software de Red.

Equipos Activos de laRed

Internet

Intranet

Extranet

Servidores de Correo
Electrénico

Firewalls

Servidores de Archivo

Mainframes

Minicomputares

Microcomputadores

E-business

Business Intelligence

Data Warehouse

Otras (indique)




3. Sistemasdelnformacion que utilizala empresa.

No

Nombrede S. M 6dulos Componentes

4. Portafolio de Aplicaciones o Madulos de Sistemas de Informacién
produccién y su importancia parala empresa.

gue estan en

No Nombre dela Aplicacion Relevancia | Herramienta de Poseen
Parala Desarrollo Programas
Empresa (1) Utilizada Fuentes?
)
(1) Importanciaparalos objetivos delaempresa. Utilice un nUmeroentre1y 5

(2)

(1: Lamenor relevancia; 5: Lamayor relevancia).

Conteste SI o NO.

L asactividades de procesamiento de datos que serealizan en la empresa.

No Descripcion Marque
con X
1 Grabacion (captura de Datos)
2 Control de Entradasy Salidas.
3 Produccién de informacion (Procesamiento y actudizacion de
archivos).
4 Help Desk.
5 Soporte a usuarios de microcomputadoresy LANS.
6 Mantenimiento de hardware.
7 Administracion de bases de datos (DBA)
8 Administracion de la Seguridad |6gica (controles de acceso)
9 Planeacion estratégica de sistemas.
10 Administracion de contratos de terceras partes.
11 Definicién e implementacion de politicas de seguridad corporativas.




6.

12 Andisisy Disefio de Sistemeas.

13 Construccion de Programas (Elaboracion de programas de
computador).

14 Mantenimiento de Software Aplicativa

15 Administracién de Tel ecomunicaciones.

16 Quality Assurance.

17 Otras.

Servicios de procesamiento de datos que son contratados con tercer os.

No Descripcion Marque
con X

1 Mantenimiento de hardware.

2 Administracion de los Centros de Procesamiento de Datos

3 Grabacion de Datos

4 Planeacion estratégica de sistemas.

5 Interventoria de proyectos de sistemas.

6 Planeacion de Contingencias en Sistemas de Informacion.

7 Andlisisy Disefio de Sistemas.

8 Programacion de aplicaciones.

9 Mantenimiento de Software Aplicativa

10 Administracion y soporte técnico en Telecomunicaciones.

11 Quadlity Assurance (Aseguramiento de calidad).

12 Seguridad en Sistemas de Informacion.

13 Otras (indiquelas).

M 6dulos Componentes del Sistema de I nformacién Comercial (Diligenciar Unicamente

|os pertinentes)

No Descripcion Marque
con X

1 Facturacion.

2 Recaudos

3 Solicitudes de Servicios

4 Atencién a Suscriptor

5 Medidores

6 Financiacion de servicios y de deuda

7 Control de Perdidas y Fraudes

8 Cartera

9 Enlace Financiera

10 Seguridad y Administracion del sistema

11 Egtaditicas

12 Auditoria de Sistemas

13 Administracion de Parametros Generales

14 Facturacion en sitio

15 Otros (especifique)




Serviciosde Control Internoy Seguridad de Sistemas que son desu interés

No Descripcion Marque
con X

1 Asesoria para implantacion de estandar COBIT (Control Objectives
for Information and Related Technology).

2 Disefio e implantacion de Controles en operaciones de negocio que
se soportan en Sistemas de Informacion  (Aplicaciones de
Computador).

3 Disefio e implantacion del Plan de Accién de Prevencion y
Mitigacion de Riesgos (Mapas de Riesgo).

4 Disefio e implantacion de controles en d Desarrollo de Sistemas
(especifique)

5 Aseguramiento de Calidad del Software

6 Aseguramiento de Calidad de Bases de Datos

7 Elaboracidn e Implantacion del Plan de Continuidad (Contingencias)
en Sistemas de Informacion.

8 Ejecucion de pruebas de software

9 Asesoria paraimplantar modelos de auditoria (Metodologia Asistida
por computador para Disefio de Controles y Administracion de
Riesgos en Sistemas de Informacion).

10 Capacitacion en Controles y Seguridad en Sistemas de Informacion.

11 Definicion de Politicas, Estandaresy Procedimientos de Seguridad
en Tecnologiade Informacion

12 Otros (Especifique)

Servicios de Auditoria de Sistemas que considera de interésy requeridos

No Descripcion Marque

con X

1 Auditoria a laOrganizacién y Funcionamiento de la Informatica de
la Empresa (Auditoria de Controles Generales de Sistemas de
Informaci 6n)

2 Auditoriade Sistemasy Aplicaciones en Produccion

3 Auditoria a Sistema de Informacion Comercia (Unicamente para
empresas de Servicios Publicos)

4 Auditoriaa Desarrollo de Sistemas (especifique)

5 Auditoria a Pan de Contingencias de Sistemas de Informacion
(Continuidad del Negocio)

6 Desarrollo de Software de Auditoria (Especifique)

7 Organizacion e Implantacion de la Auditoriade Sistemas.

8 Asesoriaparalaadquisicion de Software de Auditoria

9 Capacitacion en Auditoria de Sistemas.

10 Asesoria para implantar € enfoque de Auditoria de Sistemas
Orientada a Riesgo.

11 Otros— Especifique




AUTOEVALUACION DEL GOBIERNO DE LOS PROCESOS DE TECNOLOGIA DE INFORMACION

PROCESOS DE TECNOLOGIA DE INFORMACION

PARAMETROS DE AUTOEVALUACION

(Objetivos de Control de Alto Nivel) PESOS PROCESAMIENTO ESTADO UNIDAD ORGANIZACIONAL
No.|Serie [Descripcion de Dominios y Procesos COBIT REL.|DES.| Tl |OTR.|EXT.| N/I | AUl |AUE.|FOR. RESPONSABLE DEL GOBIERNO
PO: DOMINIO: Planificacién y Organizacion 15| 15| X X X X X X X DESCRIPCION: (Tabla Anexa)
1 |PO1 (Definicién de un plan estratégico de TI
2 |PO2 |Definicién de la arquitectura de la informacién
3 |PO3 |Determinacion de la direccion tecnolégica
4 [PO4 |Definicion de la organizacion y de las relaciones de TI
5 |PO5 [Manejo de la inversion
6 |PO6 |Comunicacion de los objetivos y directivas de la alta gerencia
7 |PO7 |Administracion de los recursos humanos
8 [PO8 |Aseguramiento del cumplimiento de los requerim. externos
9 |PO9 |Evaluacion de riesgos
10 |PO10 [Administracion de proyectos
11 [PO11 [Administracion de la calidad
Al: DOMINIO: Adquisiciéon e Implementacion
12 |AIl1 Identificacion de soluciones automatizadas
13 |AI2  [Adquisicion y mantenimiento de software de aplicacion
14 |AI3  [Adquisicion y mantenimiento de la infraestructura tecnoldgica
15 |Al4 Procedimientos de desarrollo y mantenimiento
16 |AI5 [Instalacién y aceptacion de sistemas
17 |Al6  [|Administracion de cambios
DS: Entregay Soporte
18 |DS1 [Definicién de los niveles del servicio
19 |DS2 [Administracion de los servicios prestados por terceros
20 |DS3 |Administracion de la capacidad y desempenio del sistema
21 |(DS4 |Aseguramiento de la continuidad del servicio
22 |DS5 |Establecimiento de pautas para la seguridad de los sistemas
23 |DS6 |ldentificacion e imputacion de costos
24 |DS7 |Educacioén y capacitacion de los usuarios
25|DS8 |Asistencia y asesoramiento a los clientes de Tl
26 |DS9 |Administracion de la configuracion
27 |DS10 |Administracién de problemas e incidentes
28 |DS11 |Administracion de datos
29 |DS12 |Administracion de instalaciones
30 |DS13 |Administracion de las operaciones
M: Monitoreo
31 (M1 Monitoreo de los procesos
32 |M2 Evaluacion de la adecuacion del control interno
33 (M3 Obtencién de aseguramiento independiente
34 M4 Provision de auditoria independiente




PARAMETROS DE AUTOEVALUACION
DEL GOBIERNO DE LOS PROCESOS DE Tl

VALORACION DEL PROCESO: (PESO)

REL.

Relevancia del Proceso para los objetivos del Negocio
1: No Relevante, 5: Muy Relevante

DES.

Desempefio del Proceso
1: Deficiente, 5: Excelente

UNIDAD ORGANIZACIONAL EJECUTORA DEL PROCESO:

TI Gerencia de Tecnologia
OTR. étra Unidad Ejecutora
EXT. )(;rganizacién Externa o Terceros.
N/I >l\(lo Informado
X

ESTADO DEL PROCESO:

AUD.

Auditado Internamente
X

AUE.

Auditado Externamente
X

FOR.

Formalizado (Contratos, Acuerdos de Servicio, Documentac.)
X

UNIDAD ORGANIZACIONAL RESPONSABLE DEL GOBIERNO DE TI:

01

Alta Gerencia - Direccion Ejecutiva

02

Gerencia de Tecnologia de Informacién

03

Gerencia de Finanzas

04

Gerencia de Auditoria de Sistemas

05

Gerencia de Recursos Humanos

06

Gerencia de Seguridad

07

08

09

10




The IT Governance Institute® is pleased to offer
you this complimentary download of CoBIT®

CosIT provides good practices for the management of IT processes in a manageable and logical structure,
meeting the multiple needs of enterprise management by bridging the gaps between business risks, technical
issues, control needs and performance measurement requirements. If you believe as we do, that CosIT enables
the development of clear policy and good practices for IT control throughout your organisation, we invite you to

support ongoing CoBIT research and development.

There are two ways in which you may express your support: (1) Purchase CoBIT through the association
(ISACA) Bookstore (please see the following pages for order form and association membership application.
Association members are able to purchase CosIT at a significant discount); (2) Make a generous donation to
the IT Governance Institute, which conducts research and authors CosiT.

The complete CoBIT package consists of all six publications, an ASCII text diskette, four CoBIT implementation/
orientation Microsoft® PowerPoint® presentations and a CD-ROM. A brief overview of each component is
provided below. Thank you for your interest in and support of CosIT!

For additional information about the IT Governance Institute, visit www.itgi.org.

Management Guidelines

To ensure a successful enterprise, you must effectively manage the
union between business processes and information systems. The
new Management Guidelines is composed of maturity models,
critical success factors, key goal indicators and key performance
indicators. These Management Guidelines will help answer the
questions of immediate concern to all those who have a stake in
enterprise success.

Executive Summary

Sound business decisions are based on timely, relevant and con-
cise information. Specifically designed for time-pressed senior
executives and managers, the CoIT Executive Summary
explains CoBIT’s key concepts and principles.

Framework

A successful organization is built on a solid framework of data
and information. The Framework explains how IT processes
deliver the information that the business needs to achieve its
objectives. This delivery is controlled through 34 high-level
control objectives, one for each IT process, contained in the
four domains. The Framework identifies which of the seven
information criteria (effectiveness, efficiency, confidentiality,
integrity, availability, compliance and reliability), as well as
which IT resources (people, applications, technology, facilities
and data) are important for the IT processes to fully support
the business objective.

Audit Guidelines

Analyze, assess, interpret, react, implement. To achieve your
desired goals and objectives you must constantly and consistently
audit your procedures. Audit Guidelines outlines and suggests
actual activities to be performed corresponding to each of the 34
high-level IT control objectives, while substantiating the risk of
control objectives not being met.

Control Objectives

The key to maintaining profitability in a technologically changing
environment is how well you maintain control. CosIT’s Control
Objectives provides the critical insight needed to delineate a clear
policy and good practice for IT controls. Included are the state-
ments of desired results or purposes to be achieved by
implementing the 318 specific, detailed control objectives
throughout the 34 high-level control objectives.

Implementation Tool Set

The Implementation Tool Set contains management awareness and
IT control diagnostics, implementation guide, frequently asked
questions, case studies from organizations currently using CosIT
and slide presentations that can be used to introduce CosIT into
organizations. The tool set is designed to facilitate the implementa-
tion of CosIT, relate lessons learned from organizations that
quickly and successfully applied CosIT in their work environ-
ments and assist management in choosing implementation options.

CD-ROM

The CD-ROM, which contains all of CoBIT, is published as a
Folio infobase. The material is accessed using Folio Views®, which
is a high-performance, information retrieval software tool. Access
to CoBIT’s text and graphics is now easier than ever, with flexible
keyword searching and built-in index links (optional purchase).

A network version (multi-user) of CosIT 3" Edition is

available. It is compatible with Microsoft Windows NT/2000 and
Novell NetWare environments. Contact the ISACA Bookstore for
pricing and availability.

See order form, donation information and membership
application on the following pages.

We invite your comments and suggestions regarding CosIT. Please visit www.isaca.org/cobitinput.



ITGI Contribution Form

Contributor:

Contribution amount (US $):

[] $25 (donor) [] $100 (Silver)  [] $250 (Gold)

Address:
[] $500 (Platinum) [] Other US $

[] Check enclosed payable in US dollars to ITGI

City State/Province (] Charge my: ~ OJVISA O MasterCard
[0 American Express O Diners Club

Zip/Postal Code Country

Card number Exp. Date
Remitted by:

Name of cardholder:
Phone: Signature of cardholder:
E-mail: Complete card billing address if different from address on left

For information on the institute and
contribution benefits see www.itgi.org

U.S. Tax ID number: 95-3080691

Fax your credit card contribution to ITGI at +1.847.253.1443, or mail your contribution to:
ITGI, 135 S. LaSalle Street, Department 1055, Chicago, IL 60674-1055 USA

Direct any questions to Scott Artman at +1.847.253.1545, ext. 459, or finance@isaca.org.
Thank you for supporting CoBiT!

Recent ITGI Research Projects

RISKS OF
CUSTOMER

E

Security Provisioning:
Managing Access in Extended Enterprises, ISSP
Member - $20  Nonmember - $30

M
SECUrn
ThEll_iEtLunﬂrh

PRrimefer
o T,

e-Commerce Security

Securing the Network Perimeter, TRS-3
Member - $35  Nonmember - $50

RELATIONSHIP
MANAGEMENT

B
Risks of Customer Relationship Management

A Security, control and Audit Approach, ISCR
Member - $75  Nonmember - $85

e-Commerce Security
Public Key Infrastructure: Good Practices
for Secure Communications, TRS-2 .
Member - $35  Nonmember - $50 .[mﬁ{j_ﬂm'
flsiness
Canfinuiry
Flanming

e e

e-Commerce Security
Business Continuity Planning, IBCP
Member - $35  Nonmember - $50

For additional information on these publications and others offered through the Bookstore, please visit www.isaca.org/bookstore.




GOVERNANCE, CONTROL
and AUDIT for INFORMATION
and RELATED TECHNOLOGY

GOVERNANCE
INSTITUTE®

PDF

Pricing and Order Form

CODE ISACA Members Non-Members
Complete CoBIT® 3¢ Edition® CB3S $70 (text only)
CB3SC $115 (text and CD-ROM) $225 (text and CD-ROM)
Individual components are also available for purchase:
CODE ISACA Members Non-Members
Executive Summary CB3E $3 $3
Management Guidelines CB3M $40 $50
Framework CB3F $15 $20
Control Objectives CB3C $25 $30
Audit Guidelines CB3A $50 $155
Implementation Tool Set CB3l $15 $20
All prices are US dollars. Shipping is additional to all prices.
Name Date
ISACA Member: [] Yes [ ] No Member Number
If an ISACA Member, is this a change of address? [] Yes [] No
Company Name
Address: [] Home [] Company
City State/Province Country Zip/Mail Code

Phone Number ( )

E-mail Address

Fax Number ( )

Special Shipping Instructions or Remarks

Code

Title/Item

Quantity Unit Price Total

All purchases are final.
All prices are subject to change.

Illinois (USA) residents, add 8.25% sales tax, or
Texas (USA) residents, add 6.25% sales tax

Shipping and Handling — see chart below

Subtotal

TOTAL

PAYMENT INFORMATION — PREPAYMENT REQUIRED
[] Payment enclosed. Check payable in U.S. dollars, drawn on U.S. bank, payable to the Information Systems Audit and Control Association.
[] Chargeto [] VISA [] MasterCard [] American Express [] Diners Club
(Note: All payments by credit card will be processed in U.S. Dollars)

Account #

Print Cardholder Name

Cardholder Billing Address if different than above

Exp. Date

Signature of Cardholder

Shipping and Handling Rates

For orders totaling Outside USA and Canada Within USA and Canada
Up to US$30 $7 $4

US$30.01 - US$50 $12 $6

US$50.01 - US$80 $17 $8

US$80.01 - US$150 $22 $10

Over US$150 15% of total 10% of total

Please send me information on: [] Association membership [] Certification [] Conferences [] Seminars [] Research Projects

ISACA BOOKSTORE

135 SouTH LASALLE, DEPARTMENT 1055, CHicaGo, IL 60674-1055 USA
TELEPHONE: +1.847.253.1545, ExT. 401 Fax: +1.847.253.1443 E-MAIL: bookstore@isaca.org
WEB sITE: www.isaca.org/bookstore




Information Systems Please complete both sides

Audlt and CO””"OZ U.S. Eederal |.D. No. 23-7067291
== W MEMBERSHIP APPLICATION wisaorg

OMR. OMs. O MRs. O miss O OTHER Date

MONTH/DAY/YEAR
Name

FIRST MIDDLE LAST/FAMILY

PRINT NAME AS YOU WANT IT TO APPEAR ON MEMBERSHIP CERTIFICATE

Residence address

STREET

CITY STATE/PROVINCE/COUNTRY POSTAL CODE/ZIP

Residence phone Residence facsimile

AREA/COUNTRY CODE AND NUMBER AREA/COUNTRY CODE AND NUMBER

Company name

Business address

STREET

CITY STATE/PROVINCE/COUNTRY POSTAL CODE/ZIP

Business phone Business facsimile

AREA/COUNTRY CODE AND NUMBER AREA/COUNTRY CODE AND NUMBER

E-mail
Send mail to  Form of Membership requested O I do not want to be included on How did you hear about ISACA?
O Home O Chapter Number (see reverse) a mailing list, other than that for 1 o Friend/Coworker
O Business O Member at large (no chapter within 50 miles/80 km) Association mailings. 2 o Employer O Local Chapt

O Student (must be verified as full-time) 3 O Internet Search O C?;i Proa’:aer;

O Retired (no longer seeking employment) 4 0O IS Control Journal O Direct Ma?l

5 O Other Publication N
O Educational Event

Current field of employment (check one)

Level of education achieved

Work experience

15 Financial (indicate degree achieved, or number of years of (check the number of years of Information
2 Banking university education if degree not obtained) Systems work experience)
30 Insurance 10 Oneyearorless 70 AS 1 O No experience 4 0 8-9 years
40 Transportation 20 Two years 80 BS/BA 2 0 1-3 years 50 10-13 years
50 Retail & Wholesale 30 Three years 90 MS/MBA/Masters 3 O 4-7 years 6 O 14 years or more
60 Government/National 40 Four years 100 Ph.D.
70 Government/State/Local 50 Five years 99 O Other Current professional activity (check one)
80 Consulting 60 Six years or more 10 CEO
90 Education/Student 20 CFO
10 Education/Instructor Certifications obtained (other than CISA) 3 O CIO/IS Director
115 Public Accounting 10 CISM 8o FCA 4 0 Audit Director/General Auditor
12 Manufacturing 20 CPA 90 CFE 5 0 IS Security Director
135 Mining/Construction/Petroleum 30 CA 100 MA 6 O IS Audit Manager
145 utilities 40 CIA 11 0 FCPA 7 0 IS Security Manager
1505 Other Service Industry 50 CBA 12 0 CFSA 8 O IS Manager
160 Law 60 CCP 130 CISSP 9 0 IS Auditor
175 Health Care 70 CSP 99 O Other 10 0 External Audit Partner/Manager
990 Other 11 o External Auditor
12 O Internal Auditor
Date of Birth 13 O IS Security Staff
MONTH/DAY/YEAR 14 0 IS Consultant
15 O IS Vendor/Supplier
16 O IS Educator/Student
99 o Other

By applying for membership in the Information Systems Audit and Control
Association, members agree to hold the association and the IT Governance
Institute, their officers, directors, agents, trustees, and employees and members,
harmless for all acts or failures to act while carrying out the purpose of the
association and the institute as set forth in their respective bylaws, and they
certify that they will abide by the association’s Code of Professional Ethics
(Wwww.isaca.org/ethics).

Initial payment entitles new members to membership beginning the first day of
the month following the date payment is received by International Headquarters
through the end of that year. No rebate of dues is available upon early resignation
of membership.

Contributions, dues or gifts to the Information Systems Audit and Control
Association are not tax deductible as charitable contributions in the United States.
However, they may be tax deductible as ordinary and necessary business
expenses.

Membership dues allocated to a 1-year subscription to the IS Control Journal are
as follows: $45 for US members, $60 for non-US members. This amount is not
deductible from dues.

Make checks payable to:
Information Systems Audit and Control Association

Mail your application and check to:

Information Systems Audit and Control Association
135 S. LaSalle, Dept. 1055

Chicago, IL 60674-1055 USA

Phone: +1.847.253.1545 x470

Fax: +1.847.253.1443

Payment due

* Association dues [J
» Chapter dues (see following page) $ (Us)
* New member processing fee $ 30.00 (US)*

PLEASE PAY THIS TOTAL $ (Us)
OFor student membership information please visit www.isaca.org/student

$120.00 (US)

* Membership dues consist of association dues, chapter dues and new member
processing fee.

Method of payment

O Check payable in US dollars, drawn on US bank
O Send invoice (Applications cannot be processed until dues payment is received.)
O MasterCard O VISA 0O American Express 0 Diners Club

All payments by credit card will be processed in US dollars
ACCT #

Print name of cardholder

Expiration date

MONTH/YEAR
Signature
Cardholder billing address if different than address provided above:




U.S. dollar amounts listed below are for local chapter dues.
While correct at the time of printing, chapter dues are subject to

change without notice. Please include the appropriate chapter dues

For current chapter dues, or if the amount is not listed below, please
visit the web site www.isaca.org/chapdues or contact your local

chapter at www.isaca.org/chapters.

amount with your remittance.

Chapter Chapter Chapter Chapter Chapter Chapter Chapter Chapter
Name Number Dues Name Number Dues Name Number Dues Name Number Dues
ASIA Kenya 158  $40 New England (Boston, MA) 18  $30 Boise, ID 42 $30
Hong Kong 64  $40 Latvia 139  $10 New Jersey (Newark) 30 %40 Willamette Valley, OR 50  $30
Bangalore, India 138  $15 Lithuania 180 %20 Central New York 29 $0 (Portland)
Cochin, India 176 $10 Netherlands 97  $50 (Syracuse) Utah (Salt Lake City) 04 3$30
Coimbatore, India 155  $10 Lagos, Nigeria 149 %20 Hudson Valley, NY 120 $0 Mt. Rainier, WA (Olympia) 129  $20
Hyderabad, India 164 $17 Oslo, Norway 74 $50 (Albany) Puget Sound, WA (Seattle) 35  $25
Kolkata, India 165 O Warsaw, Poland 151  $30 New York Metropolitan 10  $50
Madras, India (Chennai) 99 $10 Moscow, Russia 167  $0 Western New York 46 $30 OCEANIA
Mumbai, India 145 O Romania 172 $50 (Buffalo) Adelaide, Australia 68 $0
New Delhi, India 140  $10 Slovenia 137  $50 Harrisburg, PA 45  $25 Brisbane, Australia 44  $16
Pune, India 159  $17 Slovensko 160  $40 Lehigh Valley 122  $35 Canberra, Australia 92 $15
Indonesia 123 0 South Africa 130 $35 (Allentown, PA) Melbourne, Australia 47  $25
Nagoya, Japan 118 $130 Barcelona, Spain 171 $110 Philadelphia, PA 06 $40 Perth, Australia 63 $5
Osaka, Japan 103 $10 Valencia, Spain 182  $25 Pittsburgh, PA 13 %20 Sydney, Australia 17 $30
Tokyo, Japan 89 $120 Sweden 88  $45 National Capital Area, DC 05  $40 Auckland, New Zealand 84  $30
Korea 107 $30 Switzerland 116  $35 Wellington, New Zealand 73  $22
Lebanon 181  $35 Tanzania 174 $40 Southeastern United States Papua New Guinea 152 $0
Malaysia 93  $10 London, UK 60 $80 North Alabama (Birmingham)65 ~ $30
Muscat, Oman 168  $40 Central UK 132 $55 Jacksonville, FL 58 $30
Karachi, Pakistan 148  $15 Northern England 111 $50 Central Florida (orlando) 67  $30 To receive your copy of the
Manila, Philippines 136 $0  Scottish, UK 175 $45  South Florida (viam) 33 $40 Information Systems Control Journal,
Jeddah, Saudi Arabia 163 $0 West Florida (tampa) 41  $35 please complete
Riyadh, Saudi Arabia 154  $0 NORTH AMERICA Atlanta, GA 39 $35 f;‘]‘foﬂgi‘i"c’)':_g subscriber
Singapore 70  $10 Canada Charlotte, NC 51 $35 :
Sri Lanka 141 $15 Calgary, AB 121 $0 Research Triangle 59  $25 Size of organization _
Taiwan 142 $50 Edmonton, AB 131  $25 (Raleigh, NC) (at your primary place of business)
Bangkok, Thailand 109 $10  Vancouver, BC 25 $20  Piedmont/Triad 128 $30 0 gg""fgotheam” 50 employees
. . ) - ployess

UAE 150  $10 Victoria, BC 100 %0 (Winston-Salem, NC) 0 0 101-500 employees

Wlnnlpeg,_MB 72 $15 Greenw!le, SC 54 $30 0 O More than 500 employees
CENTRAL/SOUTH AMERICA Nova Scotia 105 $0 Memphis, TN 48  $45 ) ) )
Buenos Aires, Argentina 124 $35 Ottawa Valley, ON 32 $10 Middle Tennessee 102 $45 SI'OZ;IOE%?CUJ professional audit staff
Mendoza, Argentina 144 0 Toronto, ON 21 $25 (Nashville) (D o1 di\zi dual
S0 Paulo, Brazil 166  $25 Montreal, PQ 36 $20 Virginia (Richmond) 22 $30 00 2-5 individuals
LaPaz, Bolivia 173 $25  Quebec City, PQ 91 $35 0 o 6-10 individuals
Santiago de Chile 135  $40 Southwestern United States 0 o 11-25 individuals
Bogota, Colombia 126 $50 Islands Central Arkansas 82 $60 O O More than 25 individuals
San José, Costa Rica 31 $33 Bermuda 147 $0 (Litle Rock) Your level of purchasing authority
Quito, Ecuador 179 $15  Trinidad & Tobago 106  $25  Central Mississippi 161 $0 0 o Recommend products/services
Meérida, Yucatan, México 101  $50 (Jackson) 0 O Approve purchase
Mexico City, México 14  $65 Midwestern United States Denver, CO 16 $40 0 o Recommend and approve
Monterrey, México 80 $65 Chicago, IL 02 $50 Greater Kansas City, KS 87 $0 purchase
Panama 94  $25 [lini (Springfield, IL) 77 $30 Baton Rouge, LA 85 $25 Education courses attended
Lima, Pert 146  $15 Central Indiana 56  $30 Greater New Orleans, LA 61  $20 annually (check one)
Puerto Rico 86 $30 (Indianapolis) St. Louis, MO 11 $25 O o None
Montevideo, Uruguay 133  $100 Michiana (South Bend, IN) 127  $25 New Mexico (Albuquerque) 83  $25 ool
Venezuela 113 $25 lowa (Des Moines) 110 $25 Central Oklahoma (oK city) 49 $30 0o 23

Kentuckiana (Louisville, KY) 37 $30  Tulsa, OK 34 $25 g § ‘&gre a5
EUROPE/AFRICA Detroit, Ml 08 $35 Austin, TX 20 $25
Austria 157  $45 Western Michigan 38 $25 Greater Houston Area, TX 09  $40 Conferences attended annually
Belux 143  $48 (Grand Rapids) North Texas (Dallas) 12 $30 (check one)
(Belgium and Luxembourg) Minnesota (Minneapolis) 07 $30 San Antonio/So. Texas 81  $25 B E Tone
Croatia 170  $50 Omaha, NE 23 $30 00 23
Czech Republic 153 $110 Central Ohio (Columbus) 27 $25 Western United States 00 45
Denmark 926 0O Greater Cincinnati, OH 03  $20 Anchorage, AK 177 $20 00 o More than 5
Estonian 162  $10 Northeast Ohio (Cleveland) 26 ~ $30 Phoenix, AZ 53  $30 . -
Finland 115  $70 Kettle Moraine, WI 57  $25 Los Angeles, CA 01 $25 Primary reason for joining the

. . association (check one)

Paris, France 75 O (Mllwauk_eg) Orange COUnty, CA 79 $30 00 o Discounts on association
German 104 $80 Quad Cities 169 $0 (Anaheim) products and services
Athens, Greece 134  $20 Sacramento, CA 76 $20 0 o Subscription to IS Control Journal
Budapest, Hungary 125  $60 Northeastern United States San Francisco, CA 15 $45 0 o Professional advancement/
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One of the most important assets of an enterprise is its information. The integrity and reliability of
that information and the systems that generate it are crucial to an enterprise’s success. Faced with
complex and correspondingly ingenious cyberthreats, organizations are looking for individuals who
have the proven experience and knowledge to identify, evaluate and recommend solutions to mitigate
IT system vulnerabilities. ISACA offers two certifications to meet these needs.

Certified Information Systems Auditor (CISA)

The CISA program is designed to assess and certify individuals in the
IS audit, control and security profession who demonstrate exception-
al skill and judgment.

The CISA examination content areas include:

+ The IS audit process

» Management, planning and organization of IS

+ Technical infrastructure and operational practices

+ Protection of information assets

+ Disaster recovery and business continuity

+ Business application system development, acquisition,
implementation and maintenance

+ Business process evaluation and risk management

To earn the CISA designation, candidates are required to:

+ Successfully complete the CISA examination

+ Adhere to the Information Systems Audit and Control Association
(ISACA) Code of Professional Ethics

+ Submit verified evidence of a minimum number of years of
professional information systems auditing, control or security
work experience

+ Comply with the CISA continuing education program (after
becoming certified)

Certified Information Security Manager (CISM)

CISM is a newly created credential for security managers that pro-
vides executive management with the assurance that those certified
have the expertise to provide effective security management and
consulting. It is business-oriented and focused on information risk
management while addressing management, design and technical
security issues at a conceptual level.

The CISM credential measures expertise in the areas of:
« Information security governance

+ Risk management

« Information security program(me) development

+ Information security management

+ Response management

To earn the CISM designation, information security professionals are

required to:

+ Successfully complete the CISM examination

+ Adhere to the Information Systems Audit and Control Association
(ISACA) Code of Professional Ethics

+ Submit verified evidence of a minimum number of years of
information security experience, with a number of those years in the
job analysis domains

+ Comply with the CISM continuing education program (after
becoming certified)

A grandfathering opportunity, available through 31 December 2003,
allows information security professionals with the necessary experi-
ence to apply for certification without taking the CISM exam.

CISA

CERTIFIED INFORMATION SYSTEMS AUDITOR™

Being a CISA or a CISM is more than passing an examination. It demonstrates the
commitment, dedication and proficiency required to excel in your profession. These
certifications identify their holders as consummate professionals who maintain a
competitive advantage among their peers. Earning these designations helps assure a

positive reputation and distinguishes you among other candidates seeking positions in

CERTIFIED INFORMATION
SECURITY MANAGER™

both the private and public sectors. As a member of ISACA, you have the opportunity to
sit for the exams, purchase review materials and attend ISACA conferences to maintain
your certifications at a substantially reduced cost.

For more information on becoming a CISA or a CISM, visit the ISACA web site at
www.isaca.org/certification.
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ExXEcUTIVE OVERVIEW

Criti cally important to the survival and success of an
organisation is effective management of information and
related Information Technology (IT). In this globa informa-
tion society—where information travels through cyberspace
without the constraints of time, distance and speed—this
criticality arises from the:
« Increasing dependence on information and the systems
that deliver this information
* Increasing vulnerabilities and a wide spectrum of
threats, such as cyber threats and information warfare
» Scale and cost of the current and future investments in
information and information systems
« Potential for technologies to dramatically change organi-
sations and business practices, create new opportunities
and reduce costs

For many organisations, information and the technology that
supports it represent the organisation’s most valuabl e assets.
Moreover, in today’s very competitive and rapidly changing
business environment, management has heightened expecta-
tionsregarding IT delivery functions. management requires
increased quality, functionality and ease of use; decreased
delivery time; and continuously improving service levels—
while demanding that this be accomplished at lower costs.

Many organisations recognise the potential benefits that
technology can yield. Successful organisations, however,
understand and manage the risks associated with imple-
menting new technologies.

There are numerous changesin I T and its operating environ-
ment that emphasise the need to better manage | T-related
risks. Dependence on electronic information and IT systems
is essential to support critical business processes. In addition,
the regulatory environment is mandating stricter control over
information. This, in turn, is driven by increasing disclosures
of information system disasters and increasing electronic
fraud. The management of 1T-related risks is now being
understood as a key part of enterprise governance.

Within enterprise governance, I T governance is becoming
more and more prominent, and is defined as a structure of
relationships and processes to direct and control the enter-
prise in order to achieve the enterprise’s goas by adding
value while balancing risk versus return over IT and its
processes. IT governance isintegral to the success of enter-
prise governance by assuring efficient and effective measur-
able improvements in related enterprise processes. | T gover-
nance provides the structure that links IT processes, I T
resources and information to enterprise strategies and objec-
tives. Furthermore, IT governance integrates and institution-
alises good (or best) practices of planning and organising,

acquiring and implementing, delivering and supporting, and
monitoring IT performance to ensure that the enterprise’s
information and related technology support its business
objectives. IT governance thus enables the enterprise to take
full advantage of its information, thereby maximising bene-
fits, capitalising on opportunities and gaining competitive
advantage.

IT GOVERNANCE

A structure of relationships and processes to direct
and control the enterprisein order to achieve the
enterprise's goals by adding value while balancing risk
versusreturn over IT and its processes.

Organisations must satisfy the quality, fiduciary and secu-
rity requirements for their information, as for all assets.
Management must also optimise the use of available
resources, including data, application systems, technology,
facilities and people. To discharge these responsibilities, as
well as to achieve its objectives, management must under-
stand the status of its own IT systems and decide what secu-
rity and control they should provide.

Control Objectives for Information and related Technology
(CoeIT), now in its 3¢ edition, helps meet the multiple needs
of management by bridging the gaps between business risks,
control needs and technical issues. It provides good practices
across a domain and process framework and presents activi-
tiesin a manageable and logical structure. CoBIT’s “good
practices’” means consensus of the experts—they will help
optimise information investments and will provide a measure
to be judged against when things do go wrong.

Management must ensure that an internal control system or
framework is in place which supports the business processes,
makes it clear how each individual control activity satisfies
the information requirements and impacts the I T resources.
Impact on IT resources is highlighted in the CosIT
Framework together with the business requirements for
effectiveness, efficiency, confidentiality, integrity, availabili-
ty, compliance and reliability of information that need to be
satisfied. Control, which includes policies, organisational
structures, practices and procedures, is management’s
responsibility. Management, through its enterprise gover-
nance, must ensure that due diligence is exercised by al indi-
viduals involved in the management, use, design, develop-
ment, maintenance or operation of information systems. An
IT control objective is a statement of the desired result or
purpose to be achieved by implementing control procedures
within a particular IT activity.

IT GOVERNANCE INSTITUTE 5



usiness orientation is the main theme of CosIT. It is

designed to be employed not only by users and auditors,
but aso, and more importantly, as comprehensive guidance
for management and business process owners. Increasingly,
business practice involves the full empowerment of business
process owners so they have total responsibility for all
aspects of the business process. In particular, thisincludes
providing adequate controls.

The CoBIT Framework provides a tool for the business
process owner that facilitates the discharge of this responsi-
bility. The Framework starts from a simple and pragmatic
premise;

In order to provide the information that the organisation
needs to achieve its objectives, I T resources need to be
managed by a set of naturally grouped processes.

The Framework continues with a set of 34 high-level Control
Objectives, one for each of the IT processes, grouped into
four domains: planning and organisation, acquisition and
implementation, delivery and support, and monitoring. This
structure covers all aspects of information and the technolo-
gy that supportsit. By addressing these 34 high-level control
objectives, the business process owner can ensure that an
adequate control system is provided for the IT environment.

T governance guidance is also provided in the CosI T

Framework. IT governance provides the structure that
links IT processes, I T resources and information to enterprise
strategies and objectives. IT governance integrates optimal
ways of planning and organising, acquiring and implement-
ing, delivering and supporting, and monitoring I T perfor-
mance. I T governance enables the enterprise to take full
advantage of its information, thereby maximising benefits,
capitalising on opportunities and gaining competitive advan-
tage.

In addition, corresponding to each of the 34 high-level con-
trol objectivesis an Audit Guideline to enable the review of
IT processes against CosIT's 318 recommended detailed
control objectives to provide management assurance and/or
advice for improvement.

he Management Guidelines, CosIT's most recent devel-

opment, further enhances and enables enterprise manage-
ment to deal more effectively with the needs and require-
ments of IT governance. The guidelines are action oriented
and generic and provide management direction for getting
the enterprise’s information and related processes under con-
trol, for monitoring achievement of organisational goals, for
monitoring performance within each IT process and for
benchmarking organisational achievement.

Specifically, CoeIT provides Maturity Models for control
over IT processes, so that management can map where the
organisation is today, where it stands in relation to the best-
in-classin its industry and to international standards and
where the organisation wants to be; Critical Success
Factors, which define the most important management-ori-
ented implementation guidelines to achieve control over and
within its IT processes; Key Goal Indicators, which define
measures that tell management—after the fact—whether an
IT process has achieved its business requirements; and Key
Performance Indicator s, which are lead indicators that
define measures of how well the IT processis performing in
enabling the goal to be reached.

CoBIT’s Management Guidelines are generic and
action oriented for the purpose of answering the fol-
lowing types of management questions: How far
should we go, and isthe cost justified by the benefit?
What aretheindicators of good performance? What
are the critical success factors? What are the risks of
not achieving our objectives? What do others do? How

do we measure and compare?

CoBIT also contains an Implementation Tool Set that provides
lessons learned from those organisations that quickly and
successfully applied CosiT in their work environments. It
has two particularly useful tools—Management Awareness
Diagnostic and IT Control Diagnostic—to assist in analysing
an organisation’s I T control environment.

Over the next few years, the management of organisations
will need to demonstrably attain increased levels of security
and control. CosiT isatool that allows managers to bridge
the gap with respect to control requirements, technical issues
and business risks and communicate that level of control to
stakeholders. CosiT enables the development of clear policy
and good practice for IT control throughout organisations,
worldwide. Thus, CoBIT is designed to be the break-
through IT governancetool that helpsin understanding
and managing therisks and benefits associated with
information and related IT.
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CoBIT IT Processes DErFINED WITHIN THE FOUR DOMAINS

BUSINE CTIVES

IT GOVERNANCE

M1 monitor the processes PO1 define a strategic IT plan

M2 assess internal control adequacy PO2 define the information architecture

M3 obtain independent assurance PO3 determine the technological direction

M4 provide for independent audit PO4 define the IT organisation and relationships
PO5 manage the IT investment

PO6 communicate management aims and direction
PO7 manage human resources

PO8 ensure compliance with external requirements
PO9 assess risks

PO10 manage projects

PO11 manage quality

* effectiveness
« efficiency
* confidentialif

* people

* application sy
* technology

* facilities
 data

define and manage service levels
manage third-party services
manage performance and capacity
ensure continuous service

ensure systems security
identify and allocate costs
educate and train users
assist and advise customers Al1 identify automated solutions

manage the configuration Al2 acquire and maintain application software
manage problems and incidents Al3 acquire and maintain technology infrastructure
manage data Al4 develop and maintain procedures

manage facilities AI5 install and accredit systems

manage operations Al6 manage changes

I T GOVERNANCE INSTITUTE 7



THE CoBIT FRAMEWORK

THE NEED FOR CONTROL IN

INFORMATION TECHNOLOGY

In recent years, it has become increasingly evident that
thereis a need for areference framework for security and
control in I T. Successful organisations require an appreci-
ation for and a basic understanding of the risks and
constraints of IT at all levels within the enterprisein
order to achieve effective direction and adequate contrals.

MANAGEMENT hasto decide what to reasonably
invest for security and control in IT and how to balance
risk and control investment in an often unpredictable IT
environment. While information systems security and
control help manage risks, they do not eliminate them.
In addition, the exact level of risk can never be known
since there is always some degree of uncertainty.
Ultimately, management must decide on the level of risk
it iswilling to accept. Judging what level can be tolerat-
ed, particularly when weighted against the cost, can be a
difficult management decision. Therefore, management
clearly needs aframework of generally accepted IT
security and control practices to benchmark the existing
and planned IT environment.

Thereis an increasing need for USERS of IT servicesto
be assured, through accreditation and audit of IT ser-
vices provided by internal or third parties, that adequate
security and control exists. At present, however, the
implementation of good IT controls in information sys-
tems, be they commercial, non-profit or governmental,
is hampered by confusion. The confusion arises from the
different evaluation methods such as ITSEC, TCSEC,
IS0 9000 eva uations, emerging COSO internal control
evaluations, etc. As aresult, users need a general foun-
dation to be established as afirst step.

Frequently, AUDI TORS have taken the lead in such
international standardisation efforts because they are
continuously confronted with the need to substantiate
their opinion on internal control to management.
Without a framework, thisis an exceedingly difficult
task. Furthermore, auditors are increasingly being called
on by management to proactively consult and advise on
IT security and control-related matters.

THE BUSINESS ENVIRONMENT:
COMPETITION, CHANGE AND COST

Global competition is here. Organisations are restructur-
ing to streamline operations and simultaneously take
advantage of the advancesin IT to improve their compet-
itive position. Business re-engineering, right-sizing, out-
sourcing, empowerment, flattened organisations and dis-
tributed processing are all changes that impact the way
that business and governmental organisations operate.
These changes are having, and will continue to have,
profound implications for the management and opera
tional control structures within organisations worldwide.

Emphasis on attaining competitive advantage and cost-
efficiency implies an ever-increasing reliance on tech-
nology as amajor component in the strategy of most
organisations. Automating organisational functionsis, by
its very nature, dictating the incorporation of more pow-
erful control mechanisms into computers and networks,
both hardware-based and software-based. Furthermore,
the fundamental structural characteristics of these con-
trols are evolving at the same rate and in the same “leap
frog” manner as the underlying computing and network-
ing technologies are evolving.

Within the framework of accelerated change, if man-
agers, information systems speciaists and auditors are
indeed going to be able to effectively fulfil their roles,
their skills must evolve as rapidly as the technology and
the environment. One must understand the technology
of controls involved and its changing nature if oneisto
exercise reasonable and prudent judgmentsin evaluating
control practices found in typical business or govern-
mental organisations.

EMERGENCE OF ENTERPRISE

AND IT GOVERNANCE

To achieve success in this information economy, enter-
prise governance and I T governance can no longer be
considered separate and distinct disciplines. Effective
enterprise governance focuses individual and group
expertise and experience where it can be most produc-
tive, monitors and measures performance and provides
assurance to critical issues. IT, long considered solely an

IT GOVERNANCE INSTITUTE



enabler of an enterprise’s strategy, must now be regard-
ed as an integral part of that strategy.

IT governance provides the structure that links I T
processes, IT resources, and information to enterprise
strategies and objectives. I'T governance integrates and
institutionalises optimal ways of planning and organis-
ing, acquiring and implementing, delivering and sup-
porting, and monitoring IT performance. IT governance
isintegral to the success of enterprise governance by
assuring efficient and effective measurable improve-
ments in related enterprise processes. | T governance
enables the enterprise to take full advantage of itsinfor-
mation, thereby maximising benefits, capitalising on
opportunities and gaining competitive advantage.

Looking at the interplay of enterprise and IT governance
processes in more detail, enterprise governance, the sys-
tem by which entities are directed and controlled, drives
and sets IT governance. At the sametime, I T should
provide critical input to, and constitute an important
component of, strategic plans. IT may in fact influence
strategic opportunities outlined by the enterprise.

Enterprise
Governance

drives and sets

Information
Technology
Governance

Enterprise activities require information from IT activi-
tiesin order to meet business objectives. Successful
organi sations ensure interdependence between their
strategic planning and their IT activities. IT must be

aligned with and enable the enterprise to take full advan-
tage of itsinformation, thereby maximising benefits,
capitalising on opportunities and gaining a competitive
advantage.

Enterprise
Activities

require information from

Information
Technology
Activities

Enterprises are governed by generally accepted good (or
best) practices, to ensure that the enterpriseis achieving
its goal s-the assurance of which is guaranteed by certain
controls. From these objectives flows the organisation’s
direction, which dictates certain enterprise activities,
using the enterprise’s resources. The results of the enter-
prise activities are measured and reported on, providing
input to the constant revision and maintenance of the
controls, beginning the cycle again.

Enterprise Governance
DIRECT

Enterprise

Objectives Activities

Resources

V4

USING

WV 4

REPORT

IT GOVERNANCE INSTITUTE



THE CoBIT FRAMEWORK, continued

IT alsois governed by good (or best) practices, to
ensure that the enterprise’s information and related tech-
nology support its business objectives, its resources are
used responsibly and its risks are managed appropriate-
ly. These practices form a basis for direction of IT activ-
ities, which can be characterised as planning and organ-
ising, acquiring and implementing, delivering and sup-

porting, and monitoring, for the dual purposes of man-
aging risks (to gain security, reliability and compliance)
and realising benefits (increasing effectiveness and effi-
ciency). Reports are issued on the outcomes of IT activi-
ties, which are measured against the various practices
and controls, and the cycle begins again.

IT Governance

o DIRECT
Objectives

IT Activities

' 4

= compliance

« [T is aligned with PLAN Planning and Organisation
the business, DO Acquisition and Implementation
gnal?les the o CHECK Delivery and Support

usiness an o
. Monitorin
T daieEs CORRECT g
benefits
Manage risks Realise Benefits
= |IT resources are "
d ibl = security Increase Decrease
used responsibly < reliability Automation - Costs - be

be effective efficient

= IT related risks
are managed
appropriately

v 4

REPORT

presented in Appendix I.

In order to ensure that management reaches its business objectives, it must direct and manage I T activities to
reach an effective balance between managing risks and realising benefits. To accomplish this, management
needs to identify the most important activities to be performed, measure progress towards achieving goals and
determine how well the IT processes are performing. In addition, it needs the ability to evaluate the organisa-
tion’s maturity level against industry best practices and international standards. To support these manage-
ment needs, the CosIT Management Guidelines have identified specific Critical Success Factors, Key
Goal Indicators, Key Performance Indicators and an associated Maturity Model for I T governance, as
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RESPONSE TO THE NEED

In view of these ongoing changes, the development of
this framework for control objectives for IT, along with
continued applied research in IT controls based on this
framework, are cornerstones for effective progressin the
field of information and related technology controls.

On the one hand, we have witnessed the development
and publication of overall business control models like
COSO (Committee of Sponsoring Organisations of the
Treadway Commission-Interna Control—Integrated
Framework, 1992) in the US, Cadbury in the UK, CoCo
in Canada and King in South Africa. On the other hand,
an important number of more focused control models
arein existence at the level of IT. Good examples of the
latter category are the Security Code of Conduct from
DTI (Department of Trade and Industry, UK),
Information Technology Control Guidelines from CICA
(Canadian Institute of Chartered Accountants, Canada),
and the Security Handbook from NIST (National
Institute of Standards and Technology, US). However,
these focused control models do not provide a compre-
hensive and usable control model over IT in support of
business processes. The purpose of CosiT isto bridge
this gap by providing a foundation that is closely linked
to business objectives while focusing on IT.

(Most closely related to CosiT is the recently published
AICPA/CICA SysTrust™ Principles and Criteria for
Systems Reliability. SysTrust is an authoritative
issuance of both the Assurance Services Executive
Committee in the United States and the Assurance
Services Development Board in Canada, based in part
on the CoBIT Control Objectives. SysTrust is designed
to increase the comfort of management, customers and
business partners with the systems that support a busi-
ness or a particular activity. The SysTrust service entails
the public accountant providing an assurance servicein
which he or she evaluates and tests whether a system is
reliable when measured against four essential principles:
availability, security, integrity and maintainability.)

A focus on the business requirements for controlsin IT
and the application of emerging control models and

related international standards evolved the original
Information Systems Audit and Control Foundation’s
Control Objectives from an auditor’s tool to CosIT, a
management tool. Further, the development of IT
Management Guidelines has taken CosIT to the next
level-providing management with Key Goal Indicators
(KGls), Key Performance Indicators (KPIs), Critical
Success Factors (CSFs) and Maturity Models so that it
can assessits I T environment and make choices for con-
trol implementation and control improvements over the
organisation’s information and related technol ogy.

Hence, the main objective of the CosIT project is the
development of clear policies and good practices for
security and control in IT for worldwide endorsement by
commercial, governmenta and professional organisa-
tions. It isthe goal of the project to develop these con-
trol objectives primarily from the business objectives
and needs perspective. (Thisis compliant with the
COSO perspective, which isfirst and foremost a man-
agement framework for internal controls.) Subsequently,
control objectives have been developed from the audit
objectives (certification of financial information, certifi-
cation of internal control measures, efficiency and effec-
tiveness, etc.) perspective.

AUDIENCE: MANAGEMENT,
USERS AND AUDITORS
CosIT is designed to be used by three distinct audiences.

MANAGEMENT:
to help them balance risk and control investment in an
often unpredictable I T environment.

USERS:
to obtain assurance on the security and controls of IT
services provided by internal or third parties.

AUDITORS:
to substantiate their opinions and/or provide advice to
management on interna controls.

IT GOVERNANCE INSTITUTE 11



THE CoBIT FRAMEWORK, continued

BUSINESS OBJECTIVES ORIENTATION

CoBIT isaimed at addressing business objectives. The
control objectives make a clear and distinct link to busi-
ness objectives in order to support significant use out-
side the audit community. Control objectives are defined
in a process-oriented manner following the principle of
business re-engineering. At identified domains and
processes, a high-level control objective isidentified and
rationale provided to document the link to the business
objectives. In addition, considerations and guidelines
are provided to define and implement the IT control
objective.

The classification of domains where high-level control
objectives apply (domains and processes), an indication
of the business requirements for information in that
domain, aswell asthe IT resources primarily impacted
by the control objectives, together form the CosI T
Framework. The Framework is based on the research
activities that have identified 34 high-level control
objectives and 318 detailed control objectives. The
Framework was exposed to the IT industry and the audit
profession to allow an opportunity for review, chalenge
and comment. The insights gained have been appropri-
ately incorporated.

GENERAL DEFINITIONS

For the purpose of this project, the following definitions
are provided. “Control” is adapted from the COSO
Report (Internal Control— ntegrated Framework,
Committee of Sponsoring Organisations of the
Treadway Commission, 1992) and “IT Control
Objective’ is adapted from the SAC Report (Systems
Auditability and Control Report, The Institute of
Internal Auditors Research Foundation, 1991 and 1994).

Control is
defined as

IT Control Objective
is defined as

IT Governance
is defined as

the policies, procedures, practices
and organisational structures
designed to provide reasonable
assurance that business objectives
will be achieved and that undesired
events will be prevented or detect-
ed and corrected.

a statement of the desired result or
purpose to be achieved by imple-
menting control proceduresin a
particular IT activity.

a structure of relationships and
processes to direct and control the
enterprise in order to achieve the
enterprise’s goals by adding value
while balancing risk versus return
over IT and its processes.

12
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THE FRAMEWORK’S PRINCIPLES

There are two distinct classes of control models current-
ly available: those of the “business control model” class
(e.g., COSO) and the “more focused control models for
IT” (eg., DTI). CoBIT aimsto bridge the gap that exists
between the two. CoBiT is therefore positioned to be
more comprehensive for management and to operate at a
higher level than technology standards for information
systems management. Thus, CosiT isthe modd for IT
gover nance!

The underpinning concept of the CosIT Framework is
that control in IT is approached by looking at informa-
tion that is needed to support the business objectives or
requirements, and by looking at information as being the
result of the combined application of IT-related
resources that need to be managed by 1T processes.

BUSINESS

i REQUIREMENTS

IT PROCESSES
IT RESOURCES

To satisfy business objectives, information needs to con-
form to certain criteria, which CoBIT refers to as busi-
ness requirements for information. In establishing the
list of requirements, CoBIT combines the principles
embedded in existing and known reference models:

; ality
Quality Qu
Requirements Cost
Delivery

Effectiveness and Efficiency of
operations

Reliability of Information

Compliance with laws and regulations

Fiduciary
Requirements
(COSO Report)

Confidentiality

Integrity
Availability

Security
Requirements

Quality has been retained primarily for its negative
aspect (no faults, reliability, etc.), which is aso captured
to alarge extent by the Integrity criterion. The positive
but less tangible aspects of Quality (style, attractiveness,
“look and fedl,” performing beyond expectations, etc.)
were, for atime, not being considered from an IT con-
trol objectives point of view. The premise is that the first
priority should go to properly managing the risks as
opposed to the opportunities. The usability aspect of
Quiality is covered by the Effectiveness criterion. The
Delivery aspect of Quality was considered to overlap
with the Availability aspect of the Security requirements
and also to some extent Effectiveness and Efficiency.
Finaly, Cost is also considered covered by Efficiency.

For the Fiduciary Requirements, CosIT did not attempt
to reinvent the wheel —COSO's definitions for
Effectiveness and Efficiency of operations, Reliability of
Information and Compliance with laws and regulations
were used. However, Rdiability of Information was
expanded to include all information—not just financial
information.

With respect to the Security Requirements, CosiT iden-
tified Confidentiality, Integrity, and Availability asthe
key elements—these same three elements, it was found,
are used worldwide in describing IT security require-
ments.

IT GOVERNANCE INSTITUTE
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THE FRAMEWORK’ S PRINCIPLES, continued

Starting the analysis from the broader Qudity, Fiduciary  The IT resources identified in CosiT can be
and Security requirements, seven distinct, certainly
overlapping, categories were extracted. CosIT's working
definitions are as follows:

Effectiveness

Efficiency

Confidentiality

Integrity

Availability

Compliance

Reliability of
Information

deals with information being relevant
and pertinent to the business process

aswell as being delivered in atimely,
correct, consistent and usable manner.

concerns the provision of information
through the optimal (most productive
and economical) use of resources.

concerns the protection of sensitive
information from unauthorised disclo-
sure.

relates to the accuracy and complete-
ness of information aswell asto its
validity in accordance with business
values and expectations.

relates to information being available
when required by the business process
now and in the future. It al'so concerns
the safeguarding of necessary
resources and associated capabilities.

deals with complying with those laws,
regulations and contractual arrange-
ments to which the business processis
subject, i.e., externally imposed busi-
ness criteria

relates to the provision of appropriate
information for management to oper-
ate the entity and for management to

exercise its financia and compliance

reporting responsibilities.

Data

Application
Systems

Technology

Facilities

People

explained/defined as follows:

are objectsin their widest sense (i.e.,
external and internal), structured and
non-structured, graphics, sound, etc.

are understood to be the sum of man-
ual and programmed procedures.

covers hardware, operating systems,
database management systems, net-
working, multimedia, etc.

are al the resources to house and sup-
port information systems.

include staff skills, awareness and
productivity to plan, organise, acquire,
ddliver, support and monitor informa-
tion systems and services.

14

IT GOVERNANCE INSTITUTE



Money or capital was not retained asan IT resourcefor  tial for good control, and therefore lack of documenta:
classification of control objectives because it can be tion would be cause for further review and analysis for
considered as being the investment into any of the above compensating controlsin any specific area under review.
resources. It should also be noted that the Framework

does not specifically refer to documentation of all mater-  Another way of looking at the relationship of 1T

ia mattersrelating to a particular IT process. Asamat-  resourcesto the delivery of servicesis depicted below.

ter of good practice, documentation is considered essen-

N
EVENTS M INFORMATION
Business Objectives | | Effectiveness
Business Opportunities ! | Efficiency
i ™ ; : I identiali
o e TECHNOLOGY
Riske message : ‘ SIVICE | pomaice
input \':A‘w output | Reliability
PEOPLE
W
In order to ensure that the business requirements for selves that the information they get exhibits the charac-
information are met, adequate control measuresneedto teristics they need? This is where a sound framework of
be defined, implemented and monitored over these IT control objectives is required. The next diagram illus-
resources. How then can organisations satisfy them- trates this concept.

BU ESS

What you . PROMIESES t you need
Y

INFORMATION

' Do they match
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THE FRAMEWORK’ S PRINCIPLES, continued

The CoBIT Framework consists of high-level control
objectives and an overall structure for their classifica
tion. The underlying theory for the classification is that
there are, in essence, three levels of IT efforts when con-
sidering the management of IT resources. Starting at the
bottom, there are the activities and tasks needed to
achieve a measurable result. Activities have alife-cycle
concept while tasks are more discrete. The life-cycle
concept has typical control requirements different from
discrete activities. Processes are then defined one layer
up as a series of joined activities or tasks with natural
(control) breaks. At the highest level, processes are natu-
rally grouped together into domains. Their natural
grouping is often confirmed as responsibility domainsin
an organisational structure and isin line with the man-
agement cycle or life cycle applicable to I T processes.

Domains<>

Processes

Activities/
Tasks

Thus, the conceptual framework can be approached
from three vantage points: (1) information criteria, (2)
IT resources and (3) IT processes. These three vantage

points are depicted in the CosIT Cube.

Information C

riteria

o
Q z Q’\d\)

Domains :
l

People
pplication Systems

Processes

IT Processes

Activities

&

é\'&d %eo)(\ﬂ

Technology
Facilities
Data

With the preceding as the framework, the domains are
identified using wording that management would use in
the day-to-day activities of the organi sation—not auditor
jargon. Thus, four broad domains are identified: plan-
ning and organisation, acquisition and implementation,
delivery and support, and monitoring.

Definitions for the four domains identified for the high-
level classification are:

Planning and
Organisation

Acquisition and
Implementation

Delivery and

Support

This domain covers strategy and tac-
tics, and concerns the identification of
theway IT can best contribute to the
achievement of the business objec-
tives. Furthermore, the realisation of
the strategic vision needs to be
planned, communicated and managed
for different perspectives. Finally, a
proper organisation as well as techno-
logical infrastructure must be put in
place.

To redlise the IT strategy, IT solutions
need to be identified, developed or
acquired, as well as implemented and
integrated into the business process.
In addition, changes in and mainte-
nance of existing systems are covered
by this domain to make sure that the
life cycle is continued for these
systems.

This domain is concerned with the
actua delivery of required services,
which range from traditional opera-
tions over security and continuity
aspectsto training. In order to deliver
services, the necessary support
processes must be set up.

This domain includes the actual pro-
cessing of data by application sys-
tems, often classified under applica-
tion controls.

16

IT GOVERNANCE INSTITUTE



All'IT processes need to be regularly
assessed over time for their quality
and compliance with control require-
ments. This domain thus addresses
management’s oversight of the organi-
sation’s control process and indepen-
dent assurance provided by interna
and external audit or obtained from
alternative sources.

Monitoring

It should be noted that these I T processes can be applied
at different levels within an organisation. For example,
some of these processes will be applied at the enterprise
level, others at the IT function level, others at the busi-
ness process owner level, etc.

It should also be noted that the Effectiveness criterion of
processes that plan or deliver solutions for business
requirements will sometimes cover the criteria for
Availability, Integrity and Confidentiality—in practice,
they have become business requirements. For example,
the process of “identify solutions’ has to be effectivein
providing the Availability, Integrity and Confidentiaity
requirements.

Itisclear that al control measures will not necessarily
satisfy the different business requirements for informa-
tion to the same degree.

* Primary isthe degree to which the defined
control objective directly impacts the
information criterion concerned.

» Secondary isthe degree to which the defined
control objective satisfies only to a
lesser extent or indirectly the informa:
tion criterion concerned.

could be applicable; however, require-
ments are more appropriately satisfied
by another criterion in this process
and/or by another process.

* Blank

Similarly, al control measures will not necessarily
impact the different IT resources to the same degree.
Therefore, the CosIT Framework specifically indicates
the applicability of the IT resources that are specifically
managed by the process under consideration (not those
that merely take part in the process). This classification
is made within the CoIT Framework based on arigor-
ous process of input from researchers, experts and
reviewers, using the strict definitions previously
indicated.

In summary, in order to provide the information that the
organisation needs to achieve its objectives, IT gover-
nance must be exercised by the organisation to ensure
that I'T resources are managed by a set of naturally
grouped IT processes. The following diagram illustrates
this concept.

CoBIT IT Processes DeErFINED WITHIN
THE FOUR DOMAINS

IT GOVERNANCE
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CoBIT HiISTORY AND BACKGROUND

CoBIT 3¢ Edition is the most recent version of Control
Objectives for Information and related Technology, first
released by the Information Systems Audit and Control
Foundation (ISACF) in 1996. The 2™ edition, reflecting
an increase in the number of source documents, a
revision in the high-level and detailed control objectives
and the addition of the Implementation Tool Set, was
published in 1998. The 3¢ edition marks the entry of a
new primary publisher for CoIT: the IT Governance
Institute.

The IT Governance Ingtitute was formed by the
Information System Audit and Control Association
(ISACA) and its related Foundation in 1998 in order to
advance the understanding and adoption of 1T gover-
nance principles. Due to the addition of the
Management Guidelinesto CosiT 3 Edition and its
expanded and enhanced focus on IT governance, the IT
Governance Institute took a leading role in the publica
tion’s development.

CoBIT was originaly based on ISACF's Control
Objectives, and has been enhanced with existing and
emerging international technical, professiond, regulato-
ry and industry-specific standards. The resulting control
objectives have been devel oped for application to organ-
isation-wide information systems. The term “generaly
applicable and accepted” is explicitly used in the same
sense as Generally Accepted Accounting Principles
(GAAP).

CoBIT isrelatively smdl in size and attempts to be both
pragmatic and responsive to business needs while being
independent of the technical IT platforms adopted in an
organisation.

While not excluding any other accepted standard in the
information systems control field that may have cometo
light during the research, sources identified are:

Technical standards from 1SO, EDIFACT, etc.
Codes of Conduct issued by the Council of Europe,
OECD, ISACA, etc.

Qualification criteria for IT systems and processes:
ITSEC, TCSEC, 1SO 9000, SPICE, Tickl T, Common
Criteria, etc.

Professional standards for interna control and audit-
ing: COSO, IFAC, AICPA, CICA, ISACA, IIA, PCIE,
GAQO, etc.

Industry practices and requirements from industry
forums (ESF, 14) and government-sponsored platforms
(IBAG, NIST, DTI), etc., and

Emerging industry-specific requirements from bank-
ing, electronic commerce, and IT manufacturing.

Refer to Appendix |, CoBIT Project Description;
Appendix 11, CosIT Primary Reference Material;
and Appendix 1V, Glossary of Terms.
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CosIT PRODUCT EVOLUTION

CosIT will evolve over the years and be the foundation
for further research. Thus, afamily of CosIT products
will be created and, asthis occurs, the I T tasks and
activities that serve as the structure to organise control
objectives will be further refined, and the balance
between domains and processes reviewed in light of the
industry’s changing landscape.

Research and publication have been made possible by
significant grants from PricewaterhouseCoopers and
donations from ISACA chapters and members world-
wide. The European Security Forum (ESF) kindly made
research materia available to the project. The Gartner
Group also participated in the development and provid-
ed quality assurance review of the Management

Guidelines.

CoIT Family of Products

EXECUTIVE SUMMARY

FRAMEWORK
with High-Level Control Objectives

IMPLEMENTATION TOOL SET

Executive Overview
Case Studies
FAQs
Power Point Presentations
— Implementation Guide
« Management Awareness Diagnostics

MANAGEMENT DETAILED CONTROL
AUDIT GUIDELINES ’ .
GUIDELINES OBJECTIVES = IT Control Diagnostics
Maturity Critical Success Key Goal Key Performance
Models Factors Indicators Indicators
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CoNTROL OBJECTIVES
SUMMARY TABLE

The following chart provides an indication, by IT impacted by the high-level control objectives, aswell as
process and domain, of which information criteria are an indication of which IT resources are applicable.
Information Criteria IT Resources

DOMAIN PROCESS

Planning & Define astrategic I T plan P|S Ol 0| oo|o
Organisation Define the information architecture P|S|[S]|S O 0O
Determine technological direction P|S a|gd
Define the IT organisation and relationships P|S ]
Manage the I T investment P|P S 0| o]l oo
Communicate management aims and direction 2] S 0
Manage human resources P|P 0
Ensure compliance with external requirements 2] P|S o) 0 0
Assessrisks P|S|P|P|P S 0| 0] 0o0ojo
Manage projects P|P 0| 0] OO0
Manage quality PP P S o) 0l oo
Acquisition & Identify automated solutions P|S ol g o
Implementation Acquire and maintain application software Pl P S S|S 0
Acquire and maintain technology infrastructure P|P S ]
Develop and maintain procedures P|P S SIS o ol g d
Ingtall and accredit systems P S|S O] 0] 0j0gjd
Manage changes PP PP S o] ol gojpo
Delivery & Define and manage service levels P|P|[S|S|S|S]|S O O] g ojo
Support Manage third-party services PIP|S|[S|S|S]|S o| o o oo
Manage performance and capacity P|P S gl ol o
Ensure continuous service P|S P 0|0l gojo
Ensure systems security P|P|[S|S|S 0|0l gojo
Identify and allocate costs p P 0| 0] Ojojo
Educate and train users P|S 0
Assist and advise customers P|P o]0
Manage the configuration P S S ol 0o
Manage problems and incidents P|P S 0|0l gojo
Manage data P P
Manage facilities P| P 0
Manage operations P|P S|S ol 0 o|g
Monitoring M1 Monitor the processes PlP|ls|s|s|s]|s ol ol o o|o
M2 Assess internal control adequacy P|P|S|S|S|P]|S O ol OHag)lo
M3 Obtain independent assurance P|P|[S|S|S|P|S O o g a|d
M4 Provide for independent audit P|P|[S|S|S|P|S o o g a|d
(P) primary (S) secondary (D) applicable to
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THE CoNTROL OBJECTIVES PRINCIPLES

CoBIT, asembodied in this latest version of its
Control Objectives, reflects the ongoing commitment
of ISACA to enhance and maintain the common
body of knowledge required to sustain the informa-
tion systems audit and control profession.

The CoBIT Framework has been limited to high-level
control objectives in the form of a business need
within a particular IT process, the achievement of
which is enabled by a control statement, for which
consideration should be given to potentially applica-
ble controls.

The control of

IT Processes

which satisfy
Business
Requirements is enabled by
Control
Statements considering

Control
Practices

The control objectives have been organised by
process/activity, but navigation aids have been pro-
vided not only to facilitate entry from any one van-
tage point, but also to facilitate combined or global
approaches, such as installation/implementation of a
process, global management responsibilities for a
process and the use of IT resources by a process.

It should also be noted that the control objectives
have been defined in a generic way; i.e., not depend-
ing on the technical platform, while accepting the

fact that some specia technology environments may
need separate coverage for control objectives.
Whereas the CoBIT Framework focuses on high-
level controls for each process, Control Objectives
focuses on specific, detailed control objectives
associated with each IT process. For each of the 34
IT processes of the Framework, there are from three
to 30 detailed control objectives, for atotal of 318.

Control Objectives alignsthe overdl Framework with
detailed control objectives from 41 primary sources
comprising the de facto and de jure internationa stan-
dards and regulations relating to I T. It contains state-
ments of the desired results or purposes to be
achieved by implementing specific control procedures
within an IT activity and, thereby, provides a clear
policy and good practice for IT control throughout the
industry, worldwide.

Control Objectivesis directed to the management
and staff of the IT, control and audit functions—and,
most importantly, to the business process owners.
Control Objectives provides aworking, desktop doc-
ument for these individuals. Precise and clear defini-
tions of a minimum set of controls to ensure effec-
tiveness, efficiency and economy of resource utilisa-
tion are identified. For each process, detailed control
objectives are identified as the minimum controls
needed to be in place—those controls that will be
assessed for sufficiency by the controls professional.
Control Objectives allows the trandation of concepts
presented in the Framework into specific controls
applicable for each I T process.

IT GOVERNANCE INSTITUTE
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CoNTROL OBJECTIVES NAVIGATION OVERVIEW

The Control Objectives section contains detailed control objectives for each of the 34 IT processes. On the left page
isthe high-level control objective. The domain indicator (*PO” for Planning & Organisation, “Al” for Acquisition
& Implementation, “DS’ for Delivery & Support and “M” for Monitoring) is shown at top left. The applicable
information criteriaand 1T resources managed are shown via mini-matrix, as described below. Beginning on the
right page, are the descriptions of the detailed control objectives for the IT process.

To facilitate efficient use of the control objectivesin support of the
different vantage points, some navigation aids are provided as part of
the presentation of the high-level control objectives. For each of the
three dimensions aong which the CosIT Framework can be

approached—processes, I T resources and information criteria—a
navigation aid is provided.

Acquisition &
E i Implementation
I Support
-
(%

Navigation Aids

I Planning &
A &

IT domains are identified by thisicon in the UrrPER RIGHT CORNER of
each page in the Control Objectives section, with the domain under
review highlighted and enlarged.

The cue to information criteriawill be provided in the UpPER LEFT N T
CorNER in the Control Objectives section by means of this mini- @i@i&?“@@ &ﬁ\\"’.\g@
matrix, which will identify which criteria are applicable to each high- YOSV
level control objective and to which degree (primary or

secondary).

A second mini-matrix in the Lower RIGHT CorNER in the Control
Objectives section identifies the I T resources that are specificaly
managed by the process under consideration—not those that merely
take part in the process. For example, the “manage data’ process con-
centrates particularly on Integrity and Reliability of the data resource.
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CoNTROL OBJECTIVE RELATIONSHIPS

DOMAINS, PROCESSES AND

PLANNING & ORGANISATION
1.0 Definea StrategicIT Plan

20

3.0

4.0

1.1 IT asPart of the Organisation’'sLong- and 5.0
Short-Range Plan
1.2 IT Long-Range Plan
1.3 IT Long-Range Planning—Approach and
Structure 6.0
1.4 IT Long-Range Plan Changes
15 Short-Range Planning for the IT Function
1.6 Communication of IT Plans
1.7 Monitoring and Evaluating of IT Plans
1.8 Assessment of Existing Systems
Define the Information Architecture
2.1 Information Architecture Model
2.2  Corporate Data Dictionary and Data
Syntax Rules
2.3 Data Classification Scheme
24  Security Levels
Determine Technological Direction
3.1 Technological Infrastructure Planning
3.2  Monitor Future Trends and Regulations
3.3 Technological Infrastructure Contingency 7.0
34 Hardware and Software Acquisition Plans
3.5 Technology Standards
Define the I T Organisation and Relationships
4.1 IT Planning or Steering Committee
4.2  Organisational Placement of the IT
Function
4.3 Review of Organisational Achievements
4.4  Roles and Responsibilities
45 Responsibility for Quality Assurance 8.0
4.6 Responsibility for Logical and Physical
Security
4.7  Ownership and Custodianship
4.8 Dataand System Ownership
4.9 Supervision
4.10 Segregation of Duties
411 |IT Staffing
4.12 Job or Position Descriptions for IT Staff
413 Key IT Personnel

CoNTROL OBJECTIVES

4.14 Contracted Staff Policies and Procedures
4.15 Reationships
Manage the I T Investment

5.1 Annua IT Operating Budget
5.2 Cost and Benefit Monitoring
5.3 Cost and Benefit Justification

Communicate Management Aims and
Direction

6.1 Positive Information Control Environment

6.2 Management’s Responsibility for Policies

6.3 Communication of Organisation Policies

6.4  Policy Implementation Resources

6.5 Maintenance of Policies

6.6  Compliance with Policies, Procedures and
Standards

6.7 Quality Commitment

6.8  Security and Internal Control Framework
Policy

6.9 Intellectual Property Rights

6.10 Issue-Specific Policies

6.11 Communication of IT Security Awareness
Manage Human Resources

7.1  Personnel Recruitment and Promotion
7.2  Personne Qualifications

7.3 Roles and Responsihilities

7.4  Personnel Training

7.5 Cross-Training or Staff Back-up

7.6  Personnel Clearance Procedures

7.7  Employee Job Performance Evaluation
7.8  Job Change and Termination

Ensure Compliance with External
Requirements

8.1 Externa Requirements Review

8.2  Practices and Procedures for Complying
with External Requirements

8.3  Safety and Ergonomic Compliance

8.4  Privacy, Intellectua Property and Data Flow

85  Electronic Commerce

8.6  Compliance with Insurance Contracts

IT GOVERNANCE INSTITUTE
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DoMAINS, PROCESSES AND CONTROL OBJECTIVES

PLANNING & ORGANISATION continued
9.0 AssessRisks

10.0

11.0

9.1 Business Risk Assessment
9.2 Risk Assessment Approach
9.3 Risk Identification

9.4  Risk Measurement

9.5 RiskAction Plan

9.6 Risk Acceptance

9.7 Safeguard Selection

9.8 Risk Assessment Commitment
Manage Projects

10.1 Project Management Framework
10.2 User Department Participation in Project
Initiation

Project Team Membership and
Responsibilities

Project Definition

Project Approval

Project Phase Approval

Project Master Plan

10.8 System Quality Assurance Plan
10.9 Panning of Assurance Methods
10.10 Formal Project Risk Management
10.11 Test Plan

10.12 Training Plan

10.13 Post-Implementation Review Plan
Manage Quality

11.1 Genera Quality Plan

11.2 Quality Assurance Approach

11.3 Quality Assurance Planning

114 Quality Assurance Review of Adherence
to IT Standards and Procedures
System Development Life Cycle

M ethodol ogy

System Development Life Cycle
Methodology for Mg or Changes to
Existing Technology

10.3

104
10.5
10.6
10.7

115

11.6

11.7
Cycle Methodology

Coordination and Communication
Acquisition and Maintenance Framework
for the Technology Infrastructure

11.8
11.9

Updating of the System Development Life

11.10 Third-Party Implementor Relationships

11.11 Programme Documentation Standards

11.12 Programme Testing Standards

11.13 System Testing Standards

11.14 Pardlel/Pilot Testing

11.15 System Testing Documentation

11.16 Quality Assurance Evauation of
Adherence to Development Standards

11.17 Qudlity Assurance Review of the
Achievement of IT Objectives

11.18 Quality Metrics

11.19 Reports of Quality Assurance Reviews

ACQUISITION & |IMPLEMENTATION

1.0

20

I dentify Automated Solutions

1.1 Definition of Information Requirements
1.2  Formulation of Alternative Courses of
Action

Formulation of Acquisition Strategy
Third-Party Service Reguirements
Technologica Feasibility Study
Economic Feasibility Study
Information Architecture

Risk Analysis Report

Cost-Effective Security Controls
Audit Trails Design

Ergonomics

Selection of System Software
Procurement Control

Software Product Acquisition
Third-Party Software Maintenance
Contract Application Programming
1.17 Acceptance of Facilities

1.18 Acceptance of Technology

Acquire and Maintain Application Software

13
14
15
16
17
18
1.9
1.10
111
112
113
114
1.15
1.16

21 Design Methods

2.2  Magor Changes to Existing Systems

2.3 Design Approva

2.4 File Requirements Definition and
Documentation

25 Programme Specifications

2.6  Source Data Collection Design

24
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3.0

4.0

5.0

DoMAINS, PROCESSES AND CONTROL OBJECTIVES

2.7  Input Requirements Definition and
Documentation

2.8 Definition of Interfaces

2.9 User-Machine Interface

2.10 Processing Requirements Definition and
Documentation

211 Output Requirements Definition and
Documentation

2.12 Controllability

2.13 Availability as a Key Design Factor
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DoMAINS, PROCESSES AND CONTROL OBJECTIVES
5.21 Protection of Electronic Value

DELIVERY & SupPORT continued
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DoMAINS, PROCESSES AND CONTROL OBJECTIVES
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Planning & Organisation

Define a Strategic Information Technology Plan

HiGH-LEVEL CONTROL OBJECTIVE

Planning &
AN WS AS Organisation
AR
& é\\"é@ IS Acquisition &

Implementation

Delivery &
Support

Control over the IT process of

defining a strategic I T plan Monitoring

that satisfies the business requirement

to strike an optimum balance of information technology opportunities
and IT business requirements as well as ensuring its further
accomplishment

is enabled by

a strategic planning process undertaken at regular intervals giving rise
to long-term plans; the long-term plans should periodically be
translated into operational plans setting clear and concrete short-term
goals

and takes into consideration

enterprise business strategy

definition of how IT supports the business objectives
inventory of technological solutions and current infrastructure
monitoring the technology markets

timely feasibility studies and reality checks
existing systems assessments

enterprise position on risk, time-to-market, quality
need for senior management buy-in, support and

critical review
@ &\0& e
S E
TS
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12

13

POL

DeTaILED CoNTROL OBJECTIVES

DEFINE A STRATEGIC INFORMATION
TECHNOLOGY PLAN

IT as Part of the Organisation’s Long- and
Short-Range Plan

CoNTRoL OBJECTIVE

Senior management is responsible for developing
and implementing long- and short-range plans
that fulfill the organisation’s mission and goals.
In this respect, senior management should ensure
that IT issues as well as opportunities are ade-
guately assessed and reflected in the organisa
tion’s long- and short-range plans. IT long- and
short-range plans should be developed to help
ensure that the use of IT is aligned with the
mission and business strategies of the
organisation.

IT Long-Range Plan

ConTroL OBJECTIVE

IT management and business process owners are
responsible for regularly developing I'T long-
range plans supporting the achievement of the
organisation’s overall missions and goals. The
planning approach should include mechanisms to
solicit input from relevant internal and external
stakeholders impacted by the IT strategic plans.
Accordingly, management should implement a
long-range planning process, adopt a structured
approach and set up a standard plan structure.

IT Long-Range Planning —

Approach and Structure

CoNTRrROL OBJECTIVE

IT management and business process owners
should establish and apply a structured approach
regarding the long-range planning process. This
should result in a high-quality plan which covers
the basic questions of what, who, how, when and
why. The IT planning process should take into
account risk assessment results, including busi-
ness, environmental, technology and human
resources risks. Aspects which need to be taken
into account and adequately addressed during the

14

15

planning process include the organisational
model and changesto it, geographical distribu-
tion, technological evolution, costs, legal and
regulatory requirements, requirements of third
parties or the market, planning horizon, business
process re-engineering, staffing, in- or out-sourc-
ing, data, application systems and technology
architectures. Benefits of the choices made
should be clearly identified. The IT long- and
short-range plans should incorporate perfor-
mance indicators and targets. The plan itself
should aso refer to other plans such as the
organisation quality plan and the information risk
management plan.

IT Long-Range Plan Changes

CoNTroL OBJECTIVE

IT management and business process owners
should ensure a processisin place to modify the
IT long-range plan in atimely and accurate man-
ner to accommodate changes to the organisa-
tion’s long-range plan and changesin IT condi-
tions. Management should establish a policy
requiring that IT long- and short-range plans are
developed and maintained.

Short-Range Planning for the I T Function
CoNTRrRoL OBJECTIVE

IT management and business process owners
should ensure that the IT long-range plan is regu-
larly trandated into I T short-range plans. Such
short-range plans should ensure that appropriate
IT function resources are alocated on a basis
consistent with the IT long-range plan. The
short-range plans should be reassessed periodi-
cally and amended as necessary in response to
changing business and IT conditions. The timely
performance of feasibility studies should ensure
that the execution of the short-range plansis ade-
quately initiated.

continued on next page
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Planning & Organisation

Define a Strategic Information Technology Plan

DeTtaiLED CoNTROL OBJECTIVES continued

1.6 Communication of IT Plans
ConTroL OBJECTIVE
Management should ensure that I T long- and
short-range plans are communicated to business
process owners and other relevant parties across
the organisation.

1.7 Monitoring and Evaluating of IT Plans
CoNTRoL OBJECTIVE
Management should establish processes to cap-
ture and report feedback from business process
owners and users regarding the quality and use-
fulness of long- and short-range plans. The feed-
back obtained should be evaluated and consid-
ered in future IT planning.

1.8 Assessment of Existing Systems
ConTroL OBJECTIVE
Prior to developing or changing the strategic, or
long-range, IT plan, IT management should
assess the existing information systems in terms
of degree of business automation, functionality,
stability, complexity, costs, strengths and weak-
nesses in order to determine the degree to which
the existing systems support the organisation’s
business requirements.
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Planning & Organisation

Define the Information Architecture

HiGH-LEVEL CONTROL OBJECTIVE

Planning &
S8 Organisation
AR
ST Acquisition &
Q§,§ Q’QOQ NSO S q

Implementation

Delivery &
Support

Control over the IT process of

defining the information architecture Monitoring

that satisfies the business requirement

of optimising the organisation of the information systems

is enabled by

creating and maintaining a business information model and ensuring
appropriate systems are defined to optimise the use of this information

and takes into consideration

* automated data repository and dictionary

* data syntax rules

* data ownership and criticality/security classification
* an information model representing the business

* enterprise information architectural standards
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2.2

23

DeTaILED CoONTROL OBJECTIVES

DEFINE THE INFORMATION
ARCHITECTURE

Infor mation Architecture M odel

ConTtroL OBJECTIVE

Information should be kept consistent with needs
and should be identified, captured and communi-
cated in aform and timeframe that enables people
to carry out their responsibilities effectively and
on atimely basis. Accordingly, the IT function
should create and regularly update an informa-
tion architecture model, encompassing the corpo-
rate data model and the associated information
systems. The information architecture model
should be kept consistent with the IT long-range
plan.

Corporate Data Dictionary and Data

Syntax Rules

CoNTROL OBJECTIVE

The IT function should ensure the creation and
continuous updating of a corporate data dictio-
nary which incorporates the organisation’s data
syntax rules.

Data Classification Scheme

ConTroL OBJECTIVE

A general classification framework should be
established with regard to placement of datain
information classes (i.e., security categories) as
well as allocation of ownership. The access rules
for the classes should be appropriately defined.

24  Security Levels

CoNTRrROL OBJECTIVE

Management should define, implement and
maintain security levels for each of the data clas-
sifications identified above the level of “no pro-
tection required.” These security levels should
represent the appropriate (minimum) set of secu-
rity and control measures for each of the classifi-
cations and should be re-evaluated periodically
and modified accordingly. Criteriafor supporting
different levels of security in the extended enter-
prise should be established to address the needs
of evolving e-commerce, mobile computing and
telecommuting environments.
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Planning & Organisation

Determine Technological Direction

HiGH-LEVEL CONTROL OBJECTIVE

Planning &
AN WS AS Organisation
AR
& é\\"é@ IS Acquisition &

Implementation

Delivery &
Support

Control over the IT process of

determining technological direction Monitoring

that satisfies the business requirement

to take advantage of available and emerging technology to drive and
make possible the business strategy

is enabled by

creation and maintenance of atechnologica infrastructure plan that sets and
manages clear and realistic expectations of what technology can offer in terms
of products, services and delivery mechanisms

and takes into consideration

* capability of current infrastructure
 monitoring technology developments via reliable sources
« conducting proof-of-concepts

* risk, constraints and opportunities

* acquisition plans

* migration strategy and roadmaps

» vendor relationships

* independent technology reassessment

* hardware and software price/performance changes
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3.2

3.3

34

35

DeTaILED CoONTROL OBJECTIVES

DETERMINE TECHNOLOGICAL
DIRECTION

Technological Infrastructure Planning
ConTtroL OBJECTIVE

The IT function should create and regularly
update a technological infrastructure plan which
isin accordance with the IT long- and short-
range plans. Such a plan should encompass
aspects such as systems architecture, technologi-
cal direction and migration strategies.

Monitor Future Trends and Regulations
ConTroL OBJECTIVE

Continuous monitoring of future trends and
regulatory conditions should be ensured by the
IT function so that these factors can be taken into
consideration during the development and main-
tenance of the technological infrastructure plan.

Technological Infrastructure Contingency
CoNTroL OBJECTIVE

The technological infrastructure plan should be
assessed systematically for contingency aspects
(i.e., redundancy, resilience, adequacy and evolu-
tionary capability of the infrastructure).

Hardware and Software Acquisition Plans
ConTrOL OBJECTIVE

IT management should ensure that hardware and
software acquisition plans are established and
reflect the needs identified in the technological
infrastructure plan.

Technology Standards

CoNTrRoL OBJECTIVE

Based on the technological infrastructure plan,
IT management should define technology norms
in order to foster standardisation.
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Planning & Organisation

Define the Information Technology Organisation and Relationships

HiGH-LEVEL CONTROL OBJECTIVE

Planning &
AN WS AS Organisation
AR
& é\\"é@ IS Acquisition &

Implementation

Delivery &
Support

Control over the IT process of

defining the I T organisation and relationships Monitoring

that satisfies the business requirement

to deliver theright IT services

is enabled by

an organisation suitable in numbers and skills with roles and
responsibilities defined and communicated, aligned with the business
and that facilitates the strategy and provides for effective direction and
adequate control

and takes into consideration

* board level responsibility for IT

* management’s direction and supervision of IT

* IT'saignment with the business

 IT'sinvolvement in key decision processes

» organisational flexibility

* clear roles and responsibilities

balance between supervision and empowerment

* job descriptions

« staffing levels and key personnel

« organisational positioning of security,
quality and internal control functions

* segregation of duties
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4.1

4.2

4.3

4.4

PO4

DeTaILED CoONTROL OBJECTIVES

DEFINE THE INFORMATION TECHNOLOGY
ORGANISATION AND RELATIONSHIPS

IT Planning or Steering Committee

ConTtroL OBJECTIVE

The organisation’s senior management should
appoint a planning or steering committee to over-
seethe IT function and its activities. Committee
membership should include representatives from
senior management, user management and the IT
function. The committee should meet regularly
and report to senior management.

4.5

Organisational Placement of the I T Function
ConNTroL OBJECTIVE

In placing the IT function in the overall organisa-
tion structure, senior management should ensure
authority, critical mass and independence from
user departments to the degree necessary to guar-
antee effective I T solutions and sufficient
progress in implementing them, and to establish
a partnership relation with top management to
help increase awareness, understanding and skill
in identifying and resolving I T issues.

4.6

Review of Organisational Achievements
ConTroL OBJECTIVE

A framework should be in place for reviewing
the organisational structure to continuously meet
objectives and changing circumstances.

Roles and Responsibilities

CoNTROL OBJECTIVE

Management should ensure that all personnel in
the organisation have and know their roles and
responsibilities in relation to information sys-
tems. All personnel should have sufficient
authority to exercise the role and responsibility
assigned to them. Roles should be designed with
consideration to appropriate segregation of
duties. No one individual should control all key
aspects of atransaction or event. Everyone
should be made aware that they have some
degree of responsibility for internal control and

47

security. Consequently, regular campaigns
should be organised and undertaken to increase
awareness and discipline.

Responsibility for Quality Assurance

CoNTroL OBJECTIVE

Management should assign the responsibility for
the performance of the quality assurance function
to staff members of the I'T function and ensure
that appropriate quality assurance, systems,
controls and communications expertise exist in
the IT function’s quality assurance group. The
organisational placement within the IT function
and the responsibilities and the size of the quality
assurance group should satisfy the requirements
of the organisation.

Responsibility for Logical and Physical
Security

CoNTRrRoL OBJECTIVE

Management should formally assign the respon-
sibility for assuring both the logical and physical
security of the organisation’s information assets
to an information security manager, reporting to
the organisation’s senior management. At a mini-
mum, security management responsibility should
be established at the organisation-wide level to
deal with overall security issuesin an organisa-
tion. If needed, additional security management
responsibilities should be assigned at a system-
specific level to cope with the related security
issues.

Owner ship and Custodianship

CoNTROL OBJECTIVE

Management should create a structure for for-
mally appointing the data owners and custodians.
Their roles and responsibilities should be clearly
defined.

continued on next page
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PO4

Planning & Organisation

4.8

4.9

4.10

Define the Information Technology Organisation and Relationships

DeTtaiLED CoNTROL OBJECTIVES continued

Data and System Owner ship

CoNTroL OBJECTIVE

Management should ensure that all information
assets (data and systems) have an appointed
owner who makes decisions about classification
and access rights. System owners typically dele-
gate day-to-day custodianship to the systems
delivery/operations group and delegate security
responsibilities to a security administrator.
Owners, however, remain accountable for the
maintenance of appropriate security measures.

Supervision

CoNTrROL OBJECTIVE

Senior management should implement adequate
supervisory practicesin the IT function to

ensure that roles and responsibilities are properly
exercised, to assess whether all personnel have
sufficient authority and resources to execute their
roles and responsihilities, and to generally
review key performance indicators.

Segregation of Duties

CoNTRrROL OBJECTIVE

Senior management should implement a division
of roles and responsibilities which should
exclude the possibility for a single individual to
subvert a critical process. Management should
also make sure that personnel are performing
only those duties stipulated for their respective
jobs and positions. In particular, a segregation of
duties should be maintained between the follow-
ing functions:

 information systems use

data entry

computer operation

network management

system administration

systems development and maintenance
change management

security administration

security audit

411

412

4.13

4.14

4.15

IT Staffing

CoNTRrROL OBJECTIVE

Staffing requirements evaluations should be
performed regularly to ensure the IT function has
a sufficient number of competent IT staff.
Staffing requirements should be evaluated at least
annually or upon major changes to the business,
operationa or IT environment. Evaluation results
should be acted upon promptly to ensure
adequate staffing now and in the future.

Job or Position Descriptionsfor I T Staff
CoNTRrROL OBJECTIVE

Management should ensure that position descrip-
tionsfor IT staff are established and updated reg-
ularly. These position descriptions should clearly
delineate both authority and responsihility,
include definitions of skills and experience need-
ed in the relevant position, and be suitable for use
in performance evaluation.

Key IT Personnel

CoNTROL OBJECTIVE

IT management should define and identify key
IT personnel.

Contracted Staff Policies and Procedures
ConTroL OBJECTIVE

Management should define and implement
relevant policies and procedures for controlling
the activities of consultants and other contract
personnel by the IT function to assure the
protection of the organisation’s information
assets.

Relationships

CoNTRrROL OBJECTIVE

IT management should undertake the necessary
actions to establish and maintain an optimal
coordination, communication and liaison struc-
ture between the IT function and various other
interests inside and outside the IT function (i.e.,
users, suppliers, security officers, risk managers).

42
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Planning & Organisation

Manage the Information Technology Investment

HiGH-LEVEL CONTROL OBJECTIVE

Planning &
S8 Organisation
AR
ST Acquisition &
Q§,§ Q’QOQ NSO S q

Implementation

Delivery &
Support

Control over the IT process of

managing the IT investment Monitoring

that satisfies the business requirement

to ensure funding and to control disbursement of financial resources

is enabled by

a periodic investment and operational budget established and approved
by the business

and takes into consideration

» funding aternatives

* clear budget ownership

» control of actual spending
* cost justification and awareness of total cost of ownership

* benefit justification and accountability for benefit fulfillment
» technology and application software life cycles

« alignment with enterprise business strategy

* impact assessment
* asset management
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53

DeTalLED CoONTROL OBJECTIVES

MANAGE THE |NFORMATION
TECHNOLOGY INVESTMENT

Annual IT Operating Budget

ConTrOL OBJECTIVE

Senior management should implement a budget-
ing process to ensure that an annual I T operating
budget is established and approved in line with
the organisation’s long- and short-range plans as
well aswith the IT long- and short-range plans.
Funding alternatives should be investigated.

Cost and Benefit M onitoring

ConNTroL OBJECTIVE

Management should establish a cost monitoring
process comparing actuals to budgets. Moreover,
the possible benefits derived from the IT activi-
ties should be determined and reported. For cost
monitoring, the source of the actual figures
should be based upon the organisation’s account-
ing system and that system should routinely
record, process and report the costs associated
with the activities of the IT function. For benefit
monitoring, high-level performance indicators
should be defined, regularly reported and
reviewed for adequacy.

Cost and Benefit Justification

ConTrOL OBJECTIVE

A management control should bein place to
guarantee that the delivery of servicesby the IT
function is cost justified and in line with the
industry. The benefits derived from IT activities
should similarly be analysed.
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Planning & Organisation

Communicate Management Aims and Direction

HiGH-LEVEL CONTROL OBJECTIVE

Planning &
S8 Organisation
AR
ST Acquisition &
Q§,§ Q’QOQ NSO S q

Implementation

Delivery &
Support

Control over the IT process of

Monitoring

communicating management aims and direction

that satisfies the business requirement

to ensure user awareness and understanding of those aims

is enabled by

policies established and communicated to the user community;
furthermore, standards need to be established to translate the
strategic options into practical and usable user rules

and takes into consideration

* clearly articulated mission

» technology directives linked to business ams
» code of conduct/ethics

e quality commitment

* security and interna control policies

* security and internal control practices

* lead-by-example

* continuous communications programme

* providing guidance and checking compliance
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6.1

6.2

6.3

6.4

DeTaILED CoONTROL OBJECTIVES

COMMUNICATE MANAGEMENT AIMS AND
DIRECTION

Positive Information Control Environment
ConTtroL OBJECTIVE

In order to provide guidance for proper behav-
iour, remove temptation for unethical behaviour
and provide discipline, where appropriate, man-
agement should create a framework and an
awareness programme fostering a positive con-
trol environment throughout the entire organisa-
tion. This should address the integrity, ethical
values and competence of the people, manage-
ment philosophy, operating style and account-
ability. Specific attention isto be givento IT
aspects, including security and business continu-
ity planning.

Management’s Responsibility for Policies
ConTroL OBJECTIVE

Management should assume full responsibility
for formulating, devel oping, documenting, pro-
mulgating and controlling policies covering gen-
eral aims and directives. Regular reviews of poli-
cies for appropriateness should be carried out.
The complexity of the written policies and proce-
dures should always be commensurate with the
organisation size and management style.

Communication of Organisation Policies
CoNTROL OBJECTIVE

Management should ensure that organisational
policies are clearly communicated, understood
and accepted by all levelsin the organisation.
The communication process should be supported
by an effective plan that uses a diversified set of
communication means.

Policy Implementation Resources

ConTrOL OBJECTIVE

Management should plan for appropriate
resources for policy implementation and for
ensuring compliance, so that they are built into
and are an integral part of operations.

6.5

6.6

6.7

Management should also monitor the timeliness
of the policy implementation.

Maintenance of Policies

CoNTRrROL OBJECTIVE

Policies should be adjusted regularly to accom-
modate changing conditions. Policies should be
re-evaluated, at least annually or upon significant
changes to the operating or business environ-
ment, to assess their adequacy and appropriate-
ness, and amended as necessary. Management
should provide a framework and process for the
periodic review and approval of standards, poli-
cies, directives and procedures.

Compliance with Policies, Procedures

and Standards

CoNTrRoL OBJECTIVE

Management should ensure that appropriate pro-
cedures are in place to determine whether per-
sonnel understand the implemented policies and
procedures, and that the polices and procedures
are being followed. Compliance procedures for
ethical, security and internal control standards
should be set by top management and promoted
by example.

Quality Commitment

CoNTrRoL OBJECTIVE

IT management should define, document and
maintain a quality philosophy, policies and
objectives which are consistent with the corpo-
rate philosophies and policies in this regard. The
quality philosophy, policies and objectives
should be understood, implemented and main-
tained at all levels of the IT function.

continued on next page
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6.8

6.9

Planning & Organisation

Communicate Management Aims and Direction

DeTtaiLED CoNTROL OBJECTIVES continued

Security and Internal Control Framework
Policy

CoNTroL OBJECTIVE

Management should assume full responsibility
for developing and maintaining a framework pol-
icy which establishes the organisation’s overall
approach to security and internal control to
establish and improve the protection of IT
resources and integrity of 1T systems. The policy
should comply with overall business objectives
and be aimed at minimisation of risks through
preventive measures, timely identification of
irregularities, limitation of losses and timely
restoration. Measures should be based on
cost/benefit analyses and should be prioritised. In
addition, management should ensure that this
high-level security and internal control policy
specifies the purpose and objectives, the manage-
ment structure, the scope within the organisation,
the definition and assignment of responsibilities
for implementation at all levels, and the defini-
tion of penalties and disciplinary actions associ-
ated with failing to comply with security and
internal control policies. Criteria for periodic re-
evaluation of the framework should be defined to
support responsiveness to changing organi sation-
al, environmental and technical requirements.

Intellectual Property Rights

ConTroL OBJECTIVE

Management should provide and implement a
written policy on intellectual property rights
covering in-house as well as contract-devel oped
software.

6.10 |ssue-Specific Policies

6.11

ConTroL OBJECTIVE

Measures should be put in place to ensure that
issue-specific policies are established to
document management decisions in addressing
particular activities, applications, systems or
technologies.

Communication of I T Security Awareness
CoNTroL OBJECTIVE

An IT security awareness programme should
communicate the I'T security policy to each IT
user and assure a compl ete understanding of the
importance of IT security. It should convey the
message that I T security is to the benefit of the
organisation, all its employees, and that every-
body is responsible for it. The IT security
awareness programme should be supported by,
and represent, the view of management.
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Planning & Organisation

Manage Human Resources

HiGH-LEVEL CONTROL OBJECTIVE

Control over the IT process of

managing human resources

that satisfies the business requirement

to acquire and maintain a motivated and competent workforce and
maximise personnel contributions to the IT processes

is enabled by

sound, fair and transparent personnel management practices to recruit,
line, vet, compensate, train, appraise, promote and dismiss

and takes into consideration

recruitment and promotion

training and qualification requirements
awareness building

cross-training and job rotation

hiring, vetting and dismissal procedures
objective and measurable performance evaluation
responsiveness to technical and market changes
properly balancing internal and external resources
succession plan for key positions

Planning &
Organisation

Acquisition &
Implementation

Delivery &
Support

Monitoring
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7.2

7.3

PO/

DeTalLED CoONTROL OBJECTIVES

MANAGE HUMAN RESOURCES

Personnel Recruitment and Promotion
CoNTroL OBJECTIVE

Management should implement and regularly
assess the needed processes to ensure that per-
sonnel recruiting and promotion practices are
based on objective criteria and consider educa-
tion, experience and responsibility. These
processes should be in line with the overall
organisation’s policies and procedures in this
regard, such as hiring, orienting, training, evalu-
ating, counselling, promoting, compensating and
disciplining. Management should ensure that
knowledge and skill needs are continually
assessed and that the organisation is able to
obtain aworkforce that has the skills which
match those necessary to achieve organisational
goals.

Personnel Qualifications

CoNTRrROL OBJECTIVE

IT management should regularly verify that
personnel performing specific tasks are qualified
on the basis of appropriate education, training
and/or experience, as required. Management
should encourage personnel to obtain member-
ship in professional organisations.

Roles and Responsibilities

ConTroL OBJECTIVE

Management should clearly define roles and
responsibilities for personnel, including the
requirement to adhere to management policies
and procedures, the code of ethics and profes-
sional practices. The terms and conditions of
employment should stress the employee’s
responsibility for information security and
internal control.

7.4

7.5

7.6

Personnel Training

CoNTRrROL OBJECTIVE

Management should ensure that employees are
provided with orientation upon hiring and with
on-going training to maintain their knowledge,
skills, abilities and security awareness to the
level required to perform effectively. Education
and training programmes conducted to effective-
ly raise the technical and management skill lev-
els of personnel should be reviewed regularly.

Cross-Training or Staff Back-up

ConTroL OBJECTIVE

Management should provide for sufficient cross-
training or back-up of identified key personnel to
address unavailabilities. Management should
establish succession plans for all key functions
and positions. Personnel in sensitive positions
should be required to take uninterrupted holidays
of sufficient length to exercise the organisation’s
ability to cope with unavailabilities and to pre-
vent and detect fraudulent activity.

Per sonnel Clearance Procedures

CoNTRrROL OBJECTIVE

IT management should ensure that their
personnel are subjected to security clearance
before they are hired, transferred or promoted,
depending on the sensitivity of the position. An
employee who was not subjected to such a
clearance when first hired, should not be placed
in a sensitive position until a security clearance
has been obtained.

continued on next page
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Planning & Organisation

Manage Human Resources

DeTtaiLED CoNTROL OBJECTIVES continued

7.7 Employee Job Performance Evaluation
CoNTrROL OBJECTIVE
Management should implement an employee
performance evaluation process, reinforced by an
effective reward system, that is designed to help
employees understand the connection between
their performance and the organisation’s success.
Evaluation should be performed against estab-
lished standards and specific job responsibilities
on aregular basis. Employees should receive
counselling on performance or conduct whenever

appropriate.

7.8 Job Change and Termination
CoNTroL OBJECTIVE
Management should ensure that appropriate and
timely actions are taken regarding job changes
and job terminations so that internal controls and
security are not impaired by such occurrences.
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Planning & Organisation

Ensure Compliance with External Requirements

HiGH-LEVEL CONTROL OBJECTIVE

Planning &
S8 Organisation
AR
ST Acquisition &
Q§,§ Q’QOQ NSO S q

Implementation

Delivery &
Support

Control over the IT process of

ensuring compliance with external requirements Monitoring

that satisfies the business requirement

to meet legal, regulatory and contractual obligations

is enabled by

identifying and analysing external requirements for their IT impact,
and taking appropriate measures to comply with them

and takes into consideration

* laws, regulations and contracts

» monitoring legal and regulatory developments
* regular monitoring for compliance

» safety and ergonomics

* privacy

* intellectual property
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8.1

8.2

DeTalLED CoONTROL OBJECTIVES
8.3

ENSURE COMPLIANCE WITH EXTERNAL
REQUIREMENTS

External Requirements Review

ConTtroL OBJECTIVE

The organisation should establish and maintain
procedures for external regquirements review and
for the coordination of these activities. Continuous
research should determine the applicable external
requirements for the organisation. Legal, govern-
ment or other external requirements related to IT
practices and controls should be reviewed.
Management should also assess the impact of
any external relationships on the organisation’s
overall information needs, including determina-
tion of the extent to which IT strategies need to
conform with or support the requirements of any
related third-parties.

Practices and Procedures for Complying with
External Requirements

CoNTroL OBJECTIVE

Organisational practices should ensure that
appropriate corrective actions are taken on a
timely basis to guarantee compliance with externa
requirements. In addition, adequate procedures
assuring continuous compliance should be
established and maintained. In this regard,

management should seek legal advice if required.

8.4

85

8.6

Safety and Ergonomic Compliance

ConTroL OBJECTIVE

Management should ensure compliance with
safety and ergonomic standards in the working
environment of I'T users and personnel.

Privacy, Intellectual Property and Data Flow
ConNTrRoL OBJECTIVE

Management should ensure compliance with
privacy, intellectual property, transborder data
flow and cryptographic regulations applicable
to the IT practices of the organisation.

Electronic Commerce

CoNTRrROL OBJECTIVE

Management should ensure that formal contracts
are in place establishing agreement between trad-
ing partners on communication processes and on
standards for transaction message security and
data storage. When trading on the Internet, man-
agement should enforce adequate controls to
ensure compliance with local laws and customs
on aworld-wide basis.

Compliance with Insurance Contracts
CoNTroL OBJECTIVE

Management should ensure that insurance con-
tract requirements are properly identified and
continuously met.
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Planning & Organisation

Assess Risks

Control over the IT process of

HiGH-LEVEL CONTROL OBJECTIVE

Planning &
[ Organisation
& N\ &/
@Q’{T é@ﬁ\‘()&{\\\%‘%&\ &b"o& 'b(.\lb\o&
é&o $Q0& SELLS Acquisition &

Implementation

Delivery &
Support

assessing risks Monitoring

that satisfies the business requirement

of supporting management decisions through achieving I T objectives
and responding to threats by reducing complexity, increasing
objectivity and identifying important decision factors

is enabled by

the organisation engaging itself in IT risk-identification and
impact analysis, involving multi-disciplinary functions and taking
cost-effective measures to mitigate risks

and takes into consideration

* risk management ownership and accountability

« different kinds of IT risks (technology, security, continuity,
regulatory, etc.)

» defined and communicated risk tolerance profile

* root cause analyses and risk brainstorming sessions

* quantitative and/or qualitative risk measurement

* risk assessment methodol ogy

* risk action plan

« timely reassessment on
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9.2

9.3

DeTaILED CoONTROL OBJECTIVES

ASSESS RIsks

Business Risk Assessment

ConTrOL OBJECTIVE

Management should establish a systematic risk
assessment framework. Such a framework should
incorporate a regular assessment of the relevant
information risks to the achievement of the busi-
ness objectives, forming a basis for determining
how the risks should be managed to an accept-
able level. The process should provide for risk
assessments at both the global level and system
specific level, for new projects aswell ason a
recurring basis, and with cross-disciplinary par-
ticipation. Management should ensure that
reassessments occur and that risk assessment
information is updated with results of audits,
inspections and identified incidents.

94

9.5

Risk Assessment Approach

CoNTRrROL OBJECTIVE

Management should establish a general risk
assessment approach which defines the scope
and boundaries, the methodology to be adopted
for risk assessments, the responsibilities and the
required skills. Management should lead the
identification of the risk mitigation solution and
be involved in identifying vulnerabilities.
Security specialists should lead threat identifica
tion and IT specialists should drive the control
selection. The quality of the risk assessments
should be ensured by a structured method and
skilled risk assessors.

9.6

Risk Identification

CoNTRrOL OBJECTIVE

The risk assessment approach should focus on
the examination of the essential elements of risk
and the cause/effect relationship between them.
The essential elements of risk include tangible
and intangible assets, asset value, threats, vulner-
abilities, safeguards, consequences and likeli-
hood of threat. The risk identification process
should include qualitative and, where appropri-

ate, quantitative risk ranking and should obtain
input from management brainstorming, strategic
planning, past audits and other assessments. The
risk assessment should consider business, regula
tory, legal, technology, trading partner and
human resources risks.

Risk Measurement

CoNTROL OBJECTIVE

The risk assessment approach should ensure that
the analysis of risk identification information
results in a quantitative and/or qualitative mea-
surement of risk to which the examined areais
exposed. The risk acceptance capacity of the
organisation should aso be assessed.

Risk Action Plan

CoNTrRoL OBJECTIVE

The risk assessment approach should provide for
the definition of arisk action plan to ensure that
cost-effective controls and security measures
mitigate exposure to risks on a continuing basis.
The risk action plan should identify the risk strat-
egy in terms of risk avoidance, mitigation or
acceptance.

Risk Acceptance

CoNTrROL OBJECTIVE

The risk assessment approach should ensure the
formal acceptance of the residual risk, depending
on risk identification and measurement, organisa-
tional policy, uncertainty incorporated in the risk
assessment approach itself and the cost effective-
ness of implementing safeguards and controls.
The residual risk should be offset with adequate
insurance coverage, contractually negotiated lia-
bilities and self-insurance.

continued on next page
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Planning & Organisation

Assess Risks

DeTtaiLED CoNTROL OBJECTIVES continued

9.7 Safeguard Selection
CoNTrROL OBJECTIVE
While aiming for a reasonable, appropriate and
proportional system of controls and safeguards,
controls with the highest return on investment
(ROI) and those that provide quick wins should
receive first priority. The control system also
needs to balance prevention, detection, correction
and recovery measures. Furthermore, manage-
ment needs to communicate the purpose of the
control measures, manage conflicting measures
and monitor the continuing effectiveness of al
control measures.

9.8 Risk Assessment Commitment
CoNTroL OBJECTIVE
Management should encourage risk assessment
as an important tool in providing information in
the design and implementation of internal con-
trols, in the definition of the IT strategic plan and
in the monitoring and evaluation mechanisms.
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Planning & Organisation

Manage Projects

HiGH-LEVEL CONTROL OBJECTIVE

Planning &
AN WS AS Organisation
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& é\\"é@ IS Acquisition &

Implementation

Delivery &
Support

Control over the IT process of

Monitoring

managing projects

that satisfies the business requirement

to set priorities and to deliver on time and within budget

is enabled by

the organisation identifying and prioritising projects in line with the
operational plan and the adoption and application of sound project
management techniques for each project undertaken

and takes into consideration

* business management sponsorship for projects

* program management

* project management capabilities

* user involvement

» task breakdown, milestone definition and phase approvals

» alocation of responsibilities

* rigorous tracking of milestones and deliverables

* cost and manpower budgets, balancing internal
and external resources

« quality assurance plans and methods

* program and project risk assessments

* transition from development to
operations
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10
10.1

10.2

10.3

104

PO10

DeTaILED CoONTROL OBJECTIVES

MANAGE PRrROJECTS

Project Management Framework

CoNTroL OBJECTIVE

Management should establish a general project
management framework which defines the scope
and boundaries of managing projects, as well as
the project management methodology to be
adopted and applied to each project undertaken.
The methodology should cover, at a minimum,
the alocation of responsibilities, task breakdown,
budgeting of time and resources, milestones,
check points and approvals.

User Department Participation in Project

I nitiation

ConTroL OBJECTIVE

The organisation’s project management frame-
work should provide for participation by the
affected user department management in the
definition and authorisation of a development,
implementation or modification project.

Project Team Member ship and
Responsibilities

CoNTroL OBJECTIVE

The organisation’s project management frame-
work should specify the basis for assigning staff
members to the project and define the responsi-
bilities and authorities of the project team
members.

Project Definition

CoNTroL OBJECTIVE

The organisation’s project management frame-
work should provide for the creation of a clear
written statement defining the nature and scope
of every implementation project before work on
the project begins.

10.5

10.6

10.7

10.8

10.9

Project Approval

CoNTRrROL OBJECTIVE

The organisation’s project management framework
should ensure that for each proposed project, the
organisation’s senior management reviews the
reports of the relevant feasibility studies as a
basis for its decision on whether to proceed with
the project.

Project Phase Approval

CoNTROL OBJECTIVE

The organisation’s project management frame-
work should provide for designated managers of
the user and IT functions to approve the work
accomplished in each phase of the cycle before
work on the next phase begins.

Project Master Plan

ConNTrRoL OBJECTIVE

Management should ensure that for each
approved project a project master plan is created
which is adequate for maintaining control over
the project throughout its life and which includes
amethod of monitoring the time and costs
incurred throughout the life of the project. The
content of the project plan should include state-
ments of scope, objectives, required resources
and responsibilities and should provide informa
tion to permit management to measure progress.

System Quality Assurance Plan

CoNTRrRoL OBJECTIVE

Management should ensure that the implementa-
tion of a new or modified system includes the
preparation of a quality plan which is then inte-
grated with the project master plan and formally
reviewed and agreed to by all parties concerned.

Planning of Assurance Methods

CoNTRrRoL OBJECTIVE

Assurance tasks are to be identified during the
planning phase of the project management

continued on next page
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Planning & Organisation

Manage Projects

DeTtaiLED CoNTROL OBJECTIVES continued

framework. Assurance tasks should support the
accreditation of new or modified systems and
should assure that internal controls and security
features meet the related requirements.

10.10 Formal Project Risk M anagement
ConTrOL OBJECTIVE
Management should implement a formal project
risk management programme for eliminating or
minimising risks associated with individual pro-
jects (i.e., identifying and controlling the areas or
events that have the potential to cause unwanted
change).

10.11 Test Plan
CoNTroL OBJECTIVE
The organisation’s project management frame-
work should require that atest plan be created
for every development, implementation and
modification project.

10.12 Training Plan
CoNTROL OBJECTIVE
The organisation’s project management frame-
work should require that a training plan be creat-
ed for every development, implementation and
modification project.

10.13 Post-Implementation Review Plan
ConTroL OBJECTIVE
The organisation’s project management frame-
work should provide, as an integral part of the
project team'’s activities, for the development of a
plan for a post-implementation review of every
new or modified information system to ascertain
whether the project has delivered the planned
benefits.
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Planning & Organisation

Manage Quality

HiGH-LEVEL CONTROL OBJECTIVE
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Implementation

Delivery &
Support

Control over the IT process of

managing quality Monitoring

that satisfies the business requirement

to meet the IT customer requirements

is enabled by

the planning, implementing and maintaining of quality management
standards and systems providing for distinct development phases, clear
deliverables and explicit responsibilities

and takes into consideration

* establishment of a quality culture

 quality plans

* quality assurance responsibilities

« quality control practices

« system development life cycle methodology

* programme and system testing and documentation

* quality assurance reviews and reporting

* training and involvement of end user and
quality assurance personnel

« development of a quality assurance
knowledge base

 benchmarking against industry norms
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111

11.2

11.3

114

115

PO11

DeTAaILED CoNTROL OBJECTIVE

MANAGE QUALITY

General Quality Plan

ConTrOL OBJECTIVE

Management should develop and regularly main-
tain an overall quality plan based on the organi-
sational and IT long-range plans. The plan should
promote the continuous improvement philosophy
and answer the basic questions of what, who and
how.

Quality Assurance Approach

CoNTroL OBJECTIVE

Management should establish a standard
approach regarding quality assurance which
covers both general and project specific quality
assurance activities. The approach should
prescribe the type(s) of quality assurance
activities (such as reviews, audits, inspections,
etc.) to be performed to achieve the objectives
of the general quality plan. It should also require
specific quality assurance reviews.

Quality Assurance Planning

CoNTroL OBJECTIVE

Management should implement a quality assur-
ance planning process to determine the scope and
timing of the quality assurance activities.

Quality Assurance Review of Adherenceto

IT Standards and Procedures

CoNTROL OBJECTIVE

Management should ensure that the responsibili-
ties assigned to the quality assurance personnel
include a review of general adherenceto IT
standards and procedures.

System Development L ife Cycle M ethodology
ConTroL OBJECTIVE

The organisation’s management should define
and implement IT standards and adopt a system
development life cycle methodology governing
the process of developing, acquiring, implement-
ing and maintaining computerised information

11.6

11.7

11.8

systems and related technology. The chosen sys-
tem development life cycle methodology should
be appropriate for the systems to be developed,
acquired, implemented and maintained.

System Development Life Cycle M ethodology
for Major Changes to Existing Technology
CoNTRrRoL OBJECTIVE

In the event of major changes to existing tech-
nology, management should ensure that a system
development life cycle methodology is observed,
asin the case of the acquisition or development of
new technology.

Updating of the System Development Life
Cycle Methodology

CoNTRrRoL OBJECTIVE

Management should implement a periodic review
of its system development life cycle methodolo-
gy to ensure that its provisions reflect current
generally accepted techniques and procedures.

Coordination and Communication

CoNTROL OBJECTIVE

Management should establish a process for
ensuring close coordination and communication
between customers of the IT function and system
implementors. This process should entail struc-
tured methods using the system development life
cycle methodology to ensure the provision of
quality IT solutions which meet the business
demands. Management should promote an organ-
isation which is characterised by close coopera-
tion and communication throughout the system
development life cycle.

continued on next page
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Planning & Organisation

Manage Quality

DeTtaiLED CoNTROL OBJECTIVES continued

11.9 Acquisition and Maintenance Framework for

the Technology Infrastructure

CoNTroL OBJECTIVE

A general framework should be in place regard-
ing the acquisition and maintenance of the tech-
nology infrastructure. The different steps to be
followed regarding the technology infrastructure
(such as acquiring; programming, documenting,
and testing; parameter setting; maintaining and
applying fixes) should be governed by, and in
line with, the acquisition and maintenance frame-
work for the technology infrastructure.

11.10 Third-Party Implementor Relationships

CoNTroL OBJECTIVE

Management should implement a process to
ensure good working relationships with third-
party implementors. Such a process should
provide that the user and implementor agree to
acceptance criteria, handling of changes, problems
during development, user roles, facilities, tools,
software, standards and procedures.

11.11 Programme Documentation Standards

CoNTRrROL OBJECTIVE

The organisation’'s system development life cycle
methodology should incorporate standards for
programme documentation which have been
communicated to the concerned staff and
enforced. The methodology should ensure that
the documentation created during information
system development or modification projects
conforms to these standards.

11.12 Programme Testing Standar ds

CoNTRrROL OBJECTIVE

The organisation’'s system development life cycle
methodology should provide standards covering
test requirements, verification, documentation
and retention for testing individual software units
and aggregated programmes created as part of
every information system development or modi-
fication project.

11.13 System Testing Standards

CoNTROL OBJECTIVE

The organisation’'s system development life cycle
methodology should provide standards covering
test requirements, verification, documentation,
and retention for the testing of the total system as
apart of every information system devel opment
or modification project.

11.14 Parallél/Pilot Testing

CoNTROL OBJECTIVE

The organisation’'s system development life cycle
methodology should define the circumstances
under which parallel or pilot testing of new
and/or existing systems will be conducted.

11.15 System Testing Documentation

CoNTRrRoL OBJECTIVE

The organisation’'s system development life cycle
methodology should provide, as part of every
information system development, implementation,
or modification project, that the documented
results of testing the system are retained.
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11.16 Quality Assurance Evaluation of Adherence to

Development Standards

CoNTroL OBJECTIVE

The organisation’s quality assurance approach
should require that a post-implementation review
of an operational information system assess
whether the project team adhered to the provi-
sions of the system development life cycle
methodol ogy.

11.17 Quality Assurance Review of the Achievement

of IT Objectives

ConTroL OBJECTIVE

The quality assurance approach should include a
review of the extent to which particular systems
and application development activities have
achieved the objectives of the information
services function.

11.18 Quality Metrics

CoNTRoL OBJECTIVE

Management should define and use metrics to
measure the results of activities, thus assessing
whether quality goals have been achieved.

11.19 Reports of Quality Assurance Reviews

CoNTroL OBJECTIVE

Reports of quality assurance reviews should be
prepared and submitted to management of user
departments and the I T function.
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Acquisition & Implementation

Identify Automated Solutions

HiGH-LEVEL CONTROL OBJECTIVE

Planning &
Organisation
SN S A&
NS L LSYENTETES
ST Acquisition &
LA LS Implementation

Delivery &
Support

Control over the IT process of

Monitoring

identifying automated solutions

that satisfies the business requirement

of ensuring an effective and efficient approach to satisfy the user
requirements

is enabled by

an objective and clear identification and analysis of the aternative
opportunities measured against user requirements

and takes into consideration

* knowledge of solutions available in the market

* acquisition and implementation methodologies

* user involvement and buy in

« alignment with enterprise and I T strategies

« information requirements definition

» feasibility studies (costs, benefits, alternatives, etc.)

« functionality, operability, acceptability and sustainability
requirements

» compliance with information architecture

* cost-effective security and control

* supplier responsibilities
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13

14

All

DeTaILED CoONTROL OBJECTIVES

| DENTIFY AUTOMATED SOLUTIONS

Definition of Information Requirements
CoNTroL OBJECTIVE

The organisation’s system development life cycle
methodology should provide that the business
requirements satisfied by the existing system and
to be satisfied by the proposed new or modified
system (software, data and infrastructure) be
clearly defined before a development, implemen-
tation or modification project is approved. The
system development life cycle methodol ogy
should require that the solution’s functional and
operational requirements be specified including
performance, safety, reliability, compatibility,
security and legidlation.

15

16

Formulation of Alternative Courses of Action
CoNTROL OBJECTIVE

The organisation’s system development life cycle
methodology should provide for the analysis of
the aternative courses of action that will satisfy
the business requirements established for a pro-
posed new or modified system. 17
Formulation of Acquisition Strategy

ConTroL OBJECTIVE

Information systems acquisition, development
and maintenance should be considered in the
context of the organisation’s IT long- and short-
range plans. The organisation’s system develop-
ment life cycle methodology should provide for a
software acquisition strategy plan defining
whether the software will be acquired off-the-
shelf, developed internally, through contract or
by enhancing the existing software, or a combi-
nation of all these.

1.8

Third-Party Service Requirements

ConTrOL OBJECTIVE

The organisation’s system development life cycle
methodology should provide for the evaluation

of the requirements and the specifications for an
RFP (request for proposal) when dealing with a
third-party service vendor.

Technological Feasibility Study

ConTroL OBJECTIVE

The organisation’'s system development life cycle
methodology should provide for an examination
of the technological feasibility of each aternative
for satisfying the business requirements estab-
lished for the devel opment of a proposed new or
modified information system project.

Economic Feasibility Study

CoNTRrROL OBJECTIVE

The organisation’'s system development life cycle
methodology should provide, in each proposed
information systems development, implementa-
tion and modification project, for an analysis of
the costs and benefits associated with each ater-
native being considered for satisfying the estab-
lished business requirements.

Information Architecture

ConTroL OBJECTIVE

Management should ensure that attention is paid
to the enterprise data model while solutions are
being identified and analysed for feasibility.

Risk Analysis Report

CoNTRrRoL OBJECTIVE

The organisation’s system development life cycle
methodology should provide, in each proposed
information system development, implementa-
tion or modification project, for an analysis and
documentation of the security threats, potential
vulnerabilities and impacts, and the feasible
security and internal control safeguards for
reducing or eliminating the identified risk. This
should be realised in line with the overall risk
assessment framework.

continued on next page
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111

112

Identify Automated Solutions

Acquisition & Implementation

DeTtaiLED CoNTROL OBJECTIVES continued

Cost-Effective Security Controls

CoNTrROL OBJECTIVE

Management should ensure that the costs and
benefits of security are carefully examined in
monetary and non-monetary terms to guarantee
that the costs of controls do not exceed benefits.
The decision requires formal management sign-
off. All security requirements should be identi-
fied at the requirements phase of a project and
justified, agreed and documented as part of the
overall business case for an information system.
Security requirements for business continuity
management should be defined to ensure that
the planned activation, fallback and resump-
tion processes are supported by the proposed
solution.

Audit Trails Design

ConTrOL OBJECTIVE

The organisation’s system development life cycle
methodology should require that adequate
mechanisms for audit trails are available or can
be developed for the solution identified and
selected. The mechanisms should provide the
ability to protect sensitive data (e.g., user ID’s)
against discovery and misuse.

Ergonomics

ConTroL OBJECTIVE

Management should ensure that the information
system development, implementation and change
projects undertaken by the IT function pay
attention to ergonomic issues associated with the
introduction of automated solutions.

Selection of System Software

ConTroL OBJECTIVE

Management should ensure that a standard
procedure is adhered to by the IT function to
identify all potential system software pro-
grammes that will satisfy its operational
requirements.

113

114

1.15

1.16

Procurement Control

CoNTRrROL OBJECTIVE

Management should develop and implement a
central procurement approach describing a
common set of procedures and standards to be
followed in the procurement of information
technology related hardware, software and
services. Products should be reviewed and tested
prior to their use and the financial settlement.

Software Product Acquisition

CoNTROL OBJECTIVE

Software product acquisition should follow the
organisation’s procurement policies.

Third-Party Software Maintenance

CoNTroL OBJECTIVE

Management should require that for licensed
software acquired from third-party providers, the
providers have appropriate procedures to validate,
protect and maintain the software product’s
integrity rights. Consideration should be given to
the support of the product in any maintenance
agreement related to the delivered product.

Contract Application Programming

CoNTRrROL OBJECTIVE

The organisation’'s system development life cycle
methodology should provide that the procure-
ment of contract programming services be justi-
fied with awritten request for services from a
designated member of the IT function. The con-
tract should stipulate that the software, documen-
tation and other deliverables are subject to test-
ing and review prior to acceptance. In addition, it
should require that the end products of complet-
ed contract programming services be tested and
reviewed according to the related standards by
the IT function’s quality assurance group and
other concerned parties (such as users, project
managers, etc.) before payment for the work and
approval of the end product. Testing to be includ-
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ed in contract specifications should consist of
system testing, integration testing, hardware and
component testing, procedure testing, load and
stress testing, tuning and performance testing,
regression testing, user acceptance testing and,
finally, pilot testing of the total system to avoid
any unexpected system failure.

1.17 Acceptance of Facilities
ConTroL OBJECTIVE
Management should ensure that an acceptance
plan for facilities to be provided is agreed upon
with the supplier in the contract and this plan
defines the acceptance procedures and criteria. In
addition, acceptance tests should be performed to
guarantee that the accommaodation and environ-
ment meet the requirements specified in the con-
tract.

1.18 Acceptance of Technology
ConTRroL OBJECTIVE
Management should ensure that an acceptance
plan for specific technology to be provided is
agreed upon with the supplier in the contract and
this plan defines the acceptance procedures and
criteria. In addition, acceptance tests provided for
in the plan should include inspection, functional-
ity tests and workload trials.

IT GOVERNANCE INSTITUTE 73



Acquisition & Implementation

Acquire and Maintain Application Software

HiGH-LEVEL CONTROL OBJECTIVE

Control over the IT process of

acquiring and maintaining application software

that satisfies the business requirement

to provide automated functions which effectively support the business
process

is enabled by

the definition of specific statements of functional and operational
requirements, and a phased implementation with clear deliverables

and takes into consideration

» functional testing and acceptance
* application controls and security requirements
* documentation requirements

« application software life cycle

* enterprise information architecture

» system development life cycle methodology

* user-machine interface
* package customisation

Planning &
Organisation

Acquisition &
Implementation

Delivery &
Support

Monitoring
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22

2.3

24

Al2

DeTaILED CoONTROL OBJECTIVES

ACQUIRE AND MAINTAIN APPLICATION
SOFTWARE

Design Methods

ConTrOL OBJECTIVE

The organisation’s system development life cycle
methodology should provide that appropriate
procedures and techniques, involving close
liaison with system users, are applied to create
the design specifications for each new informa-
tion system development project and to verify
the design specifications against the user require-
ments.

Major Changesto Existing Systems
ConTrOL OBJECTIVE

Management should ensure, that in the event of
major changes to existing systems, asimilar
development process is observed as in the case
of the development of new systems.

Design Approval

CoNTroL OBJECTIVE

The organisation’s system development life cycle
methodology should require that the design spec-
ifications for al information system devel opment
and modification projects be reviewed and
approved by management, the affected user
departments and the organisation’s senior
management, when appropriate.

File Requirements Definition and
Documentation

CoNTRrROL OBJECTIVE

The organisation’s system development life cycle
methodology should provide that an appropriate
procedure be applied for defining and document-
ing the file format for each information system
development or modification project. Such a
procedure should ensure that the data dictionary
rules are respected.

25

2.6

2.7

28

29

Programme Specifications

CoNTRrROL OBJECTIVE

The organisation’'s system development life cycle
methodology should require that detailed written
programme specifications be prepared for each
information system development or modification
project. The methodology should further ensure
that programme specifications agree with system
design specifications.

Sour ce Data Collection Design

CoNTROL OBJECTIVE

The organisation’'s system development life cycle
methodology should require that adequate mech-
anisms for the collection and entry of data be
specified for each information system develop-
ment or modification project.

Input Requirements Definition and
Documentation

CoNTroL OBJECTIVE

The organisation’s system development life cycle
methodology should require that adequate mech-
anisms exist for defining and documenting the
input requirements for each information system
development or modification project.

Definition of Interfaces

ConTroL OBJECTIVE

The organisation’s system development life cycle
methodology should provide that all external and
internal interfaces are properly specified,
designed and documented.

User-M achine Interface

CoNTROL OBJECTIVE

The organisation’'s system development life cycle
methodology should provide for the development
of an interface between the user and machine
which is easy to use and self-documenting (by
means of online help functions).

continued on next page
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2.10

211

212

Acquisition & Implementation
Acquire and Maintain Application Software

DeTtaiLED CoNTROL OBJECTIVES continued

Processing Requirements Definition and
Documentation

CoNTroL OBJECTIVE

The organisation’s system development life cycle
methodology should require that adequate mech-
anisms exist for defining and documenting the
processing requirements for each information
system development or modification project.

Output Requirements Definition and
Documentation

CoNTRrROL OBJECTIVE

The organisation’'s system development life cycle
methodology should require that adequate mech-
anisms exist for defining and documenting the
output requirements for each information system
development or modification project.

Controllability

ConTroL OBJECTIVE

The organisation’s system development life cycle
methodology should require that adequate mech-
anisms for assuring the internal control and
security regquirements be specified for each
information system development or modification
project. The methodology should further ensure
that information systems are designed to include
application controls which guarantee the accura
cy, completeness, timeliness and authorisation

of inputs, processing and outputs. Sensitivity
assessment should be performed during initiation
of system development or modification. The
basic security and internal control aspects of a
system to be developed or modified should be
assessed along with the conceptua design of the
system in order to integrate security conceptsin
the design as early as possible.

213

214

215

2.16

Availability as a Key Design Factor

CoNTRrROL OBJECTIVE

The organisation’'s system development life cycle
methodology should provide that availability is
considered in the design process for new or mod-
ified information systems at the earliest possible
stage. Availability should be analysed and, if
necessary, increased through maintainability and
reliability improvements.

IT Integrity Provisionsin Application
Programme Software

ConTroL OBJECTIVE

The organisation should establish procedures to
assure, where applicable, that application pro-
grammes contain provisions which routinely ver-
ify the tasks performed by the software to help
assure data integrity, and which provide the
restoration of the integrity through rollback or
other means.

Application Software Testing

CoNTROL OBJECTIVE

Unit testing, application testing, integration
testing, system testing, and load and stress testing
should be performed according to the project test
plan and established testing standards before it is
approved by the user. Adequate measures should
be conducted to prevent disclosure of sensitive
information used during testing.

User Reference and Support Materials
CoNTROL OBJECTIVE

The organisation’'s system development life cycle
methodology should provide that adequate user
reference and support manuals be prepared
(preferably in electronic format) as part of every
information system development or modification
project.
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2.17 Reassessment of System Design
ConTroL OBJECTIVE
The organisation’'s system development life cycle
methodology should ensure that the system
design is reassessed whenever significant
technical and/or logical discrepancies occur
during system development or maintenance.
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Acquisition & Implementation

Acquire and Maintain Technology Infrastructure

HiGH-LEVEL CONTROL OBJECTIVE

Planning &
Organisation
SN S A&
NS L LSYENTETES
ST Acquisition &
LA LS Implementation

Delivery &
Support

Control over the IT process of

acquiring and maintaining technology infrastructure Monitoring

that satisfies the business requirement

to provide the appropriate platforms for supporting business
applications

is enabled by

judicious hardware and software acquisition, standardising of software,
assessment of hardware and software performance, and consistent
system administration

and takes into consideration

» compliance with technology infrastructure directions and standards
» technology assessment

« installation, maintenance and change controls

* upgrade, conversion and migration plans

* use of internal and external infrastructures and/or resources
* supplier responsibilities and relationships

* change management

* total cost of ownership

* system software security
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31

3.2

3.3

DeTaILED CoONTROL OBJECTIVES

ACQUIRE AND MAINTAIN TECHNOLOGY
| NFRASTRUCTURE

Assessment of New Hardware and Software
ConTrOL OBJECTIVE

Hardware and software selection criteria should
be based on the functional specifications for the
new or modified system and should identify
mandatory and optional requirements.
Procedures should be in place to assess new
hardware and software for any impact on the
performance of the overall system.

Preventative Maintenance for Hardware
ConTroL OBJECTIVE

IT management should schedule routine and
periodic hardware maintenance to reduce the fre-
guency and impact of performance failures.

System Softwar e Security

CoNTROL OBJECTIVE

IT management should ensure that the set-up of
system software to be installed does not jeopar-
dise the security of the data and programmes
being stored on the system. Attention should be
paid to set-up and maintenance of system software
parameters.

34

35

3.6

3.7

System Software I nstallation

CoNTRrROL OBJECTIVE

Procedures should be implemented to ensure that
system software is installed in accordance with
the acquisition and maintenance framework for
the technology infrastructure. Testing should be
performed before use in the production environ-
ment is authorised. A group independent of the
users and devel opers should control the move-
ment of programmes and data among libraries.

System Software Maintenance

CoNTRrROL OBJECTIVE

Procedures should be implemented to ensure that
system software is maintained in accordance
with the acquisition and maintenance framework
for the technology infrastructure.

System Software Change Controls

ConTroL OBJECTIVE

Procedures should be implemented to ensure that
system software changes are controlled in line
with the organisation’s change management
procedures.

Use and Monitoring of System Utilities
CoNTRrROL OBJECTIVE

Policies and techniques should be implemented
for using, monitoring and evaluating the use of
system utilities. Responsibilities for using sensi-
tive software utilities should be clearly defined
and understood by developers, and the use of the
utilities should be monitored and logged.
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Acquisition & Implementation

Develop and Maintain Procedures

HiGH-LEVEL CONTROL OBJECTIVE

Planning &
Organisation
SN S A&
NS L LSYENTETES
ST Acquisition &
LA LS Implementation

Delivery &
Support

Control over the IT process of

developing and maintaining procedures Monitoring

that satisfies the business requirement

to ensure the proper use of the applications and the technological
solutions put in place

is enabled by

a structured approach to the development of user and operations
procedure manuals, service requirements and training materials

and takes into consideration

* business process re-design

* treating procedures as any other technology deliverable
« timely development

* user procedures and controls

» operational procedures and controls
* training materials
* managing change
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4.2

4.3

4.4

DETAILED CONTROL OBJECTIVES
DEVELOP AND M AINTAIN PROCEDURES

Operational Requirements and Service Levels
CoNTroL OBJECTIVE

The organisation’s system development life cycle
methodology should ensure the timely definition

of operational requirements and service levels.

User Procedures Manual

CoNTRrROL OBJECTIVE

The organisation’'s system development life cycle
methodology should provide that adequate user
procedures manuals be prepared and refreshed as
part of every information system devel opment,
implementation or modification project.

Operations Manual

CoNTROL OBJECTIVE

The organisation’s system development life cycle
methodology should provide that an adequate
operations manual be prepared and kept up-to-
date as part of every information system devel-
opment, implementation or modification project.

Training Materials

CoNTroL OBJECTIVE

The organisation’s system development life cycle
methodology should ensure that adequate train-
ing materials are developed as part of every
information system devel opment, implementa-
tion or modification project. These materials
should be focused on the system’s use in daily
practice.
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Acquisition & Implementation

Install and Accredit Systems

HiGH-LEVEL CONTROL OBJECTIVE

Planning &
Organisation
SN S A&
NS L LSYENTETES
ST Acquisition &
LA LS Implementation

Delivery &
Support

Control over the IT process of

installing and accrediting systems Monitoring

that satisfies the business requirement

to verify and confirm that the solution isfit for the intended purpose

is enabled by

the realisation of awell-formalised installation migration, conversion
and acceptance plan

and takes into consideration

» training of user and IT operations personnel

* data conversion

* atest environment reflecting the live environment
* accreditation

* post-implementation reviews and feedback

« end user involvement in testing

* continuous quality improvement plans

* business continuity requirements

* capacity and throughput measurement

» agreed upon acceptance criteria
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5.2

5.3

54

55

AlS

DeTaILED CoONTROL OBJECTIVES

INSTALL AND ACCREDIT SYSTEMS

Training

ConTrOL OBJECTIVE

Staff of the affected user departments and the
operations group of the IT function should be
trained in accordance with the defined training
plan and associated materials, as part of every
information systems devel opment, implementa-
tion or modification project.

Application Software Performance Sizing
CoNTroL OBJECTIVE

Application software performance sizing
(optimisation) should be established as an
integral part of the organisation’s system
development life cycle methodology to forecast
the resources required for operating new and
significantly changed software.

Implementation Plan

CoNTroL OBJECTIVE

An implementation plan should be prepared,
reviewed and approved by relevant parties and be
used to measure progress. The implementation
plan should address site preparation, equipment
acquisition and installation, user training, installa-
tion of operating software changes, implementa-
tion of operating procedures and conversion.

System Conversion

CoNTroOL OBJECTIVE

The organisation’s system development life cycle
methodology should provide, as part of every
information system devel opment, implementa-
tion or modification project, that the necessary
elements from the old system are converted to
the new one according to a pre-established plan.

Data Conversion

ConTrOL OBJECTIVE

Management should require that a data conver-
sion plan is prepared, defining the methods of
collecting and verifying the data to be converted

56

57

58

and identifying and resolving any errors found
during conversion. Tests to be performed
include comparing the original and converted
files, checking the compatibility of the converted
data with the new system, checking master files
after conversion to ensure the accuracy of master
file data and ensuring that transactions affecting
master files update both the old and the new
master files during the period between initial
conversion and final implementation. A detailed
verification of the initial processing of the new
system should be performed to confirm success-
ful implementation. Management should ensure
that the responsibility for successful conversion
of data lies with the system owners.

Testing Strategies and Plans

ConTroL OBJECTIVE

Testing strategies and plans should be prepared
and signed off by the system owner and IT
management.

Testing of Changes

CoNTROL OBJECTIVE

Management should ensure that changes are test-
ed in accordance with the impact and resource
assessment in a separate test environment by an
independent (from builders) test group before use
in the regular operational environment begins.
Back-out plans should also be developed.
Acceptance testing should be carried out in an
environment representative of the future opera-
tional environment (e.g., similar security, internal
controls, workloads, etc.).

Parallel/Pilot Testing Criteria and
Performance

CoNTroL OBJECTIVE

Procedures should be in place to ensure that par-
allel or pilot testing is performed in accordance
with a pre-established plan and that the criteria
for terminating the testing process are specified
in advance.

continued on next page
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5.9

5.10

511

Install and Accredit Systems

Acquisition & Implementation

DeTtaiLED CoNTROL OBJECTIVES continued

Final Acceptance Test

CoNTrROL OBJECTIVE

Procedures should provide, as part of the final
acceptance or quality assurance testing of new or
modified information systems, for aformal eval-
uation and approval of the test results by
management of the affected user department(s)
and the IT function. The tests should cover all
components of the information system (e.g.,
application software, facilities,

technology, user procedures).

Security Testing and Accreditation

CoNTrROL OBJECTIVE

Management should define and implement proce-
dures to ensure that operations and user manage-
ment formally accept the test results and the level
of security for the systems, along with the remain-
ing residual risk. These procedures should reflect
the agreed upon roles and responsibilities of end
user, system devel opment, network management
and system operations personnel, taking into
account segregation, supervision and control
issues.

Operational Test

CoNTrOL OBJECTIVE

Management should ensure that before moving
the system into operation, the user or designated
custodian (the party designated to run the system
on behalf of the user) validates its operation as a
complete product, under conditions similar to the
application environment and in the manner in
which the system will be run in a production
environment.

512

513

514

Promotion to Production

CoNTRrROL OBJECTIVE

Management should define and implement for-
mal procedures to control the handover of the
system from development to testing to opera-
tions. Management should require that system
owner authorisation is obtained before a new
system is moved into production and that, before
the old system is discontinued, the new system
will have successfully operated through all daily,
monthly and quarterly production cycles. The
respective environments should be segregated
and properly protected.

Evaluation of Meeting User Requirements
CoNTRrRoL OBJECTIVE

The organisation’'s system development life cycle
methodology should require that a post-
implementation review of operational
information system requirements (e.g., capacity,
throughput, etc.) be conducted to assess whether
the users' needs are being met by the system.

M anagement’s Post-l mplementation Review
ConTroL OBJECTIVE

The organisation’s system development life cycle
methodology should require that a post-imple-
mentation review of an operational information
system assess and report on whether the system
delivered the benefits envisioned in the most cost
effective manner.
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Acquisition & Implementation

Manage Changes

HiGH-LEVEL CONTROL OBJECTIVE

Planning &
Organisation

QJ&@& &S VSRS o
SSOSEOE Acquisition &
LA LS Implementation

Delivery &
Support

Control over the IT process of

managing changes Monitoring

that satisfies the business requirement

to minimise the likelihood of disruption, unauthorised aterations and
errors

is enabled by

amanagement system which provides for the analysis, implementation
and follow-up of all changes requested and made to the existing IT
infrastructure

and takes into consideration

* identification of changes

* categorisation, prioritisation and emergency procedures
* impact assessment

» change authorisation

* release management

* software distribution

* use of automated tools

« configuration management
* business process re-design
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6.2

6.3

6.4

DeTalLED CoONTROL OBJECTIVES
6.5

MANAGE CHANGES

Change Request Initiation and Control
ConTrOL OBJECTIVE

IT management should ensure that all requests
for changes, system maintenance and supplier
maintenance are standardised and are subject to
formal change management procedures. Changes
should be categorised and prioritised and specific
procedures should be in place to handle urgent
matters. Change requestors should be kept
informed about the status of their request.

I mpact Assessment

ConTroL OBJECTIVE

A procedure should be in place to ensure that all
requests for change are assessed in a structured
way for all possible impacts on the operational
system and its functionality.

Control of Changes

CoNTRrROL OBJECTIVE

IT management should ensure that change man-
agement and software control and distribution
are properly integrated with a comprehensive
configuration management system. The system
used to monitor changes to application systems
should be automated to support the recording and
tracking of changes made to large, complex
information systems.

Emergency Changes

CoNTroL OBJECTIVE

IT management should establish parameters
defining emergency changes and procedures to
control these changes when they circumvent the
normal process of technical, operational and
management assessment prior to implementation.
The emergency changes should be recorded and
authorised by I'T management prior to
implementation.

6.6

6.7

6.8

Documentation and Procedures

CoNTroL OBJECTIVE

The change process should ensure that whenever
system changes are implemented, the associated
documentation and procedures are updated
accordingly.

Authorised Maintenance

CoNTROL OBJECTIVE

IT management should ensure maintenance per-
sonnel have specific assignments and that their
work is properly monitored. In addition, their
system access rights should be controlled to
avoid risks of unauthorised access to automated
systems.

Software Release Policy

ConTroL OBJECTIVE

IT management should ensure that the release of
software is governed by formal procedures
ensuring sign-off, packaging, regression testing,
handover, etc.

Distribution of Software

ConTroL OBJECTIVE

Specific internal control measures should be
established to ensure distribution of the correct
software element to the right place, with integrity,
and in atimely manner with adequate audit trails.
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Delivery & Support

Define and Manage Service Levels

HiGH-LEVEL CONTROL OBJECTIVE

Planning &
Organisation
) R 2
N DD S —_—
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oS Implementation

Delivery &
Support

Control over the IT process of g
defining and managing service levels

that satisfies the business requirement

to establish a common understanding of the level of service required

is enabled by

the establishment of service-level agreements which formalise the
performance criteria against which the quantity and quality of service
will be measured

and takes into consideration

» formal agreements
* definition of responsibilities

* response times and volumes

* charging

* integrity guarantees

* non-disclosure agreements

* customer satisfaction criteria

* cost/benefit analysis of required service levels
* monitoring and reporting
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DSL

DeTaILED CoONTROL OBJECTIVES

DEFINE AND MANAGE SERVICE LEVELS 13

Service Level Agreement Framework

CoNTroL OBJECTIVE

Management should define a framework wherein
it promotes the definition of formal

service level agreements and defines the minimal
contents: availability, reliability, performance,
capacity for growth, levels of support provided
to users, continuity planning, security, minimum
acceptable level of satisfactorily delivered sys-
tem functionality, restrictions (limits on the
amount of work), service charges, central print
facilities (availability), central print distribution
and change procedures. Users and the IT
function should have a written agreement which
describes the service level in qualitative and
guantitative terms. The agreement defines the
responsibilities of both parties. The IT function
must offer the agreed quality and quantity of
service and the users must constrain the demands
they place upon the service within the agreed
limits.

14

15

Aspects of Service Level Agreements
CoNTroL OBJECTIVE

Explicit agreement should be reached on the
aspects that a service level agreement should
have. The service level agreement should cover
at least the following aspects: availahility,
reliability, performance, capacity for growth,
levels of support provided to users, continuity
planning, security, minimum acceptable level of
satisfactorily delivered system functionality,
restrictions (limits on the amount of work), service 4 7
charges, central print facilities (availability),

central print distribution and change procedures.

16

Performance Procedures

CoNTRrROL OBJECTIVE

Procedures should be put in place to ensure that
the manner of and responsibilities for perfor-
mance governing relations (e.g., non-disclosure
agreements) between all the involved parties are
established, coordinated, maintained and commu-
nicated to all affected departments.

Monitoring and Reporting

CoNTroOL OBJECTIVE

Management should appoint a service level
manager who is responsible for monitoring and
reporting on the achievement of the specified
service performance criteria and all problems
encountered during processing. The monitoring
dtatistics should be analysed on atimely basis.
Appropriate corrective action should be taken and
failures should be investigated.

Review of Service Level Agreementsand
Contracts

CoNTROL OBJECTIVE

Management should implement aregular review
process for service level agreements and under-
pinning contracts with third-party service
providers.

Chargeable Items

ConTroL OBJECTIVE

Provisions for chargeable items should be
included in the service level agreements to make
trade-offs possible on service levels versus costs.

Service Improvement Programme

CoNTroL OBJECTIVE

Management should implement a process to
ensure that users and service level managers
regularly agree on a service improvement pro-
gramme for pursuing cost-justified improvements
to the service level.
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Delivery & Support

Manage Third-Party Services

HiGH-LEVEL CONTROL OBJECTIVE

Planning &
Organisation
) R 2
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oS Implementation

Delivery &
Support

Control over the IT process of g
managing third-party services

that satisfies the business requirement

to ensure that roles and responsibilities of third parties are clearly
defined, adhered to and continue to satisfy requirements

is enabled by

control measures aimed at the review and monitoring of existing
agreements and procedures for their effectiveness and compliance with
organisation policy

and takes into consideration

third-party service agreements

contract management

non-disclosure agreements

legal and regulatory requirements

service delivery monitoring and reporting
enterprise and I T risk assessments

performance rewards and penalties

internal and external organisational accountability

. . . )
analysis of cost and service level variances 5 é\o‘\ O\OQ‘\ @69 >
OV &/ N oy
&/ QD YRS
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22

2.3

24

25

DeTalLED CoONTROL OBJECTIVES

MANAGE THIRD-PARTY SERVICES

2.6 Continuity of Services

Supplier Interfaces

CoNTroL OBJECTIVE

Management should ensure that all third-party
providers' services are properly identified and
that the technical and organisational interfaces
with suppliers are documented.

Owner Relationships 21
CoNTRrRoL OBJECTIVE

The customer organisation management should
appoint a relationship owner who is responsible
for ensuring the quality of the relationships with
third-parties.

Third-Party Contracts

ConTRoL OBJECTIVE

Management should define specific procedures
to ensure that for each relationship with athird-
party service provider aformal contract is
defined and agreed upon before work starts.

28

Third-Party Qualifications

CoNTroL OBJECTIVE

Management should ensure that, before selection,
potential third-parties are properly qualified
through an assessment of their capability to
deliver the required service (due diligence).

Outsourcing Contracts

CoNTroOL OBJECTIVE

Specific organisational procedures should be
defined to ensure that the contract between the
facilities management provider and the organisa-
tion is based on required processing levels,
security, monitoring and contingency reguirements,
and other stipulations as appropriate.

ConTroL OBJECTIVE

With respect to ensuring continuity of services,
management should consider business risk related
to the third-party in terms of legal uncertainties
and the going concern concept, and negotiate
escrow contracts where appropriate.

Security Relationships

CoNTroL OBJECTIVE

With regard to relationships with third-party
service providers, management should ensure
that security agreements (e.g., non-disclosure
agreements) are identified and explicitly stated
and agreed to, and conform to universal business
standards in accordance with legal and regulatory
requirements, including liabilities.

Monitoring

ConTroL OBJECTIVE

A process for monitoring of the service delivery
of the third-party should be set up by manage-
ment to ensure the continuing adherence to the
contract agreements.
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Delivery & Support

Manage Performance and Capacity

HiGH-LEVEL CONTROL OBJECTIVE

Planning &
Organisation
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oS Implementation

Delivery &
Support

Control over the IT process of g
managing performance and capacity

that satisfies the business requirement

to ensure that adequate capacity is available and that best and optimal
use is made of it to meet required performance needs

is enabled by

data collection, analysis and reporting on resource performance,
application sizing and workload demand

and takes into consideration

* availability and performance requirements
* automated monitoring and reporting

» modeling tools

* capacity management

* resource availability

* hardware and software price/performance changes
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3.2

33

3.4

DeTalLED CoONTROL OBJECTIVES
35

M ANAGE PERFORMANCE AND CAPACITY

Availability and Performance Requirements
ConTrOL OBJECTIVE

The management process should ensure that
business needs are identified regarding availability
and performance of information services and
converted into availability terms and requirements.

Availability Plan

CoNTroL OBJECTIVE

Management should ensure the establishment of
an availability plan to achieve, monitor and
control the availability of information services.

Monitoring and Reporting

ConTrOL OBJECTIVE

Management should implement a process to
ensure that the performance of IT resourcesis
continuously monitored and exceptions are
reported in atimely and comprehensive manner.

Modeling Tools

CoNTroL OBJECTIVE

IT management should ensure that appropriate
modeling tools are used to produce a model of
the current system which has been calibrated and
adjusted against actual workload and is accurate
within recommended load levels. Modeling tools
should be used to assist with the prediction of
capacity, configuration reliability, performance
and availability requirements. In-depth technical
investigations should be conducted on systems
hardware and should include forecasts concerning
future technologies.

3.6

3.7

38

39

Proactive Performance M anagement

CoNTRrROL OBJECTIVE

The performance management process should
include forecasting capability to enable problems
to be corrected before they affect system perfor-
mance. Analysis should be conducted on system
failures and irregularities pertaining to frequency,
degree of impact and amount of damage.

Workload Forecasting

CoNTROL OBJECTIVE

Controls are to be in place to ensure that work-
load forecasts are prepared to identify trends and
to provide information needed for the capacity
plan.

Capacity Management of Resources

ConTroL OBJECTIVE

IT management should establish a planning
process for the review of hardware performance
and capacity to ensure that cost-justifiable capac-
ity always exists to process the agreed workloads
and to provide the required performance quality
and quantity prescribed in service level agree-
ments. The capacity plan should cover multiple
scenarios.

Resour ces Availability

CoNTrRoL OBJECTIVE

When identified as availability requirements,
management should prevent resources from
being unavailable by implementing fault
tolerance mechanisms, prioritising tasks and
equitable resource allocation mechanisms.

Resour ces Schedule

CoNTroL OBJECTIVE

Management should ensure the timely acquisi-
tion of required capacity, taking into account
aspects such as resilience, contingency, work-
loads and storage plans.
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Delivery & Support

Ensure Continuous Service

HiGH-LEVEL CONTROL OBJECTIVE

Planning &
Organisation
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oS Implementation

Delivery &
Support

Control over the IT process of g
ensuring continuous service Monitoring

that satisfies the business requirement

to make sure I T services are available as required and to ensure a
minimum business impact in the event of a major disruption

is enabled by

having an operational and tested IT continuity plan which isin line
with the overall business continuity plan and its related business
requirements

and takes into consideration

* criticality classification

* dternative procedures

* back-up and recovery

* systematic and regular testing and training

» monitoring and escalation processes

* internal and external organisational responsibilities

* business continuity activation, fallback and
resumption plans

* risk management activities

* assessment of single points of failure

* problem management
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4.2

4.3

DX

DeTalLED CoONTROL OBJECTIVES

ENSURE CONTINUOUS SERVICE 4.4

IT Continuity Framework

ConTrOL OBJECTIVE

IT management, in cooperation with business
process owners, should establish a continuity
framework which defines the roles, responsibili-
ties and the risk-based approach/methodology to
be adopted, and the rules and structures to docu-
ment the continuity plan as well as the approval
procedures.

4.5

IT Continuity Plan Strategy and Philosophy
ConTroL OBJECTIVE

Management should ensure that the IT continuity
planisin line with the overall business continu-
ity plan to ensure consistency. Furthermore, the
IT continuity plan should take into account the
IT long- and short-range plans to ensure
consistency.

4.6

IT Continuity Plan Contents

CoNTRrRoL OBJECTIVE

IT management should ensure that a written plan

is developed containing the following:

» Guidelines on how to use the continuity plan

» Emergency procedures to ensure the safety of
all affected staff members

» Response procedures meant to bring the busi-
ness back to the state it was in before the inci-
dent or disaster

» Recovery procedures meant to bring the busi-
ness back to the state it was in before the inci-
dent or disaster

» Procedures to safeguard and reconstruct the
home site

» Co-ordination procedures with public
authorities

» Communication procedures with stakeholders,
employees, key customers, critical suppliers,
stockholders and management

« Critical information on continuity teams,
affected staff, customers, suppliers, public
authorities and media

Minimising IT Continuity Requirements
ConTroL OBJECTIVE

IT management should establish procedures and
guidelines for minimising the continuity require-
ments with regard to personnel, facilities, hard-
ware, software, equipment, forms, supplies and
furniture.

Maintaining the IT Continuity Plan

CoNTroL OBJECTIVE

IT management should provide for change con-
trol procedures in order to ensure that the conti-
nuity plan is up-to-date and reflects actual busi-
ness requirements. This requires continuity plan
maintenance procedures aligned with change and
management and human resources procedures.

Testing the I T Continuity Plan

ConNTrRoL OBJECTIVE

To have an effective continuity plan, manage-
ment needs to assess its adequacy on a regular
basis or upon major changes to the business or
IT infrastructure; this requires careful prepara-
tion, documentation, reporting test results and,
according to the results, implementing an action
plan.

IT Continuity Plan Training

ConTroL OBJECTIVE

The disaster continuity methodology should
ensure that all concerned parties receive regular
training sessions regarding the procedures to be
followed in case of an incident or disaster.

continued on next page
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4.8

49

4.10
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Delivery & Support

Ensure Continuous Service

DeTtaiLED CoNTROL OBJECTIVES continued

IT Continuity Plan Distribution

CoNTroL OBJECTIVE

Given the sengitive nature of information in the
continuity plan, the latter should be distributed
only to authorised personnel and should be safe-
guarded against unauthorised disclosure.
Consequently, sections of the plan need to be dis-
tributed on a need-to-know basis.

User Department Alternative Processing
Back-up Procedures

CoNTRrROL OBJECTIVE

The continuity methodology should ensure that
the user departments establish alternative pro-
cessing procedures that may be used until the IT
function is able to fully restore its services after a
disaster or an event.

Critical IT Resources

ConTroL OBJECTIVE

The continuity plan should identify the critical
application programmes, third-party services,
operating systems, personnel and supplies, data
files and time frames needed for recovery after a
disaster occurs. Critical data and operations
should be identified, documented, prioritised and
approved by the business process owners, in
cooperation with 1T management.

Back-up Site and Hardware

ConTrOL OBJECTIVE

Management should ensure that the continuity
methodology incorporates an identification of
alternatives regarding the back-up site and hard-
ware aswell as afina alternative selection. If
applicable, aformal contract for these type of
services should be concluded.

4.12 Off-site Back-up Storage

CoNTRrROL OBJECTIVE

Off-site storage of critical back-up media, docu-
mentation and other IT resources should be
established to support recovery and business con-
tinuity plans. Business process owners and I T
function personnel should be involved in deter-
mining what back-up resources need to be stored
off-site. The off-site storage facility should be
environmentally appropriate to the media and
other resources stored and should have alevel of
security commensurate with that needed to pro-
tect the back-up resources from unauthorised
access, theft or damage. IT management should
ensure that off-site arrangements are periodically
assessed, at least annually, for content, environ-
mental protection and security.

4.13 Wrap-up Procedures

ConTroL OBJECTIVE

On successful resumption of the IT function after
adisaster, IT management should establish pro-
cedures for ng the adequacy of the plan
and update the plan accordingly.
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Delivery & Support

Ensure Systems Security

HiGH-LEVEL CONTROL OBJECTIVE

Planning &
Organisation
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oS Implementation

Delivery &
Support

Control over the IT process of g
ensuring systems security

that satisfies the business requirement

to safeguard information against unauthorised use, disclosure or
modification, damage or loss

is enabled by

logical access controls which ensure that access to systems, data and
programmes is restricted to authorised users

and takes into consideration

confidentiality and privacy requirements
authorisation, authentication and access control
user identification and authorisation profiles
need-to-have and need-to-know

cryptographic key management

incident handling, reporting and follow-up
virus prevention and detection

firewalls

centralised security administration o /5

user training © S
tools for monitoring compliance, QePQ Q'\\& S \,b'g\\\\ &
intrusion testing and reporting & ¢
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5.3

DeTaILED CoONTROL OBJECTIVES
54

ENSURE SYSTEMS SECURITY

Manage Security Measures

CoNTroL OBJECTIVE

IT security should be managed such that security

measures are in line with business requirements.

Thisincludes:

» Trandating risk assessment information to the
IT security plans

* Implementing the IT security plan

» Updating the IT security plan to reflect
changesin the IT configuration

» Assessing the impact of change requestson IT
security

* Monitoring the implementation of the IT
security plan

e Aligning IT security procedures to other
policies and procedures

I dentification, Authentication and Access
CoNTRrROL OBJECTIVE

The logical access to and use of IT computing
resources should be restricted by the implemen-
tation of adequate identification, authentication
and authorisation mechanisms, linking users and
resources with access rules. Such mechanisms
should prevent unauthorised personnel, dial-up
connections and other system (network) entry
ports from accessing computer resources and
minimise the need for authorised users to use
multiple sign-ons. Procedures should also bein
place to keep authentication and access mecha-
nisms effective (e.g., regular password changes).

Security of Online Access to Data

CoNTrRoL OBJECTIVE

In an online IT environment, IT management
should implement procedures in line with the
security policy that provides access security con-
trol based on the individual’s demonstrated need
to view, add, change or delete data.

55

5.6

57

User Account M anagement

CoNTRrROL OBJECTIVE

Management should establish procedures to
ensure timely action relating to requesting, estab-
lishing, issuing, suspending and closing of user
accounts. A formal approval procedure outlining
the data or system owner granting the access
privileges should be included. The security of
third-party access should be defined contractual-
ly and address administration and non-disclosure
requirements. Outsourcing arrangements should
address the risks, security controls and proce-
dures for information systems and networks in
the contract between the parties.

Management Review of User Accounts
ConTroL OBJECTIVE

Management should have a control processin
place to review and confirm access rights period-
ically. Periodic comparison of resources with
recorded accountability should be made to help
reduce the risk of errors, fraud, misuse or unau-
thorised ateration.

User Control of User Accounts

CoNTroL OBJECTIVE

Users should systematically control the activity
of their proper account(s). Also information
mechanisms should be in place to allow them to
oversee normal activity as well as to be alerted to
unusual activity in atimely manner.

Security Surveillance

CoNTROL OBJECTIVE

I'T security administration should ensure that
security activity islogged and any indication of
imminent security violation is reported immedi-
ately to all who may be concerned, internally and
externally, and is acted upon in atimely manner.

continued on next page
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5.10

Delivery & Support

Ensure Systems Security

DeTtaiLED CoNTROL OBJECTIVES continued

Data Classification

CoNTrROL OBJECTIVE

Management should implement procedures to
ensure that all data are classified in terms of sen-
sitivity by aformal and explicit decision by the
data owner according to the data classification
scheme. Even data needing “no protection”
should require aformal decision to be so desig-
nated. Owners should determine disposition and
sharing of data, as well as whether and when
programs and files are to be maintained, archived
or deleted. Evidence of owner approval and
data disposition should be maintained. Policies
should be defined to support reclassification of
information, based on changing sensitivities.
The classification scheme should include criteria
for managing exchanges of information between
organisations, addressing both security and com-
pliance with relevant legislation.

Central Identification and Access Rights

M anagement

CoNTROL OBJECTIVE

Controls are in place to ensure that the identifica-
tion and access rights of users as well asthe
identity of system and data ownership are estab-
lished and managed in a unique and central man-
ner to obtain consistency and efficiency of global
access contral.

Violation and Security Activity Reports
ConTroL OBJECTIVE

IT security administration should ensure that vio-
lation and security activity is logged, reported,
reviewed and appropriately escalated on a regu-
lar basis to identify and resolve incidents involv-
ing unauthorised activity. The logical access to
the computer resources accountability informa-
tion (security and other logs) should be granted
based upon the principle of least privilege, or
need-to-know.

511

5.12

513

514

Incident Handling

CoNTRrROL OBJECTIVE

Management should establish a computer security
incident handling capability to address security
incidents by providing a centralised platform with
sufficient expertise and equipped with rapid and
secure communication facilities. Incident manage-
ment responsibilities and procedures should be
established to ensure an appropriate, effective and
timely response to security incidents.

Reaccreditation

ConTroL OBJECTIVE

Management should ensure that reaccreditation
of security (e.g., through “tiger teams”) is period-
ically performed to keep up-to-date the formally
approved security level and the acceptance of
residual risk.

Counterparty Trust

CoNTROL OBJECTIVE

Organisational policy should ensure that control
practices are implemented to verify the authen-
ticity of the counterparty providing electronic
instructions or transactions. This can be imple-
mented through trusted exchange of passwords,
tokens or cryptographic keys.

Transaction Authorisation

ConTroL OBJECTIVE

Organisational policy should ensure that, where
appropriate, controls are implemented to provide
authenticity of transactions and establish the
validity of auser’s claimed identity to the sys-
tem. Thisrequires use of cryptographic tech-
niques for signing and verifying transactions.
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5.16

5.17

518

Non-Repudiation

CoNTrROL OBJECTIVE

Organisational policy should ensure that, where
appropriate, transactions cannot be denied by
either party, and controls are implemented to
provide non-repudiation of origin or receipt,
proof of submission, and receipt of transactions.
This can be implemented through digital signa-
tures, time stamping and trusted third-parties,
with appropriate policies that take into account
relevant regulatory requirements.

Trusted Path

CoNTrROL OBJECTIVE

Organisational policy should ensure that sensi-
tive transaction data is only exchanged over a
trusted path. Sensitive information includes secu-
rity management information, sensitive transac-
tion data, passwords and cryptographic keys. To
achieve this, trusted channels may need to be
established using encryption between users,
between users and systems, and between sys-
tems.

Protection of Security Functions

ConTroL OBJECTIVE

All security related hardware and software should
at al times be protected against tampering to
maintain their integrity and against disclosure of
secret keys. In addition, organisations should
keep alow profile about their security design,
but should not base their security on the design
being secret.

Cryptographic Key Management

CoNTroL OBJECTIVE

Management should define and implement pro-
cedures and protocols to be used for generation,
change, revocation, destruction, distribution, cer-
tification, storage, entry, use and archiving of
cryptographic keys to ensure the protection of
keys against modification and unauthorised dis-

519

5.20

521

closure. If akey is compromised, management
should ensure this information is propagated to
any interested party through the use of
Certificate Revocation Lists or similar mecha-
nisms.

Malicious Software Prevention, Detection and
Correction

CoNTRroL OBJECTIVE

Regarding malicious software, such as computer
viruses or trojan horses, management should
establish a framework of adequate preventative,
detective and corrective control measures, and
occurrence response and reporting. Business
and IT management should ensure that proce-
dures are established across the organisation to
protect information systems and technology from
computer viruses. Procedures should incorporate
virus protection, detection, occurrence response
and reporting.

Firewall Architectures and Connections with
Public Networks

CoNTROL OBJECTIVE

If connection to the Internet or other public net-
works exists, adequate firewalls should be opera-
tive to protect against denial of services and any
unauthorised access to the internal resources,
should control any application and infrastructure
management flows in both directions; and should
protect against denial of service attacks.

Protection of Electronic Value

CoNTROL OBJECTIVE

Management should protect the continued
integrity of all cards or similar physical
mechanisms used for authentication or storage of
financial or other sensitive information, taking
into consideration the related facilities, devices,
employees and validation methods used.
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Identify and Allocate Costs

HiGH-LEVEL CONTROL OBJECTIVE

Planning &
Organisation
) R 2
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oS Implementation

Delivery &
Support

Control over the IT process of g
identifying and allocating costs

that satisfies the business requirement

to ensure a correct awareness of the costs attributable to I T services

is enabled by

a cost accounting system which ensures that costs are recorded,
calculated and allocated to the required level of detail and to the
appropriate service offering

and takes into consideration

* resources identifiable and measurable
» charging policies and procedures

» charge rates and charge-back process
* linkage to service level agreement

* automated reporting

* verification of benefit realisation

* external benchmarking
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DETAILED CONTROL OBJECTIVES
6 IDENTIFY AND ALLOCATE COSTS

6.1 Chargeableltems
ConTrOL OBJECTIVE
IT management, with guidance from senior
management, should ensure that chargeable items
are identifiable, measurable and predictable by
users. Users should be able to control the use of
information services and associated billing
levels.

6.2 Costing Procedures
CoNTrOL OBJECTIVE
IT management should define and implement
costing procedures to provide management
information on the costs of delivering
information services while ensuring cost
effectiveness. Variances between forecasts and
actual costs are to be adequately analysed and
reported on to facilitate the cost monitoring.
In addition, management should periodically
evaluate the results of the IT function's job
cost accounting procedures, in light of the
organisation’s other financial measurement
systems.

6.3 User Billing and Chargeback Procedures
ConNTroL OBJECTIVE
IT management should define and use billing and
chargeback procedures. It should maintain user
billing and chargeback procedures that encourage
the proper usage of computer resources and
assure the fair treatment of user departments and
their needs. The rate charged should reflect the
associated costs of providing services.
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Educate and Train Users

HiGH-LEVEL CONTROL OBJECTIVE

Planning &
Organisation
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oS Implementation

Delivery &
Support

Control over the IT process of
educating and training users

that satisfies the business requirement

to ensure that users are making effective use of technology and are
aware of the risks and responsibilities involved

is enabled by

a comprehensive training and development plan

and takes into consideration

* training curriculum
* skillsinventory

* awareness campaigns

* awareness techniques

* use of new training technologies and methods
» personnel productivity

» development of knowledge base
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7.3

DeTalLED CoONTROL OBJECTIVES
EpbucAaTE AND TRAIN USERS

I dentification of Training Needs

ConTrOL OBJECTIVE

In line with the long-range plan, management
should establish and maintain procedures for
identifying and documenting the training needs
of all personnel using information services. A
training curriculum for each group of employees
should be established.

Training Organisation

CoNTroL OBJECTIVE

Based on the identified needs, management
should define the target groups, identify and
appoint trainers, and organise timely training
sessions. Training alternatives should also be
investigated (internal or external location,
in-house trainers or third-party trainers, etc.).

Security Principles and Awareness Training
CoNTRrROL OBJECTIVE

All personnel must be trained and educated in
system security principles, including periodic
updates with special focus on security awareness
and incident handling. Management should
provide an education and training programme
that includes: ethical conduct of the IT function,
security practices to protect against harm from
failures affecting availability, confidentiality,
integrity and performance of dutiesin a secure
manner.
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Delivery & Support

Assist and Advise Customers

HiGH-LEVEL CONTROL OBJECTIVE

Planning &
Organisation

Acquisition &
Implementation

Delivery &
Support

Control over the IT process of
assisting and advising customers

that satisfies the business requirement

to ensure that any problem experienced by the user is appropriately
resolved

is enabled by

a help desk facility which provides first-line support and advice

and takes into consideration

* customer query and problem response
* query monitoring and clearance

* trend analysis and reporting

* development of knowledge base

* root cause analysis

* problem tracking and escalation

108 IT GOVERNANCE INSTITUTE



8.2

8.3

8.4

85

DEeTAILED CONTROL OBJECTIVES
AssIST AND ADVISE CUSTOMERS

Help Desk

ConTrOL OBJECTIVE

User support should be established within a
“help desk” function. Individuals responsible for
performing this function should closely interact
with problem management personnel.

Registration of Customer Queries

ConTroL OBJECTIVE

Procedures should be in place to ensure that all
customer queries are adequately registered by the
help desk.

Customer Query Escalation

ConTrOL OBJECTIVE

Help desk procedures should ensure that cus-
tomer queries which cannot immediately be
resolved are appropriately escalated within the
IT function.

Monitoring of Clearance

CoNTroL OBJECTIVE

Management should establish procedures for
timely monitoring of the clearance of customer
gueries. Long outstanding queries should be
investigated and acted upon.

Trend Analysis and Reporting

CoNTROL OBJECTIVE

Procedures should be in place which assure
adequate reporting with regard to customer
gueries and resolution, response times and trend
identification. The reports should be adequately
analysed and acted upon.
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Delivery & Support

Manage the Configuration

HiGH-LEVEL CONTROL OBJECTIVE

Planning &
Organisation
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OIS Implementation

Delivery &
Support

Control over the IT process of g
managing the configuration

that satisfies the business requirement

to account for all IT components, prevent unauthorised alterations,
verify physical existence and provide a basis for sound change
management

is enabled by

controls which identify and record all IT assets and their physical
location, and aregular verification programme which confirms their
existence

and takes into consideration

* asset tracking

« configuration change management
» checking for unauthorised software
» software storage controls

» software and hardware interrelationships and integration
* use of automated tools
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9.2

9.3

94

9.5

DS

DeTalLED CoONTROL OBJECTIVES

MANAGE THE CONFIGURATION

Configuration Recording

CoNTroL OBJECTIVE

Procedures should be in place to ensure that only
authorised and identifiable configuration items
are recorded in inventory upon acquisition. These
procedures should also provide for the authorised
disposal and consequential sale of configuration
items. Moreover, procedures should be in place
to keep track of changes to the configuration
(e.g., new item, status change from devel opment
to prototype). Logging and control should be an
integrated part of the configuration recording
system including reviews of changed records.

Configuration Basdline

CoNTROL OBJECTIVE

IT management should be ensured that a baseline
of configuration itemsis kept as a checkpoint to
return to after changes.

Status Accounting

CoNTrRoL OBJECTIVE

IT management should ensure that the configura-
tion records reflect the actual status of all config-
uration items including the history of changes.

Configuration Control

CoNTROL OBJECTIVE

Procedures should ensure that the existence and
consistency of recording of the IT configuration
is periodically checked.

Unauthorised Software

CoNTrRoL OBJECTIVE

Clear policies restricting the use of personal and
unlicensed software should be developed and
enforced. The organisation should use virus
detection and remedy software. Business and
IT management should periodically check the

9.6

9.7

9.8

organisation’s personal computers for unautho-
rised software. Compliance with the require-
ments of software and hardware license agree-
ments should be reviewed on a periodic basis.

Software Storage

ConTroL OBJECTIVE

A file storage area (library) should be defined for
all valid software items in appropriate phases of
the system development life cycle. These areas
should be separated from each other and from
development, testing and production file storage
areas.

Configuration Management Procedures
CoNTRrROL OBJECTIVE

Configuration management procedures should be
established to ensure that critical components of
the organisation’s I T resources have been appro-
priately identified and are maintained. There
should be an integrated process whereby current
and future processing demands are measured and
provide input to the IT resource acquisitions
process.

Software Accountability

ConTroL OBJECTIVE

Software should be labeled, inventoried and
properly licensed. Library management software
should be used to produce audit trails of program
changes and to maintain program version num-
bers, creation-date information and copies of pre-
vious versions.

IT GOVERNANCE INSTITUTE

111



Delivery & Support

Manage Problems and Incidents

HiGH-LEVEL CONTROL OBJECTIVE

Control over the IT process of
managing problems and incidents
that satisfies the business requirement
to ensure that problems and incidents are resolved, and the cause

investigated to prevent any recurrence

is enabled by

a problem management system which records and progresses all

incidents

and takes into consideration

* audit trails of problems and solutions

* timely resolution of reported problems

* escalation procedures

* incident reports

* accessibility of configuration information
* supplier responsibilities

» coordination with change management

Planning &
Organisation

Acquisition &
Implementation

Delivery &
Support
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DeTaILED CoONTROL OBJECTIVES

10 MANAGE PROBLEMSAND INCIDENTS

10.1 Problem Management System
ConTrOL OBJECTIVE
IT management should define and implement a
problem management system to ensure that all

operational events which are not part of the stan-

dard operation (incidents, problems and errors)
are recorded, analysed and resolved in atimely
manner. Emergency programme change proce-
dures should be promptly tested, documented,
approved and reported. Incident reports
should be established in the case of significant
problems.

10.2 Problem Escalation
ConTrOL OBJECTIVE
IT management should define and implement
problem escalation procedures to ensure that
identified problems are solved in the most effi-
cient way on atimely basis. These procedures
should ensure that these priorities are appropri-
ately set. The procedures should also document

the escalation process for the activation of the IT

continuity plan.

10.3 Problem Tracking and Audit Trail
CoNTROL OBJECTIVE

The problem management system should provide

for adequate audit trail facilities which allow
tracing from incident to underlying cause (e.g.,
package release or urgent change implementa-
tion) and back. It should closely interwork with
change management, availability management
and configuration management.

10.4 Emergency and Temporary Access

Authorisations

ConTroL OBJECTIVE

Emergency and temporary access authorisations
should be documented on standard forms and
maintained on file, approved by appropriate
managers, securely communicated to the security
function and automatically terminated after a
predetermined period.

Emergency Processing Priorities

CoNTROL OBJECTIVE

Emergency processing priorities should be estab-
lished, documented and approved by appropriate
program and I'T management.
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Manage Data

HiGH-LEVEL CONTROL OBJECTIVE

Planning &
Organisation
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oS Implementation

Delivery &
Support

Control over the IT process of g

that satisfies the business requirement

to ensure that data remains complete, accurate and valid during its
input, update and storage

is enabled by

an effective combination of application and general controls over the
IT operations

and takes into consideration

* form design

* source document controls

* input, processing and output controls
» mediaidentification, movement and library management
» data back-up and recovery

* authentication and integrity

* data ownership

* data administration policies

» data models and data representation standards
* integration and consistency across platforms
* legal and regulatory requirements
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11.2

11.3

11.4
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DeTaILED CoONTROL OBJECTIVES

MANAGE DATA

Data Preparation Procedures

CoNTroL OBJECTIVE

Management should establish data preparation
procedures to be followed by user departments.
In this context, input form design should help to
assure that errors and omissions are minimised.
Error handling procedures during data origina-
tion should reasonably ensure that errors and
irregularities are detected, reported and corrected.

Sour ce Document Authorisation Procedures
ConNTroL OBJECTIVE

Management should ensure that source documents
are properly prepared by authorised personnel
who are acting within their authority and that

an adequate segregation of dutiesisin place
regarding the origination and approval of source
documents.

Sour ce Document Data Collection

CoNTroL OBJECTIVE

The organisation’s procedures should ensure that
all authorised source documents are complete
and accurate, properly accounted for and trans-
mitted in atimely manner for entry.

Source Document Error Handling

CoNTROL OBJECTIVE

Error handling procedures during data
origination should reasonably ensure that errors
and irregularities are detected, reported and
corrected.

Source Document Retention

CoNTroL OBJECTIVE

Procedures should be in place to ensure original
source documents are retained or are reproducible
by the organisation for an adequate amount of
time to facilitate retrieval or reconstruction of
data as well as to satisfy legal requirements.

11.6

11.7

11.8

11.9

Data Input Authorisation Procedures
ConTroL OBJECTIVE

The organisation should establish appropriate
procedures to ensure that data input is performed
only by authorised staff.

Accuracy, Completeness and Authorisation
Checks

CoNTROL OBJECTIVE

Transaction data entered for processing (people-
generated, system-generated or interfaced inputs)
should be subject to a variety of controls to
check for accuracy, completeness and validity.
Procedures should also be established to assure
that input datais validated and edited as close to
the point of origination as possible.

Data Input Error Handling

ConTroL OBJECTIVE

The organisation should establish procedures for
the correction and resubmission of data which
was erroneously input.

Data Processing Integrity

CoNTroL OBJECTIVE

The organisation should establish procedures for
the processing of data that ensure separation of
duties is maintained and that work performed is
routinely verified. The procedures should ensure
adequate update controls such as run-to-run
control totals and master file update controls are
in place.

11.10 Data Processing Validation and Editing

CoNTroL OBJECTIVE

The organisation should establish procedures to
ensure that data processing validation, authenti-
cation and editing are performed as close to the
point of origination as possible. When using
Artificial Intelligence systems, these systems
should be placed in an interactive control frame-
work with human operators to ensure that vital
decisions are approved.

continued on next page
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Delivery & Support

Manage Data

DeTtaiLED CoNTROL OBJECTIVES continued

11.11 Data Processing Error Handling

CoNTroL OBJECTIVE

The organisation should establish data processing
error handling procedures that enable erroneous
transactions to be identified without being
processed and without undue disruption of the
processing of other valid transactions.

11.12 Output Handling and Retention

ConTRoOL OBJECTIVE

The organisation should establish procedures for
the handling and retention of output from its IT
application programs. In case negotiable instru-
ments (e.g., value cards) are the output recipi-
ents, special care should be taken to prevent
misuse.

11.13 Output Distribution

ConTrOL OBJECTIVE

The organisation should establish and communi-
cate written procedures for the distribution of IT
output.

11.14 Output Balancing and Reconciliation

ConTroL OBJECTIVE

The organisation should establish procedures for
assuring that output routinely is balanced to the
relevant control totals. Audit trails should be
provided to facilitate the tracing of transaction
processing and the reconciliation of disrupted
data.

11.15 Output Review and Error Handling

ConTroL OBJECTIVE

The organisation’s management should establish
procedures for assuring that the accuracy of
output reportsis reviewed by the provider and the

relevant users. Procedures should also be in place

for controlling errors contained in the output.

11.16 Security Provision for Output Reports

CoNTroL OBJECTIVE

The organisation should establish procedures for
assuring that the security of output reportsis
maintained for those awaiting distribution, as
well as those already distributed to users.

11.17 Protection of Sensitive Information During

Transmission and Transport

CoNTroL OBJECTIVE

Management should ensure that adequate protec-
tion of sensitive information is provided during
transmission and transport against unauthorised
access, modification and misaddressing.

11.18 Protection of Disposed Sensitive Information

CoNTrROL OBJECTIVE

Management should define and implement pro-
cedures to prevent access to sensitive informa-
tion and software from computers, disks and
other equipment or media when they are dis-
posed of or transferred to another use. Such pro-
cedures should guarantee that data marked as
deleted or to be disposed cannot be retrieved by
any internal or third party.

11.19 Storage M anagement

CoNTRrRoL OBJECTIVE

Procedures should be developed for data storage
which consider retrieval requirements, and cost
effectiveness and security policy.

11.20 Retention Periods and Storage Terms

CoNTROL OBJECTIVE

Retention periods and storage terms should be
defined for documents, data, programmes and
reports and messages (incoming and outgoing) as
well as the data (keys, certificates) used for their
encryption and authentication.
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11.21 Media Library Management System

CoNTrROL OBJECTIVE

The IT function should establish procedures to
assure that contents of its media library contain-
ing data are inventoried systematically, that any
discrepancies disclosed by a physical inventory
areremedied in atimely fashion and that mea-
sures are taken to maintain the integrity of mag-
netic media stored in the library.

11.22 Media Library Management Responsibilities

CoNTRrROL OBJECTIVE

Housekeeping procedures designed to protect
media library contents should be established by
IT management. Standards should be defined for
the external identification of magnetic media and
the control of their physical movement and stor-
age to support accountability. Responsibilities for
media (magnetic tape, cartridge, disks and
diskettes) library management should be assigned
to specific members of the IT function.

11.23 Back-up and Restoration

CoNTRrROL OBJECTIVE

Management should implement a proper strategy
for back-up and restoration to ensure that it
includes a review of business requirements, as
well as the development, implementation, testing
and documentation of the recovery plan.
Procedures should be set up to ensure that back-
ups are satisfying the above-mentioned require-
ments.

11.24 Back-up Jobs

CoNTROL OBJECTIVE

Procedures should be in place to ensure back-ups
are taken in accordance with the defined back-up
strategy and the usability of back-upsis regularly
verified.

11.25 Back-up Storage

CoNTRrROL OBJECTIVE

Back-up procedures for I T-related media should
include the proper storage of the data files, soft-
ware and related documentation, both on-site and
off-site. Back-ups should be stored securely and
the storage sites periodically reviewed regarding
physical access security and security of datafiles
and other items.

11.26 Archiving

CoNTROL OBJECTIVE

Management should implement a policy and pro-
cedures for ensuring that archival meets legal
and business requirements, and is properly safe-
guarded and accounted for.

11.27 Protection of Sensitive M essages

ConTroL OBJECTIVE

Regarding data transmission over the Internet or
any other public network, management should
define and implement procedures and protocols
to be used to ensure integrity, confidentiality and
non-repudiation of sensitive messages.

11.28 Authentication and I ntegrity

CoNTRrROL OBJECTIVE

The authentication and integrity of information
originated outside the organisation, whether
received by telephone, voicemail, paper docu-
ment, fax or e-mail, should be appropriately
checked before potentialy critical action is
taken.

continued on next page
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Manage Data

DeTtaILED CoNTROL OBJECTIVES continued

11.29 Electronic Transaction Integrity

CoNTroL OBJECTIVE

Taking into consideration that the traditional

boundaries of time and geography are less

reliant, management should define and imple-
ment appropriate procedures and practices for
sensitive and critical electronic transactions
ensuring integrity and authenticity of:

» atomicity (indivisible unit of work, all of its
actions succeed or they al fail)

» consistency (if the transaction cannot achieve
a stable end state, it must return the system to
itsinitial state)

* isolation (atransaction’s behavior is not
affected by other transactions that execute
concurrently)

 durability (transaction’s effects are permanent
after it commits, its changes should survive
system failures)

11.30 Continued Integrity of Stored Data
ConTroL OBJECTIVE
Management should ensure that the integrity and
correctness of the data kept on files and other
media (e.g., electronic cards) is checked periodi-
cally. Specific attention should be paid to value
tokens, reference files and files containing priva-
cy information.
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Delivery & Support

Manage Facilities

HiGH-LEVEL CONTROL OBJECTIVE

Planning &
Organisation
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oS Implementation

Delivery &
Support

Control over the IT process of g
managing facilities

that satisfies the business requirement

to provide a suitable physical surrounding which protectsthe IT
equipment and people against man-made and natural hazards

is enabled by

the installation of suitable environmental and physical controls which
are regularly reviewed for their proper functioning

and takes into consideration

* accessto facilities

* siteidentification

* physical security

* inspection and escalation policies
* business continuity planning and crisis management
» personnel health and safety

* preventive maintenance policies
* environmental threat protection
* automated monitoring
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12.3

DeTalLED CoONTROL OBJECTIVES

MANAGE FACILITIES

Physical Security

CoNTroL OBJECTIVE

Appropriate physical security and access control
measures should be established for IT facilities,
including off-site use of information devicesin
conformance with the general security policy.
Physical security and access controls should
address not only the area containing system hard-
ware, but also locations of wiring used to con-
nect elements of the system, supporting services
(such as electric power), backup media and any
other elements required for the system’s opera-
tion. Access should be restricted to individuals
who have been authorised to gain such access.
Where IT resources are located in public areas,
they should be appropriately protected to prevent
or deter loss or damage from theft or vandalism.

Low Profile of the IT Site

CoNTroL OBJECTIVE

IT management should ensure alow profileis
kept and the physical identification of the site of
the IT operations is limited.

Visitor Escort

ConTrOL OBJECTIVE

Appropriate procedures are to be in place ensur-
ing that individuals who are not members of the
IT function’s operations group are escorted by a
member of that group when they must enter the
computer facilities. A visitor’s log should be kept
and reviewed regularly.

124

125

12.6

Personnel Health and Safety

CoNTroL OBJECTIVE

Health and safety practices should be put in
place and maintained in conformance with
applicable international, national, regional, state
and local laws and regulations.

Protection Against Environmental Factors
CoNTRoL OBJECTIVE

IT management should assure that sufficient
measures are put in place and maintained for
protection against environmental factors (e.g.,
fire, dust, power, excessive heat and humidity).
Specialised equipment and devices to monitor
and control the environment should be installed.

Uninterruptible Power Supply

ConTroL OBJECTIVE

Management should assess regularly the need
for uninterruptable power supply batteries and
generators for critical 1T applications to secure
against power failures and fluctuations. When
justified, the most appropriate equipment should
be installed.
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Delivery & Support

Manage Operations

HiGH-LEVEL CONTROL OBJECTIVE

Planning &

Control over the IT process of

managing operations

Organisation

Acquisition &
Implementation

Delivery &
Support

that satisfies the business requirement

to ensure that important IT support functions are performed regularly
and in an orderly fashion

is enabled by

a schedule of support activities which is recorded and cleared for the
accomplishment of al activities

and takes into consideration

* operations procedure manual

* start-up process documentation

* network services management
 workload and personnel scheduling

« shift hand-over process

* system event logging

» coordination with change, availability and
business continuity management
preventive maintenance

service level agreements

automated operations

incident logging, tracking and escalation
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13.2

133

134

DeTalLED CoONTROL OBJECTIVES
135

MANAGE OPERATIONS

Processing Oper ations Procedures and
Instructions Manual

ConTtroL OBJECTIVE

IT management should establish and document
standard procedures for I T operations (including
network operations). All IT solutions and plat-
forms in place should be operated using these
procedures, which should be reviewed periodical-
ly to ensure effectiveness and adherence.

Start-up Process and Other Operations
Documentation

ConNTroL OBJECTIVE

IT management should ensure that the operations
staff is adequately familiar and confident with
the start-up process and other operations tasks by
having them documented, periodically tested and
adjusted when required.

Job Scheduling

ConTroL OBJECTIVE

IT management should ensure that the continu-
ous scheduling of jobs, processes and tasksis
organised into the most efficient sequence, max-
imising throughput and utilisation, to meet the
objectives set in service level agreements. The
initial schedules as well as changes to these
schedules should be appropriately authorised.

Departures from Standard Job Schedules
CoNTroL OBJECTIVE

Procedures should be in place to identify,
investigate and approve departures from standard
job schedules.

13.6

13.7

13.8

Processing Continuity

CoNTroL OBJECTIVE

Procedures should require processing continuity
during operator shift changes by providing for
formal handover of activity, status updates and
reports on current responsibilities.

Operations L ogs

CoNTRoL OBJECTIVE

Management controls should guarantee that
sufficient chronological information is being stored
in operations logs to enable the reconstruction,
review and examination of the time sequences of
processing and the other activities surrounding or
supporting processing.

Safeguard Special Forms and Output Devices
CoNTrRoL OBJECTIVE

Management should establish appropriate physi-
cal safeguards over special forms, such as nego-
tiable instruments, and over sensitive output
devices, such as signature cartridges, taking into
consideration proper accounting of IT resources,
forms or items requiring additional protection
and inventory management.

Remote Operations

ConTroL OBJECTIVE

For remote operations, specific procedures should
ensure that the connection and disconnection of
the links to the remote site(s) are defined and
implemented.
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Monitoring

Monitor the Processes

HiGH-LEVEL CONTROL OBJECTIVE

Planning &
Organisation

Acquisition &
Implementation

Delivery &
Support

Control over the IT process of

monitoring the processes

that satisfies the business requirement

to ensure the achievement of the performance objectives set for the IT
processes

is enabled by

the definition of relevant performance indicators, the systematic and
timely reporting of performance and prompt acting upon deviations

and takes into consideration

» scorecards with performance drivers and outcome measures
* customer satisfaction assessments

* management reporting

« knowledge base of historical performance

* external benchmarking

Monitoring

126 IT GOVERNANCE INSTITUTE



12

13

14

DeTalLED CoONTROL OBJECTIVES
M ONITOR THE PROCESSES

Collecting Monitoring Data

CoNTroL OBJECTIVE

For the IT and internal control processes, man-
agement should ensure relevant performance
indicators (e.g., benchmarks) from both internal
and external sources are being defined, and that
datais being collected for the creation of man-
agement information reports and exception
reports regarding these indicators. Controls
should also be aimed at validating the propriety
and integrity of both organisational and individ-
ual performance measures and indicators.

Assessing Performance

ConTrOL OBJECTIVE

Services to be delivered by the IT function
should be measured (key performance indicators
and/or critical success factors) by management
and be compared with target levels. Assessments
of the IT function should be performed on a
continuous basis.

Assessing Customer Satisfaction

CoNTroL OBJECTIVE

At regular intervals management should measure
customer satisfaction regarding the services
delivered by the IT function to identify shortfalls
in service levels and establish improvement
objectives.

Management Reporting

CoNTRrROL OBJECTIVE

Management reports should be provided for
senior management’s review of the organisation’s
progress toward identified goals. Status reports
should include the extent to which planned
objectives have been achieved, deliverables
obtained, performance targets met and risks miti-
gated. Upon review, appropriate management
action should be initiated and controlled.
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Monitoring

Assess Internal Control Adequacy

HiGH-LEVEL CONTROL OBJECTIVE

Planning &
Organisation
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Delivery &
Support

Control over the IT process of
Monitoring

assessing internal control adequacy

that satisfies the business requirement

to ensure the achievement of the internal control objectives set for the
IT processes

is enabled by

the commitment to monitoring internal controls, ng their
effectiveness, and reporting on them on aregular basis

and takes into consideration

* responsibilities for internal control

* ongoing internal control monitoring

* benchmarks

* error and exception reporting

* self-assessments

* management reporting

» compliance with legal and regulatory requirements
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24

DeTalLED CoONTROL OBJECTIVES

ASSESS INTERNAL CONTROL ADEQUACY

Internal Control Monitoring

CoNTroL OBJECTIVE

Management should monitor the effectiveness of
internal controls in the normal course of opera-
tions through management and supervisory activ-
ities, comparisons, reconciliations and other rou-
tine actions. Deviations should evoke analysis
and corrective action. In addition, deviations
should be communicated to the individual
responsible for the function and also at least one
level of management above that individual.
Serious deviations should be reported to senior
management.

Timely Operation of Internal Controls
CoNTROL OBJECTIVE

Reliance on internal controls requires that
controls operate promptly to highlight errors and
inconsistencies, and that these are corrected
before they impact production and delivery.
Information regarding errors, inconsistencies and
exceptions should be kept and systematically
reported to management.

Internal Control Level Reporting
ConTroL OBJECTIVE

Management should report information on
internal control levels and exceptions to the
affected parties to ensure the continued
effectiveness of itsinternal control system.
Actions should be taken to identify what
information is needed at a particular level of
decision making.

Operational Security and Internal Control
Assurance

CoNTroL OBJECTIVE

Operational security and internal control assur-
ance should be established and periodically
repeated, with self-assessment or independent
audit to examine whether or not the security and
internal controls are operating according to the

stated or implied security and internal control
requirements. Ongoing monitoring activities by
management should look for vulnerabilities and
security problems.
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Monitoring

Obtain Independent Assurance

HiGH-LEVEL CoONTROL OBJECTIVE

Planning &
Organisation
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Delivery &
Support

Control over the IT process of
Monitoring

obtaining independent assurance

that satisfies the business requirement

to increase confidence and trust among the organisation, customers,
and third-party providers

is enabled by

independent assurance reviews carried out at regular intervals

and takes into consideration

» independent certifications and accreditation

independent effectiveness evaluations

* independent assurance of compliance with laws and regulatory
requirements

* independent assurance of compliance with contractual commitments

« third-party service provider reviews and benchmarking

» performance of assurance reviews by qualified personnel

* proactive audit involvement
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3.2

3.3

3.4

35

DeTaILED CoONTROL OBJECTIVES
3.6

OBTAIN | NDEPENDENT ASSURANCE

I ndependent Security and Internal Control
Certification/Accreditation of I T Services
ConTrOL OBJECTIVE

Management should obtain independent
certification/accreditation of security and
internal controls prior to implementing critical
new IT services and re-certification/
re-accreditation of these services on aroutine
cycle after implementation.

I ndependent Security and Internal Control
Certification/Accreditation of Third-Party
Service Providers

ConTrOL OBJECTIVE

Management should obtain independent
certification/accreditation of security and internal
controls prior to using I T service providers and
re-certification/re-accreditation on a routine

cycle.

Independent Effectiveness Evaluation of 1T
Services

CoNTROL OBJECTIVE

Management should obtain independent
evaluation of the effectiveness of I T services on
aroutine cycle.

Independent Effectiveness Evaluation of
Third-Party Service Providers

CoNTROL OBJECTIVE

Management should obtain independent
evaluation of the effectiveness of IT service
providers on aroutine cycle.

I ndependent Assurance of Compliance with
Laws and Regulatory Requirements and
Contractual Commitments

ConTroL OBJECTIVE

Management should obtain independent
assurance of the IT function's compliance with
legal and regulatory requirements, and
contractual commitments on aroutine cycle.

3.7

3.8

I ndependent Assurance of Compliance with
Laws and Regulatory Requirements and
Contractual Commitments by Third-Party
Service Providers

CoNTRrROL OBJECTIVE

Management should obtain independent
assurance of third-party service providers
compliance with legal and regulatory
requirements and contractual commitments on a
routine cycle.

Competence of Independent Assurance
Function

CoNTroL OBJECTIVE

Management should ensure that the independent
assurance function possesses the technical
competence, and skills and knowledge necessary
to perform such reviews in an effective, efficient
and economical manner.

Proactive Audit Involvement

CoNTROL OBJECTIVE

IT management should seek audit involvement in
a proactive manner before finalising IT service
solutions.
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Provide for Independent Audit

HiGH-LEVEL CONTROL OBJECTIVE

Planning &
Organisation
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Control over the IT process of

Monitorin
providing for independent audit g

that satisfies the business requirement

to increase confidence levels and benefit from best practice advice

is enabled by

independent audits carried out at regular intervals

and takes into consideration

» audit independence

* proactive audit involvement

« performance of audits by qualified personnel

» clearance of findings and recommendations

« follow-up activities

* impact assessments of audit recommendations (costs, benefits and
risks)
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4.2

4.3
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DeTaILED CoNTROL OBJECTIVES

ProvIDE FOR | NDEPENDENT AUDIT

Audit Charter

ConTtroL OBJECTIVE

A charter for the audit function should be
established by the organisation’'s senior
management. This document should outline the
responsibility, authority and accountability of the
audit function. The charter should be reviewed
periodically to assure that the independence,
authority and accountability of the audit function
are maintained.

Independence

ConTroL OBJECTIVE

The auditor should be independent from the
auditee in attitude and appearance (actual and
perceived). Auditors should not be affiliated with
the section or department being audited, and, to
the extent possible, should also be independent
of the subject organisation itself. Thus, the audit
function is to be sufficiently independent of the
area being audited to permit objective
completion of the audit.

Professional Ethics and Standards

ConTroL OBJECTIVE

The audit function should ensure adherence to
applicable codes of professional ethics (e.g.,
Code of Professiona Ethics of the Information
Systems Audit and Control Association) and
auditing standards (e.g., Standards for
Information Systems Auditing of the Information
Systems Audit and Control Association) in all
that they do. Due professional care should be
exercised in al aspects of the audit work,
including the observance of applicable audit and
IT standards.

4.4

45

4.6

Competence

CoNTRrROL OBJECTIVE

Management should ensure that the auditors
responsible for the review of the organisation's
IT activities are technically competent and
collectively possess the skills and knowledge
(i.e., CISA domains) necessary to perform such
reviews in an effective, efficient and economical
manner. Management should ensure that audit
staff assigned to information systems auditing
tasks maintain their technical competence
through appropriate continuing professional
education.

Planning

CoNTRrRoL OBJECTIVE

Senior management should establish a plan to
ensure that regular and independent audits are
obtained regarding the effectiveness, efficiency
and economy of security and internal control
procedures, and management's ability to control
IT function activities. Senior management should
determine priorities with regard to obtaining
independent audits within this plan. Auditors
should plan the information systems audit work
to address the audit objectives and to comply
with applicable professional auditing standards.

Perfor mance of Audit Work

CoNTrRoL OBJECTIVE

Audits should be appropriately supervised to
provide assurances that audit objectives are
achieved and applicable professional auditing
standards are met. Auditors should ensure that
they obtain sufficient, reliable, relevant and
useful evidence to achieve the audit objectives
effectively. The audit findings and conclusions
are to be supported by appropriate analysis and
interpretation of this evidence.

continued on next page
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Provide for Independent Audit

DeTtaiLED CoNTROL OBJECTIVES continued

4.7 Reporting
CoNTroL OBJECTIVE
The organisation’s audit function should provide
areport, in an appropriate form, to intended
recipients upon the completion of audit work.
The audit report should state the scope and
objectives of the audit, the period of coverage,
and the nature and extent of the audit work
performed. The report should identify the
organisation, the intended recipients and any
restrictions on circulation. The audit report
should also state the findings, conclusions and
recommendations concerning the audit work
performed, and any reservations or qualifications
that the auditor has with respect to the audit.

4.8 Follow-up Activities
ConTroL OBJECTIVE
Resolution of audit comments rests with
management. Auditors should request and
evaluate appropriate information on previous
findings, conclusions and recommendations to
determine whether appropriate actions have been
implemented in atimely manner.
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Appendix

| T GOVERNANCE MANAGEMENT GUIDELINE

The following Management Guideline and Maturity Model identify the Critical Success Factors (CSFs), Key
Goal Indicators (KGls), Key Performance Indicators (KPIs) and Maturity Model for I T governance. First, IT
governance is defined, articulating the business need. Next, the information criteriarelated to IT governance are
identified. The business need is measured by the KGIs and enabled by a control statement, leveraged by al the IT
resources. The achievement of the enabling control statement is measured by the KPIs, which consider the CSFs.
The Maturity Model is used to evaluate an organisation’s level of achievement of IT governance—from
Non-existent (the lowest level) to Initial/Ad Hoc, to Repeatable but Intuitive, to Defined Process, to Managed and
Measurable, to Optimised (the highest level). To achieve the Optimised maturity level for IT governance, an
organisation must be at least at the Optimised level for the Monitoring domain and at least at the Managed and
Mesasurable level for al other domains.

(See the CoBIT Management Guidelines for a thorough discussion of the use of these tools.)
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Appendix |

|'T GOVERNANCE
MANAGEMENT GUIDELINE

Governance over information technology and its processes with the
business god of adding value, while balancing risk versus return

ensures delivery of information to the business that addresses
the required Information Criteria and is measured by
Key Godl Indicators

is enabled by creating and maintaining a system of
process and control excellence appropriate for the
business that directs and monitors the business value
ddivery of IT

considers Critical Success Factors that leverage
al IT Resources and is measured by
Key Performance Indicators

Critical Success Factors

« IT governance activities are integrated into the enterprise
governance process and |eadership behaviours

« IT governance focuses on the enterprise goals, strategic
initiatives, the use of technology to enhance the business and on
the availability of sufficient resources and capabilities to keep
up with the business demands

« IT governance activities are defined with a clear purpose,
documented and implemented, based on enterprise needs and
with unambiguous accountabilities

» Management practices are implemented to increase efficient and
optimal use of resources and increase the effectiveness of IT
processes

» Organisational practices are established to enable; sound over-
sight; a control environment/culture; risk assessment as standard
practice; degree of adherence to established standards; monitor-
ing and follow up of control deficiencies and risks

« Control practices are defined to avoid breakdowns in internal
control and oversight

* There is integration and smooth interoperability of the more
complex IT processes such as problem, change and
configuration management

* An audit committee is established to appoint and oversee an
independent auditor, focusing on IT when driving audit plans,
and review the results of audits and third-party reviews.

Information Criteria IT Resources

effectiveness people
efficiency L
confidentiality applications
integrity technology
availabili

bility facilities
compliance
reliability data

Key Goal Indicators

« Enhanced performance and cost management

* Improved return on maor 1T investments

* Improved time to market

* Increased qudity, innovation and risk
management

* Appropriately integrated and standardised
business processes

* Reaching new and satisfying existing
customers

* Availability of appropriate bandwidth,
computing power and I T delivery mechanisms

 Mesting requirements and expectations of the
customer of the process on budget and on time

* Adherence to laws, regulations, industry
standards and contractua commitments

* Transparency on risk taking and adherence to
the agreed organisational risk profile

» Benchmarking comparisons of IT governance
maturity

* Crestion of new service delivery channels

Key Performance Indicators

« Improved cost-€fficiency of IT processes (costs
vs. deliverables)

« Increased number of IT action plans for process
improvement initiatives

* Increased utilisation of IT infrastructure

« Increased satisfaction of stakeholders (survey
and number of complaints)

* Improved staff productivity (number of
deliverables) and morae (survey)

« Increased availability of knowledge and
information for managing the enterprise

« Increased linkage between IT and enterprise
governance

« Improved performance as measured by IT
balanced scorecards
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IT Governance Maturity Model

Governance over information technology and its processes
with the business goal of adding value, while balancing risk
versus return

0

Non-existent There isacomplete lack of any
recognisable I T governance process. The organisation
has not even recognised that there is an issue to be
addressed and hence there is no communication about
theissue.

Initial /Ad Hoc Thereis evidence that the organisation
has recognised that I T governance issues exist and need
to be addressed. There are, however, no standardised
processes, but instead there are ad hoc approaches applied
on anindividua or case-by-case basis. Management’s
approach is chaotic and there is only sporadic, non-
consistent communication on issues and approaches to
address them. There may be some acknowledgement of
capturing the value of IT in outcome-oriented
performance of related enterprise processes. Thereis no
standard assessment process. |'T monitoring is only
implemented reactively to an incident that has caused
some loss or embarrassment to the organisation.

Repeatable but Intuitive Thereis globa awareness
of IT governanceissues. IT governance activities and
performance indicators are under development, which
include IT planning, delivery and monitoring processes.
As part of this effort, IT governance activities are
formally established into the organisation’s change
management process, with active senior management
involvement and oversight. Selected IT processes are
identified for improving and/or controlling core
enterprise processes and are effectively planned and
monitored as investments, and are derived within the
context of adefined IT architectural framework.
Management has identified basic IT governance
measurements and assessment methods and techniques,
however, the process has not been adopted across the
organisation. Thereisno formal training and
communication on governance standards and
responsibilities are left to the individual. Individuals
drive the governance processes within various I T projects
and processes. Limited governance tools are chosen and

Appendix |

implemented for gathering governance metrics, but may
not be used to their full capacity due to alack of
expertise in their functionality.

Defined Process The need to act with respect to IT
governance is understood and accepted. A basdline set of
IT governance indicators is developed, where linkages
between outcome measures and performance drivers are
defined, documented and integrated into strategic and
operational planning and monitoring processes.
Procedures have been standardised, documented and
implemented. Management has communicated
standardised procedures and informal training is
established. Performance indicators over al IT
governance activities are being recorded and tracked,
leading to enterprise-wide improvements. Although
messurable, procedures are not sophisticated, but are the
formdisation of existing practices. Tools are
standardised, using currently available techniques. IT
Balanced Business Scorecard ideas are being adopted by
the organization. It is, however, |€ft to the individuad to
get training, to follow the standards and to apply them.
Root cause andlysisis only occasionally applied. Most
processes are monitored against some (baselineg) metrics,
but any deviation, while mostly being acted upon by
individua initiative, would unlikely be detected by
management. Nevertheless, overal accountability of key
process performance is clear and management is
rewarded based on key performance measures.

Managed and Measurable Thereisfull
understanding of IT governance issues at al levels,
supported by formal training. Thereisaclear
understanding of who the customer is and responsibilities
are defined and monitored through service level
agreements. Responsibilities are clear and process
ownership is established. IT processes are aligned with
the business and with the IT strategy. Improvement in IT
processes is based primarily upon a quantitative
understanding and it is possible to monitor and measure
compliance with procedures and process metrics. All
process stakeholders are aware of risks, the importance
of IT and the opportunitiesit can offer. Management has
defined tolerances under which processes must operate.
Action is taken in many, but not al cases where
processes appear not to be working effectively or
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efficiently. Processes are occasionally improved and best
internal practices are enforced. Root cause analysisis
being standardised. Continuous improvement is
beginning to be addressed. There is limited, primarily
tacticd, use of technology, based on mature techniques
and enforced standard tools. Thereisinvolvement of all
required internal domain experts. IT governance evolves
into an enterprise-wide process. T governance activities
are becoming integrated with the enterprise governance
process.

Optimised There is advanced and forward-looking
understanding of IT governance issues and solutions.
Training and communication is supported by leading-
edge concepts and techniques. Processes have been
refined to alevel of externd best practice, based on
results of continuous improvement and maturity
modeling with other organisations. The implementation
of these policies hasled to an organisation, people and
processes that are quick to adapt and fully support I'T

governance requirements. All problems and deviations
are root cause analysed and efficient action is expediently
identified and initiated. IT isused in an extensive,
integrated and optimised manner to automate the
workflow and provide tools to improve quality and
effectiveness. The risks and returns of the IT processes
are defined, balanced and communicated across the
enterprise. Externd experts are leveraged and
benchmarks are used for guidance. Monitoring, self-
assessment and communication about governance
expectations are pervasive within the organisation and
thereis optimal use of technology to support
measurement, analysis, communication and training.
Enterprise governance and I T governance are
strategically linked, leveraging technology and human
and financial resources to increase the competitive
advantage of the enterprise.
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CoBIT ProOJECT DESCRIPTION

The CoBIT project continues to be supervised by a Project
Steering Committee formed by international representatives
from industry, academia, government and the security and
control profession. The Project Steering Committee has
been instrumental in the development of the CosI T
Framework and in the application of the research results.
International working groups were established for the pur-
pose of quality assurance and expert review of the project’s
interim research and development deliverables. Overall
project guidance is provided by the IT Governance
Ingtitute.

RESEARCH AND APPROACH

FOR EARLIER DEVELOPMENT

Starting with the CosiT Framework defined in the 1%
edition, the application of internationa standards and
guidelines and research into best practices have led to the
development of the control objectives. Audit guidelines
were next devel oped to assess whether these control objec-
tives are appropriately implemented.

Research for the 1% and 2™ editions included the collection
and analysis of identified international sources and was
carried out by teamsin Europe (Free University of
Amsterdam), the US (California Polytechnic University)
and Australia (University of New South Wales). The
researchers were charged with the compilation, review,
assessment and appropriate incorporation of international
technical standards, codes of conduct, quality standards,
professional standards in auditing and industry practices
and requirements, as they relate to the Framework and to
individual control objectives. After collection and analysis,
the researchers were challenged to examine each domain
and process in depth and suggest new or modified control
objectives applicable to that particular IT process.
Consolidation of the results was performed by the CosIT
Steering Committee and the Director of Research of
ISACF

RESEARCH AND APPROACH

FOR THE 3% EDITION

The CosIT 3¢ Edition project consisted of developing the
Management Guidelines and updating Cosi T 2™ Edition
based on new and revised international references.

Furthermore, the CosIT Framework was revised and
enhanced to support increased management control, to

introduce performance management and to further develop
IT governance. In order to provide management with an
application of the Framework so that it can assess and
make choices for control implementation and improve-
ments over its information and related technology, as well
as measure performance, the Management Guidelines
include Maturity Models, Critical Success Factors, Key
Goal Indicators and Key Performance Indicators related to
the Control Objectives.

Management Guidelines was devel oped by using a world-
wide panel of 40 experts from industry, academia, govern-
ment and the IT security and control profession. These
experts participated in aresidential workshop guided by
professiona facilitators and using development guidelines
defined by the CoBIT Steering Committee. The workshop
was strongly supported by the Gartner Group and
PricewaterhouseCoopers, who not only provided thought
leadership but also sent severa of their experts on contral,
performance management and information security. The
results of the workshop were draft Maturity Models,
Critical Success Factors, Key Goal Indicators and Key
Performance Indicators for each of CosiT’s 34 high-level
control objectives. Quality assurance of theinitia deliver-
ables was conducted by the CoIT Steering Committee and
the results were posted for exposure on the ISACA web
site. The Management Guidelines document was finally
prepared to offer a new management-oriented set of tools,
while providing integration and consistency with the CosiIT
Framework.

The update to the Control Objectives, based on new and
revised international references, was conducted by mem-
bers of ISACA chapters, under the guidance of CosIT
Steering Committee members. The intention was not to
perform a global analysis of adl materia or aredevelop-
ment of the Control Objectives, but to provide an incre-
mental update process.

The results of the development of the Management
Guidelines were then used to revise the CosiT Framework,
especially the considerations, goals and enabler statements
of the high-level control objectives.
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CoBIT PRIMARY REFERENCE MATERIAL

COSO: Committee of Sponsoring Organisations of the Treadway Commission. Internal Control — Integrated Framework.
2 Vols. American Institute of Certified Accountants, New Jersey, 1994.

OECD Guidelines: Organisation for Economic Co-operation and Development. Guidelines for the Security of Information,
Paris, 1992.

DTI Code of Practice for Information Security Management: Department of Trade and Industry and British Standard
Institute. A Code of Practice for Information Security Management, London, 1993, 1995.

1SO 9000-3: International Organisation for Standardisation. Quality Management and Quality Assurance Standards — Part
3: Guidelines for the Application of SO 9001 to the development, supply and maintenance of software, Switzerland, 1991.

An Introduction to Computer Security: The NIST Handbook: NIST Special Publication 800-12, National Institute of
Standards and Technology, U.S. Department of Commerce, Washington, DC, 1995.

ITIL IT Management Practices: Information Technology Infrastructure Library. Practices and guidelines developed by the
Central Computer and Telecommunications Agency (CCTA), London, 1989.

IBAG Framework: Draft Framework from the Infosec Business Advisory Group to SOGIS (Senior Officials Group on
Information Security, advising the European Commission), Brussels, 1994.

NSW Premier’s Office Statements of Best Practices and Planning I nformation Management and Techniques:
Satements of Best Practice #1 through #6. Premier’s Department New South Wales, Government of New South Wales,
Australia, 1990 through 1994.

Memorandum Dutch Central Bank: Memorandum on the Reliability and Continuity of Electronic Data Processing in
Banking. De Nederlandsche Bank, Reprint from Quarterly Bulletin #3, Netherlands, 1998.

EDPAF Monograph #7, EDI: An Audit Approach: Jamison, Rodger. EDI: An Audit Approach, Monograph Series #7,
Information Systems Audit and Control Foundation, Inc., Rolling Meadows, IL, April 1994.

PCIE (President’s Council on Integrity and Efficiency) Model Framework: A Model Framework for Management Over
Automated Information Systems. Prepared jointly by the President’s Council on Management |mprovement and the President’s
Council on Integrity and Efficiency, Washington, DC, 1987.

Japan Information Systems Auditing Standards: Information System Auditing Standard of Japan. Provided by the Chuo
Audit Corporation, Tokyo, August 1994.

CONTROL OBJECTIVES Controlsin an Information Systems Environment: Control Guidelines and Audit
Procedures; EDP Auditors Foundation (now the Information Systems Audit and Control Foundation), Fourth Edition, Rolling
Meadows, IL, 1992.

CISA Job Analysis: Information Systems Audit and Control Association Certification Board. “Certified Information Systems
Auditor Job Analysis Study,” Rolling Meadows, 1L, 1994.

IFAC International Information Technology Guidelines—M anaging Security of Information: International Federation of
Accountants, New York, 1998.

IFAC International Guidelines on Information Technology M anagement—M anaging | nfor mation Technology Planning
for Business Impact: International Federation of Accountants, New York, 1999.

Guide for Auditing for Controlsand Security, A System Development Life Cycle Approach: NIST Special Publication
500-153: National Institute of Standards and Technology, U.S. Department of Commerce, Washington, DC, 1988.

Government Auditing Standards: US General Accounting Office, Washington, DC, 1999.

SPICE: Software Process Improvement and Capability Determination. A standard on software process improvement, British
Standards Institution, London, 1995.

Denmark Generally Accepted IT Management Practices: The Institute of State Authorized Accountants, Denmark, 1994.
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DRI International, Professional Practices for Business Continuity Planners: Disaster Recovery Institute International.
Guideline for Business Continuity Planners, St. Louis, MO, 1997.

I1A, SAC Systems Audibility and Control: Institute of Internal Auditors Research Foundation, Systems Audibility and
Control Report, Altamonte Springs, FL, 1991, 1994.

I1A, Professional Practices Pamphlet 97-1, Electronic Commerce: Institute of Internal Auditors Research Foundation,
Altamonte Springs, FL, 1997.

E & Y Technical Reference Series: Ernst & Young, SAP R/3 Audit Guide, Cleveland, OH, 1996.
C & L Audit Guide SAP R/3: Coopers & Lybrand, SAP R/3: Its Use, Control and Audit, New York, 1997.

1SO IEC JTCL1/SC27 Information Technology — Security: International Organisation for Standardisation (ISO) Technical
Committee on Information Technology Security, Switzerland, 1998.

1SO IEC JTCL1/SC7 Software Engineering: International Organisation for Standardisation (1SO) Technical Committee on
Software Process Assessment. An Assessment Model and Guidance Indicator, Switzerland, 1992.

1SO TC68/SC2/W G4, Information Security Guidelines for Banking and Related Financial Services: International
Organisation for Standardisation (ISO) Technical Committee on Banking and Financial Services, Draft, Switzerland, 1997.

Common Criteria and Methodology for Information Technology Security Evaluation: CSE (Canada), SCSSI (France),
BSI (Germany), NLNCSA (Netherlands), CESG (United Kingdom), NIST (USA) and NSA (USA), 1999.

Recommended Practice for EDI: EDIFACT (EDI for Administration Commerce and Trade), Paris, 1987.

Tickl T: Guide to Software Quality Management System Construction and Certification. British Department of Trade and
Industry (DTI), London, 1994

ESF Baseline Control—Communications: European Security Forum, London. Communications Network Security,
September 1991; Baseline Controls for Local Area Networks, September, 1994.

ESF Baseline Control—M icrocomputers: European Security Forum, London. Baseline Controls Microcomputers Attached
to Network, June 1990.

Computerized Information Systems (CIS) Audit Manual: EDP Auditors Foundation (now the Information Systems Audit
and Control Foundation), Rolling Meadows, IL, 1992.

Standardsfor Internal Control in the Federal Government (GAO/AIMD-00-21.3.1): US Genera Accounting Office,
Washington, DC 1999.

Guide for Developing Security Plans for I nformation Technology: NIST Special Publication 800-18, National Institute for
Standards and Technology, US Department of Commerce, Washington, DC, 1998.

Financial Information Systems Control Audit Manual (FISCAM): US General Accounting Office, Washington, DC, 1999.
BS7799-Information Security Management: British Standards Institute, London, 1999.

CICA Information Technology Control Guidelines, 3 Edition: Canadian Institute of Chartered Accountants, Toronto,
1998.

ISO/IEC TR 1335-n Guidelines for the Management of I T Security (GMITS), Parts 1-5: International Organisation for
Standardisation, Switzerland, 1998.

AICPA/CICA SysTrust™ Principles and Criteria for Systems Reliability, Version 1.0: American Institute of Certified
Public Accountants, New York, and Canadian Institute of Chartered Accountants, Toronto, 1999.
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AICPA
CICA
CISA
CCEB
Control

COSsO
DRI

DTI
EDIFACT
EDPAF
ESF

GAO
14

IBAG

IFAC

A

INFOSEC

ISACA

ISACF

ISO

ISO9000

IT Control Objective

ITIL
ITSEC

NBS

NIST (formerly NBS)
NSW

OECD

OSF

PCIE

SPICE

TCSEC

TickIT

GLOSSARY OF TERMS

American Institute of Certified Public Accountants
Canadian Institute of Chartered Accountants

Certified Information Systems Auditor

Common Criteriafor Information Technology Security

The policies, procedures, practices and organisational structures designed to provide reasonable
assurance that business objectives will be achieved and that undesired events will be prevented or
detected and corrected

Committee of Sponsoring Organisations of the Treadway Commission
Disaster Recovery Ingtitute International

Department of Trade and Industry of the United Kingdom

Electronic Data Interchange for Administration, Commerce and Trade
Electronic Data Processing Auditors Foundation (now 1SACF)

European Security Forum, a cooperation of 70+ primarily European multi-nationals with the goal of
researching common security and control issuesin IT

US General Accounting Office

Internationa Information Integrity Institute, similar association as the ESF, with similar goals but
primarily US-based and run by Stanford Research Institute

Infosec Business Advisory Group, industry representatives who advise the Infosec Committee. This
Committee is composed of government officials of the European Community and itself advises the
European Commission on IT security matters.

International Federation of Accountants

Ingtitute of Internal Auditors

Advisory Committee for IT Security Matters to the European Commission
Information Systems Audit and Control Association

Information Systems Audit and Control Foundation

International Organisation for Standardisation (with officesin Geneva, Switzerland)
Quality management and quality assurance standards as defined by 1SO

A statement of the desired result or purpose to be achieved by implementing control proceduresin a
particular IT activity

Information Technology Infrastructure Library

Information Technology Security Evaluation Criteria. The harmonised criteria of France, Germany, the
Netherlands and the United Kingdom, since then also supported by the European Commission (see also
TCSEC, the US equivalent).

National Bureau of Standards of the US

National Ingtitute of Standards and Technology, based in Washington, DC
New South Wales, Austraia

Organisation for Economic Cooperation and Development

Open Software Foundation

President’s Council on Integrity and Efficiency

Software Process Improvement and Capability Determination—a standard on software process
improvement

Trusted Computer System Evaluation Criteria, also known as The Orange Book: security evaluation
criteriafor computer systems as originally defined by the US Department of Defense. See dso ITSEC,
the European equivalent.

Guide to Software Quality Management System Construction and Certification
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INDEX

Dom. Cntl. Pg. Dom. Cntl. Pg.
Acceptance of Facilities Al 117 73  Costing Procedures DS 6.2 105
Acceptance of Technology Al 118 73  Counterparty Trust DS 5.13 102
Accuracy, Completeness and Authorisation Checks DS 11.7 115  Critica |IT Resources DS 410 98
Acquisition and Maintenance Framework Cross-Training or Staff Back-up PO 75 51
for the Technology Infrastructure PO 119 66  Cryptographic Key Management DS 5.18 103
Annual IT Operating Budget PO 51 45 Customer Query Escalation DS 83 109
Application Software Performance Sizing Al 52 83 Dataand System Ownership PO 48 42
Application Software Testing Al 215 76 DataClassfication DS 58 102
Archiving DS 11.26 117 DataClassification Scheme PO 23 37
Aspects of Service Level Agreements DS 12 91 DataConversion Al 55 83
Assessing Customer Satisfaction M 13 127 Datalnput Authorisation Procedures DS 116 115
Assessing Performance M 12 127 Datalnput Error Handling DS 118 115
Assessment of Existing Systems PO 18 34 DataPreparation Procedures DS 111 115
Assessment of New Hardware and Software Al 31 79 DataProcessng Error Handling DS 11.11 116
Audit Charter M 41 133 DataProcessing Integrity DS 119 115
Audit Trails Design Al 110 72 DataProcessing Validation and Editing DS 11.10 115
Authentication and Integrity DS 11.28 117  Definition of Information Requirements Al 11 71
Authorised Maintenance Al 66 87 Definition of Interfaces Al 28 75
Availability and Performance Requirements DS 31 95 Departuresfrom Standard Job Schedules DS 134 123
Availability as a Key Design Factor Al 213 76 DesignApprova Al 23 75
Availability Plan DS 32 95 Design Methods Al 21 75
Back-up and Restoration DS 11.23 117  Distribution of Software Al 68 87
Back-up Jobs DS 11.24 117  Documentation and Procedures Al 65 87
Back-up Site and Hardware DS 411 98 Economic Feasbility Study Al 16 71
Back-up Storage DS 11.25 117  Electronic Commerce PO 85 55
Business Risk Assessment PO 91 57  Electronic Transaction Integrity DS 11.29 118
Capacity Management of Resources DS 37 95 Emergency and Temporary AccessAuthorisations DS 104 113
Central Identification and Access Rights Emergency Changes Al 64 87
Management DS 59 102 Emergency Processing Priorities DS 105 113
Change Request Initiation and Control Al 61 87 Employee Job Performance Evaluation PO 77 51
Chargeable Items DS 16 91  Ergonomics Al 111 72
Chargeable Items DS 6.1 105 Evauation of Meeting User Reguirements Al 513 84
Collecting Monitoring Data M 11 105 Externa Requirements Review PO 81 55
Communication of IT Plans PO 16 34 FileRequirements Definition and Documentation Al 24 75
Communication of IT Security Awareness PO 611 48  Fina Acceptance Test Al 59 &
Communication of Organisation Policies PO 6.3 47  Firewall Architectures and Connections with
Competence M 44 133 Public Networks DS 520 103
Competence of |ndependent Assurance Function M 37 131 Follow-upActivities M 48 134
Compliance with Insurance Contracts PO 86 55 Forma Project Risk Management PO 1010 62
Compliance with Polices, Procedures and Standards PO 6.6 47  Formulation of Acquisition Strategy Al 13 71
Configuration Baseline DS 92 111  Formulation of Alternative Courses of Action Al 12 71
Configuration Control DS 94 111  Genera Quality Plan PO 111 65
Configuration Management Procedures DS 97 111 Hardware and Software Acquisition Plans PO 34 39
Configuration Recording DS 91 111 HelpDesk DS 81 109
Continued Integrity of Stored Data DS 11.30 118 Identification of Training Needs DS 71 107
Continuity of Services DS 26 93 Identification, Authentication and Access DS 52 101
Contract Application Programming Al 116 72  Impact Assessment Al 62 87
Contracted Staff Policies and Procedures PO 414 42 Implementation Plan Al 53 83
Control of Changes Al 63 87 Incident Handling DS 511 102
Controllability Al 212 76 Independence M 42 133
Coordination and Communication PO 118 65 Independent Assurance of Compliance with Laws
Corporate Data Dictionary and Data Syntax Rules PO 22 37 and Regulatory Requirements and Contractual
Cost and Benefit Justification PO 53 45 Commitments M 35 131
Cost and Benefit Monitoring PO 52 45 Independent Assurance of Compliance with Laws
Cogt-Effective Security Controls Al 19 72 and Regulatory Requirements and Contractual
Commitments by Third-Party Service Providers M 36 131
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INDEX

Dom. Cntl. Pg. Dom. Cntl. Pg.
Independent Effectiveness Evaluation of IT Services M 33 131  Off-site Back-up Storage DS 412 98
Independent Effectiveness of Third-Party Service Operational Requirements and Service Levels Al 41 81
Providers M 34 131  Operationa Security and Internal Control Assurance M 24 129
Independent Security and Internal Control Operational Test Al 511 84
Certification/Accreditation of IT Services M 31 131 OperationsLogs DS 136 123
Independent Security and Internal Control Operations Manual Al 43 81
Certification/Accreditation of Third-Party Organisational Placement of the IT Function PO 42 41
Service Providers M 32 131  Output Balancing and Reconciliation DS 11.14 116
Information Architecture Al 17 71  Output Distribution DS 11.13 116
Information Architecture Model PO 21 37 Output Handling and Retention DS 11.12 116
Input Requirements Definition and Documentation Al 27 75  Output Requirements Definition and Documentation Al 211 76
Intellectua Property Rights PO 69 48  Output Review and Error Handling DS 11.15 116
Internal Control Level Reporting M 23 129 Outsourcing Contracts DS 25 93
Internal Control Monitoring M 21 129 Owner Relationships DS 22 93
| ssue-Specific Policies PO 610 48 Ownership and Custodianship PO 47 41
IT as Part of the Organisation’s Long- and Parallel/Pilot Testing Criteria and Performance Al 58 83
Short-Range Plan PO 11 33 Padlée/Pilot Testing PO 1114 66
IT Continuity Framework DS 41 97  Performance of Audit Work M 46 133
IT Continuity Plan Contents DS 43 97  Performance Procedures DS 13 91
IT Continuity Plan Distribution DS 48 98 Personne Clearance Procedures PO 76 51
IT Continuity Plan Strategy and Philosophy DS 42 97  Personne Hedth and Safety DS 124 121
IT Continuity Plan Training DS 47 97  Personnd Qudifications PO 72 51
IT Integrity Provisionsin Application Programme Personnel Recruitment and Promotion PO 71 b1
Software Al 214 76  Personne Training PO 74 51
IT Long-Range Plan PO 12 33 Physica Security DS 121 121
IT Long-Range Plan Changes PO 14 33 Planning M 45 133
IT Long-Range Planning — Approach and Structure PO 1.3 33 Planning of Assurance Methods PO 109 61
IT Planning or Steering Committee PO 41 41  Policy Implementation Resources PO 64 47
IT Staffing PO 411 42  Postive Information Control Environment PO 61 47
Job Change and Termination PO 78 51  Post-Implementation Review Plan PO 1013 62
Job or Position Descriptions for I T Staff PO 412 42  Practices and Procedures for Complying
Job Scheduling DS 133 123 with External Reguirements PO 82 55
Key IT Personnel PO 413 42  Preventative Maintenance for Hardware Al 32 79
Low Profile of the IT Site DS 122 121  Privacy, Intellectua Property and Data Flow PO 84 55
Maintaining the IT Continuity Plan DS 45 97  Proactive Audit Involvement M 38 131
Maintenance of Policies PO 65 47  Proactive Performance Management DS 35 95
Magjor Changes to Existing Systems Al 22 75 Problem Escaation DS 102 113
Malicious Software Prevention, Problem Management System DS 101 113
Detection and Correction DS 519 103 Problem Tracking and Audit Trail DS 103 113
Manage Security Measures DS 51 101  Processing Continuity DS 135 123
Management Reporting M 14 127  Processing Operations Procedures and
Management Review of User Accounts DS 55 101 Instructions Manual DS 131 123
Management’s Post-lmplementation Review Al 514 84 Processing Requirements Definition and
Management’'s Responsibility for Policies PO 62 47 Documentation Al 210 76
Media Library Management Responsibilities DS 11.22 117  Procurement Control Al 113 72
Media Library Management System DS 11.21 117  Professional Ethics and Standards M 43 133
Minimising IT Continuity Requirements DS 44 97  Programme Documentation Standards PO 1111 66
Modeling Tools DS 34 95  Programme Specifications Al 25 75
Monitor Future Trends and Regulations PO 32 39 Programme Testing Standards PO 1112 66
Monitoring and Evauating of IT Plans PO 17 34  Project Approval PO 105 61
Monitoring DS 28 93  Project Definition PO 104 61
Monitoring and Reporting DS 14 91  Project Management Framework PO 101 61
Monitoring and Reporting DS 33 95 Project Master Plan PO 107 61
Monitoring of Clearance DS 84 109 Project Phase Approva PO 106 61
Non-Repudiation DS 5.15 103  Project Team Membership and Responsibilities PO 103 61
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Dom. Cntl. Pg. Dom. Cntl. Pg.

Promotion to Production Al 512 84  ServiceLevel Agreement Framework DS 11 91
Protection Against Environmental Factors DS 125 121  Short-Range Planning for the IT Function PO 15 33
Protection of Disposed Sensitive Information DS 11.18 116  Software Accountability DS 98 11
Protection of Electronic Vaue DS 521 103  Software Conversion Al 54 83
Protection of Security Functions DS 517 103  Software Product Acquisition Al 114 72
Protection of Sensitive Information During Software Release Policy Al 67 87

Transmission and Transport DS 1117 116  Software Storage DS 96 111
Protection of Sensitive Messages DS 11.27 117  Source Data Collection Design Al 26 75
Quadity Assurance Approach PO 112 65  Source Document Authorisation Procedures DS 112 115
Qudlity Assurance Evaluation of Adherence to Source Document Data Collection DS 113 115

Development Standards PO 1116 67  Source Document Error Handling DS 114 115
Qudlity Assurance Planning PO 113 65  Source Document Retention DS 115 115
Qudity Assurance Review of Adherence to Startup Process and Other Operations

IT Standards and Procedures PO 114 65 Documentation DS 132 123
Qudlity Assurance Review of the Achievement Status Accounting DS 93 111

of IT Objectives PO 11.17 67  Storage Management DS 11.19 116
Qudity Commitment PO 6.7 47  Supervison PO 49 42
Qudlity Metrics PO 11.18 67  Supplier Interfaces DS 21 93
Reaccreditation DS 512 102  System Conversion Al 54 83
Reassessment of System Design Al 217 77  System Development Life Cycle Methodology PO 115 65
Registration of Customer Queries DS 82 109 System Development Life Cycle Methodology
Relationships PO 415 42 for Magjor Changes to Existing Technology PO 116 65
Remote Operations DS 138 123  System Quality Assurance Plan PO 108 61
Reporting M 47 134  System Software Change Controls Al 36 79
Reports of Quality Assurance Reviews PO 11.19 67 System Software Installation Al 34 79
Resources Availability DS 38 95 System Software Maintenance Al 35 79
Resources Schedule DS 39 95  System Software Security Al 33 79
Responsibility for Logical and Physical Security PO 46 41  System Testing Documentation PO 1115 66
Responsibility for Quality Assurance PO 45 41  System Testing Standards PO 1113 66
Retention Periods and Storage Terms DS 11.20 116  Technologica Feasibility Study Al 15 71
Review of Organisational Achievements PO 43 41  Technologicd Infrastructure Contingency PO 33 39
Review of Service Level Agreementsand Contracts DS 1.5 91  Technologicd Infrastructure Planning PO 31 39
Risk Acceptance PO 96 57 Technology Standards PO 35 39
Risk Action Plan PO 95 57 TestPan PO 1011 62
Risk Analysis Report Al 18 71  Testing of Changes Al 57 83
Risk Assessment Approach PO 92 57 Testing Strategies and Plans Al 56 83
Risk Assessment Commitment PO 98 58 Tedtingthe IT Continuity Plan DS 46 97
Risk Identification PO 93 57  Third-Party Contracts DS 23 93
Risk Measurement PO 94 57  Third-Party Implementor Relationships PO 11.10 66
Roles and Responsibilities PO 44 41  Third-Party Qudlifications DS 24 93
Roles and Responsibilities PO 73 51  Third-Party Service Requirements Al 14 71
Safeguard Selection PO 9.7 58  Third-Party Software Maintenance Al 115 72
Safeguard Special Forms and Output Devices DS 137 123  Timely Operation of Internal Controls M 22 129
Safety and Ergonomic Compliance PO 83 55 Training Al 51 83
Security and Internal Control Framework Policy PO 6.8 48 Training Materids Al 44 81
Security Levels PO 24 37  Training Organisation DS 72 107
Security of Online Access to Data DS 53 101 Traning Plan PO 1012 62
Security Principles and Awareness Training DS 7.3 107 Transaction Authorisation DS 514 102
Security Provision for Output Reports DS 1116 116  Trend Analysis and Reporting DS 85 109
Security Relationships DS 27 93  Trusted Path DS 5.16 103
Security Surveillance DS 57 101  Unauthorised Software DS 95 111
Security Testing and Accreditation Al 510 84  Uninterruptible Power Supply DS 126 121
Segregation of Duties PO 410 42  Updating of the System Development Life Cycle
Selection of System Software Al 112 72 Methodology PO 117 65
Service Improvement Programme DS 17 91 Useand Monitoring of System Utilities Al 37 79

IT GOVERNANCE INSTITUTE



INDEX

Dom. Cntl. Pg. Dom. Cntl. Pg.

User Account Management DS 54 101
User Billing and Chargeback Procedures DS 63 105
User Control of User Accounts DS 56 101
User Department Alternative Processing Back-up

Procedures DS 49 98
User Department Participation in Project Initiation PO 102 61
User Procedures Manual Al 42 81
User Reference and Support Materials Al 216 76
User-Machine Interface Al 29 75
Violation and Security Activity Reports DS 5.10 102
Visitor Escort DS 123 121
Workload Forecasting DS 36 9
Wrap-up Procedures DS 413 98
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]
GOVERNANQE 3701 ALGONQUIN RoAD, SuiTe 1010
INSTITUTE ROLLING MEADOWS, ILLINOIS 60008, USA

TELEPHONE: +1.847.253.1545 E-MAIL: research@isaca.org
FacsiMILE: +1.847.253.1443 WEB SITES. www.l Tgover nance.org
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TELL US WHAT YOU THINK ABOUT CoBIT

We are interested in knowing your reaction to CosiT: Control Objectives for Information and
related Technology. Please provide your comments below.

Name

Company

Address

City State/Province

Country ZIP/Postal Code

FAX Number

E-mail Address

O | am interested in learning more about how CosIT can be used in my organisation.
Please ask a representative to contact me.

O Please send me more information about:
O Purchasing other CosIT products
00 CosIT Training Courses (in-house or general session)
0 Certified Information Systems Auditor™ (CISA®) Certification
O Information Systems Control Journal
0 Information Systems Audit and Control Association (ISACA)

Thank you!

All respondents will be acknowl edged.
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